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[PSec

- Internet Protocol Security (IPsec) — Ha6op mpoTOKOIOB s
obecrieyeHM S 3aIIUTHI JAHHBIX, TepeaBaeMBIX 10
MexxceteBomy npotokony IP. [lo3sonser ocymecTBasaTh
MOATBEPKAECHME MOIMHHOCTH (ayTeHTUPUKALINIO),
MPOBEPKY 11e0CTHOCTY U/ vy mudpopanue IP-nakeTos

« [lepsonavanpHO pazpaboraurbin Wit [Pv6, mosxe 61
BKJIIOYEH Takxke B [Pv4

 Tak xe obecneunBaeT mudposanme [P protocol

« Moxem ucnons3oBath Kak B [Pv4 Ttak mn [Pv6

« IPSec - crangapT, Ho mus Hero cymecTByioT RFC (Requests
For Comments) RFC 4301,RFC 4302,RFC 4303,RFC  _. ____
2408 RFC 5996, REC 4835 and e.t.c =
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YposHu OS| NMpoTokon 3awuWeHHOro KaHana
[MpuknagHon ypoBeHb S/MIME
YpoBeHb npeactasnenna  SSL, TLS
CeaHcOoBbIN YPOBEHb PPTP
TpaHcnopTHbIN ypoBeHbs @ AH, ESP
| b;TeBOﬁ YPOBEHb IPsec 4
KaHanbHbI ypOBEHb | PF’I*:" E

Puanyeckn ypoeeHb
[Psec : pacrionoxeH Ha cCeTEBOM YPOBHE, UCHIONb3YysI CAMBIN
PacIpoOCTpaHEHHBIN NPOTOKOI 9TOro YpoBHs — IP. HUTo maet [Psec
TMOKOCTD, MOYXEeT MUCMOIb30BATHCS /IS 3AMUTHI TIOOBIX MPOTOKOJIOB,
6asupyrommxcs Ha TCP n UDP. Tak ke oH mpo3padeH s

OONMBLIMHCTBA IPUIOKEHUN



[PSec

Confidentiality

mu@pys TaHHBIE

Integrity (1je10cTHOCTS)
MapmpyTusaTopsl Ha KaKHOM KOHIIE TYHHEIS
BBIYMCIISAIOT KOHTPOALHYIO CYMMY MM

XCelI-3HAYCHMUE JAHHBIX

Authentication

KJIFOUM, TIOJTVNCHA ¥ CEPTUDUKATHI



[Psec Arhitecture

Authentication Header

_»,“ Ensapsulating Secunty Payload

IPsec Security Policy

“ The Internet Key Exchange
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AH, ESP - npoTokonbi 3awymuThl nepeaaBaeMbiX AAHHBIX

Heckonbpko MOAX0I0B MOKHO MCIIO/IB30BATH IS

peanmusanuu [Psec:

« Obecnevyenns ayTeHTUDUKAIUI OTIIPABUTENS,
KOHTPOJIS 1[eIOCTHOCTY faHHbIX (AH)

« [IpoTOKON MHKANCYTUPYIOL[EN 3aAMUTEI

cogepskumoro (ESP) - mmdpoBanme naHHbIX

ESP (packet data encryption) sBnasercs Haubonee

MU POKO UCITIONBb3YEMBIM



IP Data Packet

e rce [ERE

AH / ESP

AH
Header

I Esp
Datas e

________________

ESP
Auth




AH (Authentication Header)

AH (Authentication Header) - mpoToxoi 3aronoska
UIeHTUPUKALIUN.

Ob6ecrieunBaeT ayTeHTUPUKAIIO U IIEIOCTHOCTD
MyTEéM IMPOBEPKM TOTO, UYTO HU OAMH OUT B
3aIUIaeMOM JaCcTH MakeTa He ObIT U3MEHEH BO BpeMs
nepenaumn

AH paspabaTpeIBancs TOMBKO st OOecreyeHNs
nenoctHocTu. OH He TApaHTUPYET
KOH(PUAEHIIMATLHOCTY MYTEM IMMUPPOBAHNUS
COep>KMMOTO TTaKeTa

Ona AH somep ID - 51 (protocol 51)
OnwuceiBaercsa B RFC 4302

« RouterOS nognepxusaet cnegyroiue

anropuTMbI ayreHTUGMKanmm ans AH:

- SHA1
- SHA2
« MD5



ESP (Encapsulating Security Protocol)

ESP (Encapsulating Security
Protocol) - makancyinpyommit
IIPOTOKOJ 6€30IaCHOCTH,
KOTOPBIN 00€CTIeYnBaAET U
II€TOCTHOCTD U
KOH(pUIEHI[MATHHOCTb.

s ESP umeet ID nporokona
paseH 50

[IpegocraBnser Bce, 9TO
npepnaraet AH, mroc
KOHDUAEHIIMATEHOCTD TaHHBIX
Vcnonp3yeT cMMMeTpUIHBIN

KJIIOY MM PPOBAHNSA
OmuceiBaerca 8 RFC 4303

RouterOS ESP nonpgepxxuBaet encryption and authentication:
Authentication:

« MD5
- SHA1

+ SHA2 (256-bit, 512-bit)

Encryption:

« AES - 128-bit, 192-bit and 256-bit key AES-CBC, AES-CTR
and AES-GCM algorithms;

» Blowfish - added since v4.5

« Twofish - added since v4.5

« Camellia - 128-bit, 192-bit and 256-bit key Camellia
encryption algorithm added since v4.5

« DES - 56-bit DES-CBC encryption algorithm;

« 3DES - 168-bit DES encryption algorithm;

Hardware: https://wiki.mikrotik.com/wiki/Manual:IP/IPsec



[PSec

MosxeT OBITE HACTPOEH I paOOTHI B ABYX

Pa3HBIX PEXMMAX

 Transport

» T'unnel

0 & & B2




[PSec - Transport Mode

B TpancropTHOM pexnme mudpyroTces (vim
NOATMMUCHIBAIOTCS) TONBKO NaHHbIe |P-mTakeTa, MCXOOHBIN

3dTOJIOBOK COXPAHAETCA.

* MCITIOJIB3YETCA O YCTAHOBIEHMS COEAMHEHUSA MEXIY
XOCTaMI
* TAKJKE€ UCIIONBb3YyETCA MEKAY HITHO3dMW IS 34N THI

TYHHEJIEN, OPraHM30BAHHBIX KAKMM-HUOYIL JPYTUM
cnocobom (L2TP,GRE,IPIP, EoIP and etc)

IPSec - Transport Mode




[PSec - Transport Mode

TpaHCNOpPTHLIN YPOBEHb

YpoeeHb IPSec

CeTeBoit ypoBeHb

IP.,

TCP HaHHble

O

TCP [aHHble

3awwudgposaHo

TCP [aHHble

3awwundgposaHo

KaHanbHbI ypoBEHb

PPP

TCP [aHHble

PPP

&l

Sammqapoeggo

* UCIIONB3YETCA I’ICXO'HHLII'& I[P 3aromoBok

¢ apeCa OKOHE€YHBIX YCTpOﬁCTB ocTaroTCcs 6e3 M3MEeHeHUs

* HOBBIM ITaKeT He CO3JaeTCsa




[PSec - Tunnel Mode

B TyHHenbHOM pexume mudpyeTcs™ BeCh MCXOOHBIN [P-
MakeT: JaHHBIE, 3aTOJIOBOK, MapIIPyTHas MHpopmauusa™, a
3aTe€M OH BCTaBJIS€TCA B MOJIE JAHHBIX HOBOTO MAaKeTa, TO

CCThb IIPOUCXOAUT MHKAIICYJIALNA. P ~Tomge i

* VICIIOJIB3YETCS I MMOAK/IIOYEHUS YOAUIEHHBIX
KOMITBIOTEPOB K BUPTYaILHOU YaCTHOM CETU

* IUIS OpTaHMU3aIMM 0e30MMaCHON IepelauM JAaHHBIX yepes
OTKPHITHIE KaHANIbI CBsI3U (Hanpumep, VIHTepHeT) MeXIy
ITI03aMU 1T OObeAMHEHMS Pa3HBIX YacTen

BUPTYUIbHOM YaCTHOM CETH
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[PSec Transporte and Tunnel mode

IP HDR | Data

Transport mode

ESP || ESP
IPHDR | ESP HDR« Data Trailer|| Auth-

<} Encrypted s————p
o — Authe nticated—’

Tunnel mode

New IP HDR| ESPHDR | IP HDR Data [Eerilized

— Encrypted
G Authenticated 2




Routing without [PSec

if IPSec then Tunnel mode or Transport mode?

1 ines 2me

rer

IPSec Tunnel mode

B rynnensnom peanse mudpyerca seck wexommei [P-naket, Henonssyerca
ANA MOIKMOTeHHS YIATEHHEX KOMNLIOTEPOE K BHPTYANLHON YACTHOM CeTH

TSR o]

IPSec Transport mode - Wrong shemal (notright)

MCMIONLIYETCA [NA YCTAMOBASTHA CORTRHENHS MEATY
XOCTAMM (MK MAPLIPYTHIATOPAMM )

LA ! I
\
ik A / L e g

EEEC I

- \
Ieaneze /

e

e m e

IPSec Transport mode

HCMQIBZYETCA 114 YCTAHORMEHHA CORMMHEHHA MEXKIY

xocramu (mom ua'pmpy'rm'rupauu]

e




Routing without IPSec

if [PSec then Tunnel mode or Transport mode?

—— \"\\; B B
e " DST: 192.168.2.2 T~
v TCP P goc. 192.168.1.2 ~
/ .
i.
v <
///_.. ™~
vd \
|
|, ¥
//
dst-address gatewa i
0.0.0 gf;e\_ g 2.2.1 Y dst-address gateway \‘
e ~Z 0.0.0.0/0 3.3.31
N :
™~ 3.3.3.2/30 /

1//

TCP IP DST: 192.1. |

SRC: 192.168.1.2

192.168.1.0/24

192.168.1.2/24
192.168.2.2/24

[T TCIEERTIEIIR 3

DATA TCP IP DST: 192.168.2.2

SRC: 192.168.1.2



IPSec Transport mode - Wrong shema! (not right)

MUCITONB3YETCA /1A YCTAHOBIE€HUA COEAVMHEHUA MEXOY

xocTaMu (Mau MapIIpyTusaTopammn)

Encrypted(ESP) —
S WDATANN TCP IPSEC |p ST 192.106.2.2 >~

SRC: 192.168.1.2

/

S

\ dst-address gateway

{:'l_fi-ﬂ-ﬂ."ﬂ 2221 dst-address gatavay\

0.0.0.0/0 3331 |
/

y,
3.3.3.2/30 //

DATA TCP IPSEC IP D5T: 192.168.2.2

SRC: 192.168.1.2

192.168.1.0/24

192.168.1.2/24
192.168.2.2/24

DATANI TCP_1P 53t 1331533




IPSec Tunnel mode

B TyHHenpHOM pexume mudpyeTcs Bech MCXOAHEBIN [P-n1akeT, ucrnonp3yercs

AJIsL TIOAKIOYEHU S Y,I[EUIéHH]:IX KOMIIBIOTEPOB K BHPTYEUILHOIHI YaCTHOM CeTu

DATA TCP IP DST: 192.168.2.2 IPSEC IP DT: 3.3.3.2 e

SRC: 192.168.1.2 S5RC: 2.2.2.2

DATA TCP |p B°F 192.168.2.2 \pgpc p 25T 3.3.3.2 DATA TCP | |pDST:19216622 bgpc |p DST: 3.3.32

SRC: 192.168.1.2 SRC: 2.2.2.2 SRC: 192.168.1.2 SRC: 2.2.2.2

2,2.2.2)‘39 S
dst-address gateway 5 .

0.0.0.0/0 2.2.2.1 dst-address gateway

0.0.0.0/0 3.331

192.168.1.0/24

192.168.1.2/24

IP DST: 192.168.2.2
SRC: 192.168.1.2

TCP

DATA

DST: 192.168.2.2
DATA TCP 1P goc 10216812

192.168.2.2/24 AN =



IPSec Transport mode

MCIIONBb3YyeTCs MJIA YCTAHOBIE€HUS COEAMHEHUSA MEXIY

XOCTaM¥ (MIM MapuIpyTHU3aTOPAMM)

//" \\
y
DST: 3.3.3.2
TCP IPSEC IP gpc: 5550 v 4
dst-address gateway - > -,l
I dst-address gateway
©192.168.1.0/24 10.1.1.1

192.168.0.0/24 10.1.1.2

- 2.3.3. 2.2.2.2/30
TCp 1p 05T 3332 —
:12.2.2. IP DST: 3.3.3.2
SRC: 2.2.2.2

T T T LT T T T TP P

TCP

52.168.2.1/24

192.168.1.1/24



[PSec, npoTokomnsl

MPOTOKO/BI 3aMUTH nepefaBaeMbix fanHbix (AH, ESP)

npotokonsl oomena xnodamu (IKE)Internet Key Exchanger

Oyukiunm [KE:

[ ]

Ycranosnenue SA (Security Association, ceancos
[Psec)

OmnpepeneHue mapaMeTpoB 6€30MaCTHOCTH
Wermonssyer UDP-niopt 500 (UDP-4500%)

Ob6meH xTI0UaM

[IsaTe BapuanToB neperosopos IKE:

- [IBa pexxuma (arpecCUBHBIN ¥ OCHOBHOM PEXKUM)
- Tpu metona ayrentudmkauum (pre-shared,

public key encryption, and public key signature)

ayTeHTU(UIMPOBATH APYT APYTa,
CreHEePUPOBAThH ¥ OOMEHSITHCSA
obmumu Krrouamu (depes He
nyONMYHYIO CeTh), yCTAHOBUTD
Kakoit Tpaduk mudposaTsb (0T
KaKOTO OTIIPABUTEJISE M K KAKOMY
TMOIYYaTENI0), JOTOBOPUTHCS €
TIOMOIIBIO KAKUAX TIPOTOKONOB
¢poBaTh, 2 C MOMOIIBIO KAKUX —

ayTeHTUPULIMPOBATH

Pa6ora IKE:
« Paza 1
« ®a3a 2



SA (Security Association)

« "accoumanus 6e30MacHOCTHU - MU CBSA3b - 9TO TepMuH IPSec s
0003HAYEHMS COeMHEHWS.

« [Ipn HactpoerHOM VPN, 115 KaXX10T0 MCIIONMB3yeMOT0 MTPOTOKOIA
co3maércs ogua SA mapa (T.e. ogna napa mis AH u ogna gis ESP).

« SA co3aroTCa mapaMu, T.K. Kaxzaas SA - 3TO OJHOHAMPaBIeHHOE
coeHEHME, a JAHHbIE HEOOXOAMMO HepeJaBaTh B IBYX
HampaB/IeHUIX.

* [lonygyenHble SA napsl XpaHATCA Ha KOXJ0M y3ne. Eciu Bam ysen
uMmeeT SA, 3HaunT VPN TyHHENb OBUI YCTAHOBIIEH YCITEITHO.

« Kaxpgenit SA nMeeT YHUKATBHBI HOMED, ITO3BOJSIOIIUNA
ornpefennTh K Kakomy y3iy od orHocuTcs - SPI (Security
Parameter Index) man napekc napamerpa 6€30MaCHOCTH.

« JIns aBToMaTudeckoro ycranoBineans SA mcnonbsyercs [KE

[TapameTprr SA:ruHzekc napamerpa 6esonactrHoctu SPI, afpec npuemuuka, ugeHTMPUKaTOP TPOTOKONA
6esomnacrHocTM (AH mnu ESP), anropmurm 6€30macTHOCTH, METOAB ayTeHTU(MKAIMY, 0OMeHa

KIOYaMy, IUGPOBAHKS, PEXUM MPOTOKONA (TPAHCIOPTHBIN MY TYHENbHBIN) , TAIMEPHI U T.1.



IKE ¢daza 1 n daza 2

IKE ®a3za 1
- Establish a secure channel (ISAKMP SA)
i . . . Main Mode (6 coobmenmnii),
» Using either main mode or aggressive mode Aggressive Mode (3 coobmens)

 Authenticate computer identity using certificates or

Pre'ShaYEd secret - authentication method

« DH group

cozpaércsa SA mepoit Pazer - Phase 1 SA
- encryption algorithm (Taxke HaspraeMbiil IKE SA)

- exchange mode

« hash alorithm

« NAT-T

« DPD and lifetime (optional)

[KE ®aza 2

Ha sToMm stane ISAKMP oTBeTcTBEHEH 32 OOMEH CECCHMOHHBIMY KIIOYaMU ¥ COrIaCOBaHME
nonutuk 6esomacaoctu (SA) st obecriederHnss KOHOUIEHIIMATEHOCTY U [IEIOCTHOCTH
nonb3oBaTenbckoro Tpapuka (Establishes a secure channel between computers intended for the
transmission of data (IPsec SA))

« Ipsec protocol

« mode (tunnel or transport) [IpaBunbHOe 3aBepiueHMe BTOPOI (a3bl IPUBOJUT K

. . nosinennto Phase 2 SA unu IPSec SA, u Ha 3TOM
- authentication method

- PFS (DH) group

e lifetime

YCTAHOBKA TYHHE/IA CHUTAETCA 33BEpIJ_IéHHD].'TI
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. PPP

2 Switch

*'2 Mesh

=l " ARP

& IPv6 N | Accmiing

J* Routing I Addresses
System I Cloud

& Gueves DHCP Client

B Files " DHCP Relay
Log ' DHCP Server

a? RADIUS _.{ DNS

2. Tools > Firewall

>} New%e&nind Hotspot

@ Dot 1X IPsec

@ MetaROUTER Kid Control

#2 Parition Neighbors

More " Packing

IPSec Peers
/ip.ipsec peer

Policies Proposals Groups Pm‘ldﬂm Profiles Active Peers Mode Configs  Instal

#]/= [=]2] ] 7]

New |Psec Peer

Name: |peer1
Address: [2222 - Cancel
Port: | |~ Apply
Local Address: | v

Profile; |defautt K Disable
Exchange Mode: \main |E| e

[ ] Passive Copy
[w| Send INITIAL_CONTACT Remove

enabled

« HacTpoitku xkoHdurypamnumu Peer ncronb3yrorcst mis

yCTaHOBJIeHUs coeiuHeHUM Mexy nemonamu [KE.

« 3aTeM 5TO coeiMHEHME OyaeT UCIOMb30BATHCS IS

COTIACOBAHMS KIIOYEN U aJITOPUTMOB s SA.

* C OTHUM IIMPOM MOXET OBITH HECKOIBKO SA



&

IPSec Peer\%«and Identities

/ip ipsec peeq;\

/ip ipsec identity

Send INITIAL_CONTACT

|I'EE?EI|:"

der

Y

\’3&

P
(/
//:{”

; Qi'}

Auth. Method: [pre shared key E3

Secret: [123123123 |

Policy Template Group: |defautt £

Notrack Chain: | [E3

1item (1 selected) O Q?“DTwe lauto | ]
\,{Wc ID Type: |auto [#]

O Match By: [remote id [=]

O




/ip ipsec peer

add address=1.1.1.1/32 name=peerR 1

/ip-ipsec identity

Public Network

add peer=peerR1 secret=123123123

-

%

/ip ipsec peer
add address=2.2.2.2/32 name=peerR2

/ip ipsec identity
add peer=peerR2 secret=123123123

peer - most specific (largest netmask)

Policies Proposals Groups Peers‘ldaﬂiju Profiles  Active Peers

-
# |

Wi = e

[ s Fpe s e u e s

[2]] =] [
|Name |Address
peerd 2.220/27
peerd 222.0/26
peer2 2220/25

Local Address

222028 ;7

| Profile
default
default
default
default



IPSec Peers - status
/ip ipsec active-peers

IPsec = E3
Policies Proposals Groups Peers Identies Profiles MN&PGEB‘ModeCnrﬁgu Installed SAs  Keys

ID /| State |Local Address  |Remote Address | Dynamic Address | Side |Uptime |PH2 Total |TxBytes |+
¢ I\ »
0 tems

pesynbTaT 1 a3kl - akTUBHEIN Peer, eciiM HeT - TO NPOBepsieM - HACTPOMKU peer,

HacTpoyiku upetudukanmu, profiles - anropurmer u T.1. Hacrporiku Firewall filter

IPsec O x|

Policies Proposals Groups Peers Identiies Profles Active Peers ‘ Mode Corfigs  Installed SAs  Keys

‘ﬂ i Kill Connections - [" nd

ID /| State \Local Address | Remote Address | Dynamic Address | Side |Uptime PH2Total | Tx By ¥
_...cestabiished 17221016 17221013 0000  initistor 000012 B




&
)
b ]
\ 2.2.2.2/24 1.1.1.1,!2%
R2 —— "R1
/ip ipsec peer /ip ipsec peer
add address=1.1.1.1/32 name=peerR 1 add address=2.2.2.2/32 name=peerR2
/ip ipsec identity /ip ipsec identity
add peer=peerR1 secret=123123123 add peer=peerR2 secret=123123123

Ko k komy coegunsiercsi? (Kak 9TO PeryimpoBaTh?)

Kaxkoi nopt(s1) oTkpreiTh B Firewall?



New |Psec Peer

Name: T3l

Address: |5.5.65

Profile: |default

Exchange Mode: |main
|| Passive

'v| Send INITIAL_CONTACT

IPSec Peers
/ip ipsec peer

enabled

Passive - KOrjja macCMBHBIN PEXKUM BKIIOYEH, TO C OTUM
nUpom OyZeT k/1aTh, TOKA OH MHULIMUPYET COeIUHEHME
IKE (MbI He 6y1eM ¢ HUM MHULMUPOBATH COEIMHEHNUE)

Local Address - ¢ xakoro src agpeca HeOOXOAUMO

B3aHMO,ﬂefICTBOBaTb C JdHHBIM ITMPOM.
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P [PSec Policies - /ip ipsec policy S
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Q Tabnuua NONUTYUK MCIONbL3YIOMASACS I ONpeIeNleHUs

TOrO, ClIeayeT i IPMMEHSTD I1dPpaMETPhI 0e30MacHOCTH K

MaKeTy.

|Psec
=||||2] |E Statistics Find
+ . », v £ ?’“ \’\;?”
# | Peer ) ‘Tunnel |Src. Address Src. Port| Dst. Address . ) |Dst. Port Proto... ¥ )
0°T . ) /0 QO 255 (... en -
N
\Q'f:& Peer: [ 5| %g Action: |encrypt | p Cancel
\‘& [] Tunnel \ Apply Level: [requ're = Apply
Src. Address: |0.0.0.0/0 ] IPsec Protocols: |esp [#]
Disable Disable
Src. Port: | - Proposal: | default |3
Dst. Address: |0.0.0.0/0 | Comment Comment
Dst. Port: | - Copy Copy
«]|  Protocol: | 255 al) =] Remove Remove
1t
— [ | Template =
|md:led ‘_—E"'li'-|-=.'.-=. I%.‘:t ve ‘a’ﬂlhd Template Active ™~
A ¢ N\ Q'
A A A
' m}\ :",C}\ & m}\
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/ip ipsec proposal - [Ins ciegyromux
[PSec Tunnel Mode POliCY N CueHapm"i 1 IaroB BaXKHO, ITOOH Mpearacmere
aATOPUTMEI ayTeHTUPUKAITNY U

mudpOBAHUS COBMAfaNM Ha 060UX

T T mapmpytusatopax. OctaBum fedonTHbe

N
4"“'\
)
[PSec Tunnel «
- it sttt “l“"I"""’fl»,.”““"" /I
o Mars, 1.1.1.1/24 /
— —
o _ o 11‘——- —}/ﬁ

192.168.2.0/24 192.168.1.0/24

/ip ipsec peer /ip ipsec peer

add address=1.1.1.1 name=peer16 add address=2.2.2.2 name=peerl9

/ip ipsec identity /ip ipsec identity

add peer=peer16 secret=1234567890 add peer=peer19 secret=1234567890

/ip ipsec policy /ip ipsec policy

add peer=peer16 src-address=192.168.2.0/24 dst- add peer=peer16 src-address=192.168.1.0/24 dst-
address=192.168.1.0/24 tunnel=yes address=192.168.2.0/24 tunnel=yes

CKONMBKO SA? Ha KaX0M MapumpyTusaTope: /ipipsec installed-sa print
paboraer? SRC-NAT?



=] E3

IPsec

Policies | Proposals Groups Peers Idertties Profiles Active Peers Mode Corfigs  Installed SAs  Keys

#][=] [][x] 1] [¥] [ o

# | Peer ‘Tunnel | Src. Address Src. Port| Dst. Address Dst. Port | Proto... |Action  |Level  |PH2 State | -
0T /0 /0 255 (... encrypt

established

iPsec

Policies Proposals Groups Peers Identties “Profies Active Peers Mode Configs Installed SAs | Kays

Y | | Fush

'SP / \Src. Address | Dst. Address |Auth.... |Encr.... Encr....|Cument B...
E 46755c7 17221019 17221016 _shal a@esc.. 2% O
E 74dd5a5 172.21.0.16 172.21.0.15 shal aesc.. 256 0




Packet Flow and IPSec
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Packet Flow and [PSec Encryption
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Packet Flow and IPSec Decryption
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/ip ipsec proposal - [Ins ciegyromux
[PSec Tunnel Mode POliCY N CueHapm"i 1 IaroB BaXKHO, ITOOH Mpearacmere
aATOPUTMEI ayTeHTUPUKAITNY U

mudpOBAHUS COBMAfaNM Ha 060UX

T T mapmpytusatopax. OctaBum fedonTHbe

N
4"“'\
)
[PSec Tunnel «
- it sttt “l“"I"""’fl»,.”““"" /I
o Mars, 1.1.1.1/24 /
— —
o _ o 11‘——- —}/ﬁ

192.168.2.0/24 192.168.1.0/24

/ip ipsec peer /ip ipsec peer

add address=1.1.1.1 name=peer16 add address=2.2.2.2 name=peerl9

/ip ipsec identity /ip ipsec identity

add peer=peer16 secret=1234567890 add peer=peer19 secret=1234567890

/ip ipsec policy /ip ipsec policy

add peer=peer16 src-address=192.168.2.0/24 dst- add peer=peer16 src-address=192.168.1.0/24 dst-
address=192.168.1.0/24 tunnel=yes address=192.168.2.0/24 tunnel=yes

CKONMBKO SA? Ha KaX0M MapumpyTusaTope: /ipipsec installed-sa print
paboraer? SRC-NAT?
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[PSecand NAT

- Ha aToM aTamne, ecniu BBl monbITa€TECh OTIPABUTh TpabuK Yepe3 TyHHeb [Psec, oH
He OyzeT paboTaTh, MaKeTH OYAYT MOTEPSHEL.

« DTO CBS3aHO C TeM, 9YTO ecnu 00a MapupyrusatTopa umeroT npasmna NAT
(mackapan) (src-nat out-interface=ether1 action=masquarade, KOTOpBIEe MEHSIOT
agpec MCTOUYHMKA JIO TOTO, KaK TTAKeT UCIONb3YIOTCS MONUTUKY MKUPPOBAHMSA
(emouka src-nat cpabaTEIBaeT paHbIIE YeM MIPOCUXOAUT ipsec-encryption).

« MapmpytusaTop He MOXeT 3ammdpoBaTh NakeT, MOCKONBKY afjpeCc MICTOYHUKA He
COOTBETCTBYET aipecy, YKa3aHHOMY B KOHOUIypauuu MOTUTUKMA.

 YT06bI MCITPABUTH 3TO, HAM HY)XHO HACTPOUTh npaBuio obxoxa SNAT (vin..).

R2 /ip firewall nat R1: /ip firewall nat
add chain=srcnat action=accept place-before=0 \ add chain=srcnat action=accept place-before=0 \
src-address=192.168.2.0/24 dst-address=192.168.1.0/24  src-address=192.168.1.0/24 dst-address=192.168.2.0/24

ans rubkocTu ucnonas3yite nons [Psec Policy B

Firewall filter, nat, mangel, raw
Out. Bridge Port List: | ot

IPsec Policy: ‘in ¥ M| + ‘ -

TLS Host: | v




[PSec Transport Mode POIiCY - CHEHHpHﬁ 2

>1p ro (

ad ds=192.168.1.0/24

,> >Ip IO
-

ad ds=192.168.2.0/24
ga=10.1.1.2

ga=10.1.1.1
192.168.2.0/24 192.168.1.0/24
/ip ipsec peer /ip ipsec peer
add address=1.1.1.1 name=peer16 add address=2.2.2.2 name=peer19
/ip ipsec identity /ip ipsec identity
add peer=peer16 secret=1234567890 add peer=peer19 secret=1234567890
/ip ipsec policy /ip ipsec policy
add peer=peer16 dst-address=1.1.1.1 tunnel=no add peer=peer19 dst-address=2.2.2.2 tunnel=no

CKONBKO SA? Ha Ka0M mMapipyTusatope: ~/ip ipsec installed-sa print

paboraer? SRC-NAT?
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« obecrieyTe 6€30MaCTHOCTH Ballley pacupeneneHHoM broadcast
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« Mmexay nokanbHbIMU ceTsiMu LAN2 - mogaumuTe [PSec Tunnel



