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ROUTEROS
DEFAULT
CONFIGURATION

Korga cnepyeT yoannTb KOHGUIypaumio no
YMOMUYQHMIO M HACTPOUTD
poyTep C Hyns?



ROUTEROS

DEFAULT https://help.mikrotik.com/docs/display/ROS/Default+configuration

CONFIGURATION

Bce RouterBOARDS € 3aBofia npuxopsT ¢ AepOnTHOMN
KOHDUrypaumen. ECTb HECKOIbKO Pa3HbIX KOHMUTYpaLnii
B 3aBMCUMOCTM OT MOLENN:

« CPE router

« LTE CPE AP router

- AP router (single or dual band)

- PTP Bridge (AP or CPE)

- WISP Bridge (AP in ap_bridge mode)

« Switch

- IP only

- CAP (Controlled Access Point)



ROUTEROS
DEFAULT
CONFIGURATION

Ha nnatax embedded npocto nponucan I1P-agpec 192.168.88.1/24

Ha mHorux 6opaax(core) oavH nHTepdenc BoiaeneH nof wan (Kak npaBuao
nepBbIi) Ha KoTopoM HacTpoeH dhcp-client, oTknoueH Bxoa no MAC n MNDP,
HacTpoeH firewall ¢ MuH.KoHQUIypauwven, octanbHble nHTepdericol fobaBNEHbI B
Opuax; Ha KoTopom nponucan [P 192.168.88.1/24 v HactpoeH dhcp-server

Ha obopynoBaHun wireless (ans moctoB, T, v T.4.) HACTpPOeH OpUAX, Kyna
nobasneHbl MHTepdencol etherl n 6ecnpoBoaHoM MOaYb



ROUTEROS
DEFAULT
CONFIGURATION
and IPv6

- [1akeT IPvb no ymonuaHuio otkatoveH B RouterOS vo.
- Ecm npounsBectn copoc HacTpoek B Default - korga
naket IPv6 Obin BktoueH To Firewall filter - Tak xe

HacTpouTtcsa s IPve



ROUTEROS nocMoTpeTb AeONTHYI0 KOHGUIYPALMIO MOXHO:
DEFAULT
CONFIGURATION - /system default-configuration print

N3MEHWUTb AeDONTHYIO KOHPUTYPALMIO MOXHO MCNONb3YS
- netinstall (mtcna)
- /system default-configuration custom-script

§ — - Y
& MikroTik Netinstall for RouterOS v6.44.5 W) (o]
Routers/Drives N
Label MAC address / Media | Status Software ID: Help
SD:A Hard disk Ready Ko r*
13
=IFN Removable media Ready - 7 4'
=GN Removable media Ready Lt : :
SIH:A Removable media Ready IP address: / I_ -
= ; lashfig
=D\ Removable media Ready B ateway: [—‘
Selected 0 package(s] 25
Baud rate: ¥ [ Apply default config
Make floppy | Net booting | Install I Cancel | ¥ Configure script: lct \myconfig.rsd J
Packages >
Sels: I ;J Save set | |
From: |C.‘\Users‘\lulslii\i\ppDala\LocaI\Temp\_lc Browse... Select all | Select none [
Name Version Description




LAB

internet

o111 * HACTPOWTe POyTEP MO CXeMe
' « COPOCbTE MAPLLPYTU3ATOP B "HYNEBYIO "
KOHOUrypauumio
22.1.1.x/24 * npgeHTndukaums poytepa : X_YourName
i - wan etherl(wlan1 - MikroTik-Ntema) ip 22.1.1.x/24

gw 22.1.1.1dns.22.1.1.1
- lan ether2 ip-192.168.x.1/24
ether2 - 0bHoBuMTE RouterOS n FW
AeILOn R Rl « HACTPOWTE UHTEPHET [/1 IOKA/IbHOM CETH
« CO3a/iTe MOb30BATENS MAN C NApo/em
Man33ioP ¢ npasamu full

P
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O -O*
O O
. N . . 'ﬁ\M/
RouterOS services N
» OTK/II04aNTe HENCMO/b3YeMble CEPBUCHI

- MeHsiiiTe fedonTHble NOPThI
- OrpaHunumnBaiiTe fOCTyn K cepeucam available-from=10.1.1.0/24*
- Micnonb3ynte ceptudukarbl

13 Mesh
|\§' 1P " ARP
gl IPvE P Accounting
#2 Routing " Addresses
£ System " Coud \/ 3
& Queves DHCP Cliert N\ 4
e B8 Fies DHCP Raley : Avaiable From /\\>
{\ [ Log DHCP Server <\
PR 0 . RADIUS DNS N Q
N \} )e“mﬁ " Frewal @ telnet o N \}
2 & New Terminal Hotspot @ wnbax, {iry © Sy
"Q, 4 MetaROUTER IPsec :ww‘:,&., 4 .'Q,
&\ #5 Parttion Kid Control Q\ /\\
O S e S
\Q( @ New WinBox Poal \Q(
\“:\ [ §= Routes \‘s“
sMa
SNMP
Services
Settings
™ ™
R N S
\ \ \
Y Y Y
Q9 2o Q9
&\& &\& &\&



RouterOS services

/ip service disable telnet ftp,www,www-ssl,api
/1p service set winbox port=-8288

/ip service set ssh port=2200 address=10.1.1.0/24
/ip service set api-ssl port=8729 address=10.1.1.121



RouterOS MAC Access

RouterOS nmeeT BCTpOeHHble onummn ansg yaooHoro Joctyna K
yCTpOMCTBaM Aaxke 0e3 HacTpoviku IP ampeca.

3TOT JOCTYN HEOOXOAMMO OTPaHNYMTL (HAMPUMEP, TONbKO
BHYTPeHHWe NHTepdeiChbl) AN OTKIUYNTb NONHOCTbIO!

[ns orpaHnyenuns ncnonbaytotes interface-list-bl
/tool mac-server set allowed-interface-list=none

/tool mac-server mac-winbox set allowed-interface-list=none
/tool mac-server ping set enabled=no



RouterQS Bandwidth Test

Bandwidth test server ncnonb3yercs nis npoBepky NponyckHOM
CnocobHOCTH Mexay RouterOS* .

3TOT 4OCTYN HEOOXOAMMO OrPaHNUUTb UM OTKAOUNTD MOAHOCTbIO!

/tool bandwidth-server set enabled=no



RouterOS Other client services

/ip proxy set enabled=no
/ip socks set enabled=no
/ip upnp set enabled=no
/ip cloud set ddns-enabled=no update-time=no



RouterOS more secure ssh

/1p ssh set strong-crypto-=yes

Introduces following changes in the SSH configuration:

- Prefer 256 and 192 bit encryption instead of 128 bits
- Disable null encryption
- Prefer sha2s6 for hashing instead of sha1
- Disable mds
- Use 2048bit prime for Difie Hellman exchange instead
of 1024bit



RouterQOS unuser interfaces

X0pouwas NPpakTnka OTKAK4HYATb HE UCNO/Ib3YEMbIE VIHTEpd)EVICbI
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RouterOS Bridge Filter

The bridge firewall implements packet filtering and there by provides
security functions that are used to manage data flow to, from and
through bridge.

/interface bridge filter



sample - Only PPPoE Traffic

ether2 etherl

/interface bridge filter

add action=accept chain=forward mac-protocol=-pppoe

add action=accept chain=forward mac-protocol-pppoe-discovery
add action=drop chain=forward

18
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Firewall Basic (mtcna)

- PabortaviTe C HOBbIMM COEAMHEHNSAMMN OIS CHUKEHMS HArpY3KM Ha
CPU mapuwpyTtum3artopa

- [l noctyna k poytepy nconnb3yinte address-list u no
BO3MOXXHOCTM IOTMPYIATE BCE COObITUS

- Enable ICMP access (optionally) 1 Tonbko HyHble TUMbI U KOAbI;

- brokmpyiTe Bce ocTaibHoe

- bAIOKMpyIiTe NONbITKW JOCTYNa U3 NOKA/IbHbIX CETEN Yepes
BHELHWI NHTepdeiic Ha NpyBaTHbIe agpeca (rfc1918) (10.0.0.0/8,

172.16.0.0/12,192.168.0.0/16)

« bNokvpyiTe NpoxoasLuve NakeTbl B IOKA/bHbIE CETU (New) - Kpome
dnat (norvpyiite )-a He pekOMeHLy0

- OTOpacbiBaTh BXOAALME NAKETbI M3 MHTEPHETA, SRC KOTOpbIE He
anaoTca nyoamuHbiMm IP appeca (rfc1918),



Firewall Basic (mtcna) | A

* 3alNTUTE BaLll MAPLIPYTN3ATOP M BaLLW NOKAbHbIE CETH,
MCNOb3ys MHGOPMALMIO U3 NPefblayLLIMX CNanaoB.

- Hactpointe Firewall B MUHUMaNbHO-ONTUMAIBHON KOHUIypaLmm

- OTKpOViTe LOCTYN No api-ssl, winbox ¢ xocta 22.1.1.133




Firewall Basic (mtcna)

« He MeHsiTe HACTPONKM BaLIMX MAPLIPYTN3aTOPOB
« TpeHep npown3BoauT ayauT firewall y 2x nobpoBonbLes.

» [106poBONbLbI (3) NPOM3BECTM AYANT CYY4ANHO BbIOPAHHbIX
MapLUPYTM3aTOPOB M3 Kacca (no npefpiayei nabe)

LA




Firewall Basic (mtcna)

super minimum but optional configuration

/ip firewall filter

add action=accept chain=input connection-state=established,related
add action=drop chain=input in-interface=ether1

add action=accept chain=forward connection-state=established.related
add action=drop chain=forward in-interface-etheri



Firewall Basic (mtcna)

Firewall

w

|Action

|Chain

Fllel’F\‘l-lles‘l'MT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

EE [2|[52] [3] [ 7] o0 Reset Counters || 00 Reset Al Counters |

|Src. Address | Dst. A... | Protocol

|Src. Port  |Dst. Port

in. Inter... Out. Int... [In. Inter...|Out. Int... | Src. Address List |Dst. Address List |

o acc...
A drop
o acc...
_ ¥ drop
o acc...
K drop

input
input
input
input
input
forward
forward

1 {icmp)
6 ftcp)

192.168.88.0/24

etherl

 ather

not_in_intemet

myGroup

etherl not_in_intemet

K drop

forward

etherl

not_in_intemet

OO bW N =D
2

'9items

R drop

forward

etherl
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Stateles

No session

No Login

No Basket
Static Content

FIREWALL

Stateful vs Stateeless

Stateful

Session
Login
Basket

Dynamic Content

APPLICATION -
PRESENTATION

SESSION
TRANSPORT -

NETWORK =

LAYERS 4-7
*  Stateful
*  Messages
¢ Steering
*  Variable

LAYERS 2-3
Stateless
*  Packets

*  Forwarding
*  Fixed

26



Stateeless Firewall

Stateless OpaHaMay3pbl OTCIEXMBALOT CETEBOM TPAPMK M OFPAHNUMBAIOT MU
ONOKMPYIOT NAKeTbl HA OCHOBE aPeCOB UCTOUHMKA U MOAYYATENS AN APYTUX
CTATMYECKMX 3HAYEHUIA.

OHW He «0CBeOM/IEHbI» O TPAdKKe MK NOTOKAX JAHHBIX.
bpangmayspbl TaKOro TMna MCNoNb3yT NPOCTbie' HAbopbl NPaBw, KOTOpPbIE He
Y4UTbLIBAIOT BO3MOXHOCTb TOTO, YTO MAKET MOXET ObITb NOMYYEH NPU NOMbITKE

CMMYINPOBAHUA HACTOALWETO MCTOYHWKA T1aKETOB.

BpaHamayapsbl stateeless 00biuHO ObICTpee v nydiwe pabotatot npu bonee
TSOKENbIX HArpy3kax, HO MeHee.rmbkue.

Connaction Tracking - He HyXeH



Stateful Firewall

Stateful bpaHamayapbl MoryT HabnoaaTh NOTOKM TpaduKa OT Havana A0 KOHUA.

OHW 3HAOT O PA3NINYHBIX CNOCODAX NPOXOXAEHNS TpaduKa M MOTYT peann30BbIBaTH
pa3nunyHble GyHkumm IP-6e30nacHocTm (IPsec), Takme Kak TyHHenn 1 lmdpoBaHye.

B TEXHMYECKMX TEPMMHAX 3TO 03HAYAET, YTO OpaHaMAay3pbl CTINTGYA MOTYT
ONpefennTb, Ha KAKOW CTaaun NoakYeHo TCP-coeanHeHne, OH MOXET ONpeaenuTh,
M3MEHMNOCb 1 MTU, Obin in GparMeHTbl GparMeHTHPOBaHbI U T. [.

bpaHamayapbl C aKTUBHbIMU COCTOSHUSMM NTyyLLe NOEHTUOULMPYIOT
HECaAHKLMOHWPOBAHHbIE U NOAAENbHbIE NCTOUHWKK, XOTb 1 TPeOyIoT 0o/bLue

pecypcos.

Connaction Tracking - nomkeH ObITb BK/IIOUEH



FIREWALL

Stateful vs Stateeless

£ : Stateful firewalls maintain context about
E Treats each packet in isolation and does not : . & b =
Philosophy . active sessions and use “state information
relates to connection state ,
to speed packet processing

Filtering decision Based on informationin packet headers Based on flows
Memo
3 -ry ST Low High
intensive
Security Low High
Connection Status Unknown Known
Performance Fast Slower
Related terms Header info, IP address, port no etc. State information, pattern matching etc.
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Stateful Firewall in RouterOS

+ RouterOS peannsyetr MexceTeBoin 3KpaH C OTC/eXMBAHNEM
coctosHua.Stateful-firewall - 310 MexceTeBoit 3kpaH,
CnocobHbIN oTcnexusaTtb ICMP, UDP n TCP coenuHeHums.

- JT0 03HauaeT, uTo HpaHaMay3p MOXKET ONpeaeInTh
B3aMOCBS$I3b NakeTa C NpefblayLmM NakeToMm.

- Firewall can track operating state.



Stateful Firewall in RouterOS

contrack gomkeH ObITb BKAKOYEH

@ admin®172.20.1.8:8233 (MTI-CCR-Internet) - WinBox v6.44.5 on CCR1036-8G-25+ (tile)
Session  Settings Dashboard

liHﬂ l Sa‘eMnde- Sessim:

A Ouick Set =]|E3}
1 CAPsMAN Fiter Aules NAT Mangle Raw Service Poits Connections |Ad\iesshsts Layer? Protocols
= et 7] [ -
ELR Iaess [Stc. Address + | Dst. Address [Proto... Connecti... | Timeout | TCP State |Orig./Repl. R4¥
22 Bridge C 0.0.0.0:68 255,255,255, 25567 17 (u... 00:00:09 18.4kbps/0b
@ PPP E 257,01053817335 443 Connection Tracking [
L]
|°18 Mesh C 217.169.133:443 e 0bps
= K SAC  10.9.9354016 " E 0bps
= - SAC  10.9.9.354017 Lvu:}se TCP Tracking Cancel | |ps/17.5
52 IPvE C 10.172192.33138 0 bps
' MPLS b SACs  10.172192.331695 TCP Syn Sent Tim%luu:uu:us 0 bps
. . SACs  10.172192.333074 } ’; — bs/1096
# Routing I SACs  101721923336813 | TCF SynfeceivedTimeout 000005 0 bps
o S_l,lslem e SACS 10,1 72192,3313831 4 TCP E t R ul: 1d UU:U&OD U bDS
.o SACs 1017219233 36815 R ’9‘.,«"’3 i 0 bps
Q Queues SACs 10.172.192.33:36816 K }k\'ﬁait Timeout: | 00:00:10 0 bps
Files SACs  10.172192.33:36817 . 0 bps
SACs  10.172192.33:36818 P Clse Wal Timeout (000010 0 bps
Ll Log SACs 1017219233376 | (™ 1CP Last Ack Timeout (000010 0 bps
& RADIUS SACs  10.172192.33.38757, & = 0 bps
= X SACs 1017219233 41482 |- TCP Time Wait: |00:00:10 0 bps
R To SACs  10.172192.3343544 Obps |
@ New Teminal AT AT TCP Close: __EIIJ:DIJ:H] P b
L] i »
= LoD T T TCP Max Retransmit Timeout: | 00:05:00 ] !
¥ Patition TCP Unacked Timeout: |00:05:00
| o Make Supout.rif ) PE——————
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ICMP Tracking use contrack

chain=forward action-mark-connection new-connection-mark=ICMP-conn
passthrough=yes protocol-icmp dst-address=8.8.4.4
Session_ Settings Dashboard
[0 4| | Sefe Mode | Session:[172.2222.15]

J& Ouick Set

3 CAPsMAN Fiter Rules  NAT Maﬂg*e‘ﬂaw Service Ports Connections Address Lists Layer7 Protocols

8 Interfaces % = |¢ % (O T o0 ResstCourters 00 Reset Al Counters | [ [all (%]

= T "#| [Acton Chan Src Address Dst Address |Protocol  |Src P |Dst Por |in inter_|Out. It in. Iter Ot nt._| Src. Ad.| v

i, Bri 0 #mar... forward 8844 1 ficmp)

wa prp

5 Switch [lx] Mangle Rule <8.8.4.4>

OG_H! General Advanced Bxra Action Statistics W%m Exdra Action |3m

£ ) i = = r

we . ‘ e

b K - Q

% Routing MR , N Log

g ' MU [ RO o o ]
- e ; Sl

= Protocol: I iomp Ldije New Connection Mark: |ICMP-conr| E
- ' o ot | - " 3 Fonbret

2 RADIUS & 2 i v | Remove

LS 1 T

[ New Teminal | A In. Interface: | o o> | | Reset Al Counters Reset All Counters

¥4 MetaROUTER Srp e =N v

#5 Partition L

| Make Supoutif |, n. Interface List: R

& Manual [ Out. Interface List: | |-

@ New WinBox ‘

B e Packet Mark: -




ICMP Tracking

MOHWUTOPUHI COeaMHEHNN

Firewsall

Fiter Rules NAT Mangle Raw Service Ports COMEdIOﬂS|M¢usL|m Layer7 Protocols

=/ 7] [

. /| Dst. Address
€ 172.22.22.14:5678 255.255.255.255:5678 159B/0E
SAC 17222 22.15:8291 172.31.10.111:1945 6 tcp) LN, ¢ 00:04:59 established 96.8 kbps/3.5 kbps 68.8 MiB,
C 17222 22.18:5678 255.255.255.255:5678 17 (udp) ~ A\ 00:00:01 0bps/0bps 166 B/0 E
. [ .
4 items (1 selected) Max Entries: 88040
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~O° ~O° ~O°
&}“ ’QQ ’QQ
A A A
Ko O
3 ICMP Tracking N
AN AN W
— Mange |Raw Sewvice Pots Connections Address Lists Layer7 Protocols | )
|E‘|E| EI Ij| |..¢.n...!m..,, ”TM"TM‘ e o
e i o e — OTC/IeKMBATH
T
ey ey po— P ey vy naketbl OUT
Chain: [forward |3 Cancel Action: |mark packet [=] Cancel
Src. Address: %o Apply [ILog
e T —
E Protocol: e% ad Comment New Packet Mark: |ICMP-packet-out =] @‘ Q?”
- : S (T o N
[ Dst. o, & - Remove <\ Remove ’0
Ay .|—|- Reset Courters (}O <§)
: v | [Reset Al Counters & Reset Al Counters &y
PR = — ,<\&\ /@5\
nntefacelist: [ |¥
\%E‘O Out btefacelst: | |~ »@O \’Qif\o
B S — \\ S
| Connection Mark: [I[ICMPcorn  [3] &
. RosngMadc [ |+
&\\5{\ &\\5{\ &\\5{\
O o o
O;:.; 35\63}} o}}.}
\ NS \



\ 3 \3 \3
O O O

~
$

\“/ \.} \“}
/&'%N /&'%‘w /&'%w
QO QO
N N\
\ )
Fiter Rues NAT Mange |Raw Service Pots Connections Address Lists Layer Protocols
4= [v|/%] (@] [¥] 00 Reset Countes || 00 Reset Al Courter | . —
#01 lm [m |Src. Address [g;;:um Jm |Src.Pot  |Dst.Pot  [in. Inter...[Out. Int... [In. Inter...[Out. Int... [Src. Ad.|+
Mangle Rule < Mangle Rule
ot | dvcnd Bt dt St Gt Advced Bt Ak | St naketbl IN
| Chain: [forward [=] Cancel ||| Action: |mark packet K3 Cancel
R — e
B — o [ 17 [ e
H Protocal: = S~ [I New Packet Mark: | ICMP packet ] J@S‘Eﬁ \)‘{?”
[ sm,wﬁw'ﬁv Copy vl Passthrough A Copy N\’
c&: — | N S
o — | J Ke
4 mwteface: [ |w | ResstAlCouten \(;‘3‘ Fosci M Conine \6/}’
P Y e = S— L ,{& ,@&
\{\0 ntedfacelis: [ |¥ \g\o \{\Q
N\ Ot Itetace L v N\ R
N\ ST E— ) N\
e 1 |
RodingMad: | |~
I RowingTable: | |+ I
,@Yﬁ ,@Yﬁ ,@Yﬁ
O O O
6/}}} 36\69}} 6/}}}



ICMP Tracking OTcnexusarb
naketbl IN/OUT

Firewall =] E3
Fiter Rules NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols
-I-J | ' \ 'C] Y | | 00 Reset Counters || 00 Reset All Counters f | [an ¥
' # | |Adion |Chain Src. Address |Dst. Address |Protocol  |Src. Port  |Dst. Fort |in. Inter...| Out. Int._.|In. Inter...|Out. Int._. | Src. Ad... |Dst. Ad.. _Bte [ L]
0 # mar... forward 8844 1 (icmp)
LY #mar foward e RO R
| 2 #mar.fowad o ethe
|

chain=forward action=mark-connection new-connection-mark=ICMP-conn
passthrough=yes protocol-zicmp dst-address=8.8.4.4 log=no

chain=forward action=-mark-packet new-packet-mark=ICMP-packet-out

passthrough=yes connection-mark=ICMP-conn out-interface=-ether1 log-no

chain=forward action=mark-packet new-packet-mark=ICMP-packet-in
passthrough=yes connection-mark=ICMP-conn out-interface=ether2 log=no
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Security Areas - ObnacTtv 6e30nacHOCTK

WAN area

plan
connect to connect to
ISP1 ISP2

etherl ether2

etherd ether5

‘bridge

192.168,1.0/24 192.168.2.0/24
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O0nacTu 6e30nacHoOCTM

connect to
ISP1

etherl

192.168.1.0/24

plan
connect to
I1SP2

ether2

192.168.2.0/24

WAN area

/interface list
add name=WAN
add name=LAN

/interface bridge
add name-=bridge1

/interface bridge port
add bridge=bridge1 interface=ether4
add bridge=bridge1 interface=ethers

/interface list member

add interface=etheri list=WAN
add interface=ether2 list=\WAN
add interface=bridge1 list=-LAN
add interface=ether3 list=LAN

40



ObnacTu 6e30nacHoOCTM

« OTK/I0YANTE HeNCNosib3yeMble MHTEP(ENChI

- KoHOUrypupyiTe npasuna Firewall filter, nat, mangle n 1.4 c
JIMCTaMK MHTepEeCoB, 3TO YNPOCTUT KOHPUTrypaLmio(MeHbLUe
NpaBui), CHU3UT HArpy3Ky C MapLIpyTM3aTopa.

* OTMNAJeT HeoOXOAMMOCTb NepeHacTpanBaTh NPaBMaa B Ciyyae
M3MeHeHun obnacten 6e3onacHoOCTH



Interface Lists

- MNepeHacTponTe Ball MApLIPYTM3ATOP UCMOb3YS JINCTbI
NHTepdencos

LA
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RAW Table

RAW T1abnu1ubl npegnaratoT fBe Lenouku - prerouting v output

Lienb ncnonb3oBaHus Tabnunubl RAW 3akniouaeTcs B 00paboTke
naketosB mo connection tracking, uto 3HaunTENBHO NOMOXET
CHW3WTb HArpy3Ky Ha NpoLeccop

370 ropasao 3pPeKT1BHEe YeM MCMOb30BaTb APYyrue LenouTy
firewall filter .

B Apyrux uenoukax ucnoab3ys contrack MOXHO LenTb rmbKunii
aHAIN3 1 onpefensaTb aHoMannu, GopMMPOBATL aApec INCTbI, d
Onoknposarb yxe B RAW
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RAW Table

@ 2dmin@192.168.255.140 (R1) - WinBox v6.42.4 on CHR (x86_64) - o X
Session Settings Dashboard
(|| 0s| | Safe Mode | Session:[192.168.255.140 15

A& Quick Set
1 CAPsMAN
| Interfaces
1 Wireless
#5 Bridge

w2 PPP

Dg Med'l

gl IP

7 MPLS

#2 Routing

&3 System

& Queues

[ Files

| Log

A Radius

A Tools

@ New Teminal
QO Dude

| Make Supout rf
@ Manual

@ New WinBox

s

Fiter Rules NAT Mange Raw  Service

New Raw Rule

O]
[X]

#][=] [][5] [

|Chain

00 Res
Src. Address

Src. Port

0 tems

Dst. Address:

Protocol:

Dst. Port$

Anyg P’
In.irterface:
Qut. Interface:

In. Interface List:
Out. Interface List:

Chain: | SRR i

Src. Address:
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RAW Table - sample filter

© admin@192.168.255.140 (R1) - WinBox v6.42.4 on CHR (x86_64)

Session Settings

Dashboard

([ 1| | safeMode | Session:(192.168.255.140)

As Quick Set
1 CAPsMAN
[ Interfaces
1 Wireless

& Bridge

o PPP

°i Mesh

&l 1P

. MPLS

#2 Routing

i System

& Queves

|| Files

.| Log

M. Radius

A Tools

| New Teminal
@® Dude

| Make Supout f
& Manual

& New WinBox

N

¥

New Raw Rule

General | Advanced Exra Action

Chain: |prerouting
Src. Address: | v
Dst. Address: v
Protocol: -udp (E= -
Src. Pott: | R4
Dst. Port: [][53 =
Any. Pot: | e
In. Interface: j ] S
Out. Interface: AN\
In. Interface List: | £ _. ) |5
Out. Interface List: |\~ v

«

IIEHEEHEH

0]
B

Reset Counters
Reset All Counters

- O X
I
Hx
Lists Layer7 Protocols
bunters |al ¥

bot | Dst. Port | In. Inter...[Out. Int... |[By{ v
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RAW Table - sample filter

© 2dmin@192.168.255.140 (R1) - WinBox v6.42.4 on CHR (x86_64)

Session Settings Dashboard

y .O' SdeMude Session: | 192168255140

& Quick Set
1 CAPsMAN
| Interfaces

1 Wireless

&5 Bidge

8 PPP

“13 Mesh

&P

«” MPLS

#2 Routing

4 System

& Queves

[ Files

|-) Log

A Radius

A Tools

B New Teminal
® Dude

| Make Supout rf
& Manual

9 New WinBox

f

New Raw Rule

Advanced Extra Action | Statistics

Action: I *

Log Prefix: |

[

Lists
punters

’orl

- m|
Layer7 Protocols
_ | al
|Dst.Port [in_Inter...|Out. Int...

H&
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/ip firewall filter

add chain=input action=drop protocol-tcp tcp-

flags=syn in-interface=etheri

VS
/ip firewall rzgﬁ?*
add chain=prerouting action-drop protocol-tcp tcp-

ﬂags=syr&> i@ihﬁterface=ether1

\v/
.

< RAW T
N\

\)
O
\/

Cn®
A

N
able - sample filter

s NAT Mangle Raw |Service Pods Comnections Address Lists Layer? Protocols |

[=] ¥/ |00 Reset Courters || 00 Reset Al Courters |

N I T

|Src. Address |Dst. Address |Proto... |Src. Port [ Dst. Port [in. inter...| Out_nt...|
6 tcp) etherl

Bytes ©  |Packets | e
105 MB__ 286 767 :

/Q’
O

X
L
"
admin@192.1! 3 1) - Winl .4 on CHR (x86_ —
© 2dmin@®192.166.255.140 (R1) - WinBox v6.42.4 on CHR (:86_64) - o x
Session Settings Dashboard
Sefe Mode | Session:|192.168.255.140 cpufioo M3

Uptime: 00.08:12 C

Free Memory: | 1171.5 MiB

Total Memory: [1203.2 Mi8
CPU: |QEMU

CPU Count: |1

CPU Frequency: | 2239 MHz
CPUload: 100% |

Free HDD Space: (633MB |
Total HDD Size: (953MB |

Sector Wites Since Reboot: [1486 |
Totd Sector Wites: [1457 |

PO - S—
O —
Bk i [am/t5200 161417 |

\v/
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ICMP Filtering

« ICMP (Internet Control Message Protocol — npoTokon MexceTeBblX
YMpaBAsioLLMX COODLLEHNIT) — CETEBOW MPOTOKOJ, BXOISILLMIA B CTEK
npotokonos TCP/IP.

B ocHoBHOM ICMP ncnonb3yeTcs aas nepefaymn coodueHnii oo
OLUIMOKAX M APYrMX UCKNOUNTENbHBIX CUTYALMSX, BO3HUKLLIMX NPU
nepenaye JaHHbIX

Takxke Ha ICMP Bo3naratoTcs HeKOTOpble CEPBUCHbBIE PYHKLIMMN.

Het meTopa ayteHTMdMKaLMM - CNefoBaATENbHO MOTYT ObITh
MCNO/b30BaHbI Xakepamu aas coos

bpanamayap / GunbTp NakeToB A0MKEH ObiTb B COCTOSAHMMN ONpeaeNsiTh
NakeTbl OCHOBbLIBASICH HA €r0 TUMN-KOA CO0DLLEeHNS 1 MPUHUMATb
peleHnsa cnegyet an pa3pewnTb nakety ICMP npoxognTb



ICMP Filtering

Tunbl naketoB ICMPv4

h // TUWIKI la.orq/wiki/ICMP
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ICMPv4

Filtering Recommendations™™”

|ICMPV4 Message Sourced from | Through Destined to
Device Device Device
ICMPv4-unreach-net Limit rate Limit rate Limit rate
ICMPv4-unreach-host Limit rate Limit rate Limit rate
ICMPv4-unreach-proto Limit rate Deny Limit rate
ICMPv4-unreach-port Limit rate Deny Limit rate
ICMPv4-unreach-frag-needed Send Permit Limit rate
ICMPv4-unreach-src-route Limit rate Deny Limit rate
ICMPv4-unreach-net-unknown (Depr) Deny Deny Deny
ICMPv4-unreach-host-unknown Limit rate Deny Ignore
ICMPv4-unreach-host-isolated (Depr) Deny Deny Deny
ICMPv4-unreach-net-tos Limit rate Deny Limit rate
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ICMPv4

Filtering Recommendations™™”

ICMPv4 Message Sourced from | Through Destined to
Device Device Device

ICMPv4-unreach-host-tos Limit rate Deny Limit rate
ICMPv4-unreach-admin Limit rate Limit rate Limit rate
ICMPv4-unreach-prec-violation Limit rate Deny Limit rate
ICMPv4-unreach-prec-cutoff Limit rate Deny Limit rate
ICMPv4-quench Deny Deny Deny
ICMPv4-redirect-net Limit rate Deny Limit rate
ICMPv4-redirect-host Limit rate Deny Limit rate
ICMPv4-redirect-tos-net Limit rate Deny Limit rate
ICMPv4-redirect-tos-host Limit rate Permit Limit rate
ICMPv4-timed-ttl Limit rate Permit Limit rate
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ICMPv4

Filtering Recommendations™™”

ICMPv4 Message Sourced from | Through Destined to
Device Device Device

ICMPv4-timed-reass Limit rate Permit Limit rate
ICMPv4-parameter-pointer Limit rate Deny Limit rate
ICMPv4-option-missing Limit rate Deny Limit rate
ICMPv4-reqg-echo-message Limit rate Permit Limit rate
ICMPv4-req-echo-reply Limit rate Permit Limit rate
ICMPv4-req-router-sol Limit rate Deny Limit rate
ICMPv4-reqg-router-adv Limit rate Deny Limit rate
ICMPv4-reqg-timestamp-message Limit rate Deny Limit rate
ICMPv4-reg-timestamp-reply Limit rate Deny Limit rate
ICMPv4-info-message (Depr) Deny Deny Deny
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ICMPv4

Filtering Recommendations™™”

ICMPv4 Message Sourced from | Through Destined to
Device Device Device
ICMPv4-info-reply (Depr) Deny Deny Deny
ICMPv4-mask-request Limit rate Deny Limit rate
ICMPv4-mask-reply Limit rate Deny Limit rate
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ICMPv4

Sample Filtering icmp

Firewall
Fiter Rues | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

EE Ion Reset Counters ||m Reset All Counters | |F.n-a ||a||

# | |Adtion |Chain |Src. Address |Dst. Address |Protocol  |!11{ICMP Options/ICMP Type |IC.. Bytes  |Packets
0 #jump forward 0B 0
... echo reply
1 o accept icmp 1 (icmp) 0 (echo reply) 0B
... net unreachable
2 o accept icmp 1 icmp) 3 (destination unreachable) 0B

i host unreachable »

3 | «faccept icmp 1Gcmp) . \31destination unreachable) 0B
.- host unreachable fragmentation required )
4 o accept icmp 1 ficmp) £\
... allow source quench
5 « accept icmp J 4 (source quench) 0B
... allow echo request -

[ o accept icmp P ‘:1 {icmp) 8 (echo request) 0B
... allow time exceed

2

/"3 (destination unreachable) 0B

7 |ofaccept i LY emp) 11 time exceeded) 0B
8 o accept NN 1 (icmp) 12 (parameter problem) 0B
..: deny all other types A

9 K drop i ' 0B

10 items

O



# | Ikmn IChain

« acc
X drop
« acc
«facc
Kdrop
 acc
& drop
# drop
* drop

B~ W N -
2 K X X XK XK X X

input
input
input
input
input
forwa
forwa
forwal
forwal

§EHHHHH

NOT ICMP

DPTIONS

TCM Pv4

\ Sample Filtering icmp

Fiter Fules | NAT | Man|

SIS

0X
11X
2X
3X
4 X
5X
6 X
7X
8 X

wfacc... input
HKdrop input
«Facc... input
wfacc... input
Kdrop input
o acc... forwal
Kdrop forwal
Kdop forwal
Kdop forwa
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Firewall filter - custom chains

- B IP Firewall Filter - Tpu BcTpoeHHble Lenoykm input, forward, output
- Mbl MOXeM co3aaBaTb cBou Lienodkmn kak B Firewall Filter, Tak n NAT,
Mangle c uento:

* CHMXeHua Harpysku ¢ CPU
- ynpouleHns cTpykTypsil filter, nat, mangle



100 - otehr

Firewall filter - custom chains

1-1CMP

4/ icmp t/c accept]
5| icmp t/c accept

6| icmp t/c accept]
7| icmp t/c accept
8| icmp t/c accept

9| icmp drop |
o [—

100 - otehr 1

- ICMP

ICMP-Filter

0| cmp t/c accept

1| kcmp t/c accept

2| ikmp t/c accept

3| cmp t/c accept'

4| femp t/c accept

Ncmp drop

action return?
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Firewall filter - custom chains

bridgeLAN *"\: go to site = xxx —f/y\ ether1-wan >
ether1-wan |\ rogue packetto yourlocal network | bridgeLAN >
VPNusers R "“""*-*-—--'::ifé},,cgss to local resou[Qg_s,_,_/::f""”"// bridgeLAN >

... and other

INPUT
INTERFACE J * | PREROUTING

OUTPUT
*| | POSTROUTING '[ INTERFACE J >

INPUT ou
\N
" IN  LOCAL OUT I S
e PROCESSES f/,,.//

forward .....ooovve.. BT rrovserrrerer L eSO action
forward ......... 34lLLAET NOoKAN KY7 .......................................................................... action
forward ......... QAL MYONNYHBIX CEPBICOBY .o, action
forward ........ JIOCTYI MENAY. CETAMMY e, action
forward ......... 3AUMTA 1OKANBHBIA PECYPCOB. . oo, action
forward ......... VPN, NONb30BATENN KOMY. KYAA MOXKHO? e, action
FOMWAT ..o e e action
FOTWAIT ..o ettt ettt ettt action
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Firewall filter - custom chains

bridgeLAN _— " gotosite = xxx T ether1-wan >
ether1-wan ot o yo0r > i
rogue packetto youriocal network bridgeLAN >
VPNusers _——access to local resources ___—— bridgeLAN >
... and other
of it || premounne ﬂ[ﬁl rostrourma | -—{ QYT |-
/interface list
add name=-WAN
WAN area INPUT DW&H add name=LAN
\ / /interface list member
= GuleddAs P add interface=ether1 list=WAN
c pan__ T—— . & — add interface-ether2 list=\WAN
IsP1 15P2 add interface=bridge1-list-LAN
etherl ether2 add interface=ether3 list=LAN
Firewall
LAN area Fiter Rules | NAT  Manglé, Raw Service Ports Connections  Address Lists  Layer7 Protocals
sthar3 ether4 Ethers & A 2_11. I_T 00 Reset Counters || 00 Reset All Counters
biitge [#] JAcion \Chain Src. Address |Dst. Address Proto...|Src. Port  |Dst. Pot |in. inter |Out Int._ [in. inter._[Owt Int . Src.Ad..|Dst. Ad._|Jump Target Bytes  |Packets
... established, related
192.168.1.0/24 192.168.2.0/24 ? ;;‘:ﬂ“:" :z::s . T T g g
2 8 jump forward | LANs  WANs | LANsToWANs 08
E 3 Ajump forward LANs LANs LANsToLANs 0B
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Fiter Rules | NAT Mangle Raw Service Pots Connections Address Lists Layer7 Profacols
1] | T |00 Reset Counters || 00 Reset Al Courters |

‘ :forward

|Src. Address |Dst. Address |Proto...[Src. Pot  [Dst. Pot  [in. Inter...|Out. Int... In. Inter...|Out. Int...[Src. Ad... [Dst. Ad...|

| Packets

08
0B
0B
0B

oooo

@ i |l'll'l Reset Counters ‘00 Reset All Counters |

RHN&P@”M Raw Service Ports Connections Address Lists Layer7 Protocols

:I_l -|:| @ T lJCI Reset Counters |00 Reset Al Counters

0
0B 0
0B 0
0B 0

Dst. Port

. Inter...| Out. Int..|in. Iter... Out. Int...|Src. Ad... | Det. Ad... | Jump Target

Bytes

Fiter Rules | NAT Mangle Raw Service Ports Comnections = Address Lists Layer? Protocols

[E ][] (=] [v]

uu Reset Counters ‘ 00 Reset All Counters |

678

/ \585"

[Proto... [Src. Pot  [Dst. Pot  |in. Inter... Out. Int... In. Inter...|Out. Int... |Src. Ad... Dst. Ad... [Jump Target

[Fing | SIS E
Bytes '

s
08 (%
08 i
08 £ 0
08~ 0

BCKELS
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Firewall Basic Custom Chains LA

- NMepeHactpoviTe Firewall Takum 0bpasom, uTo Obl normyeckoe
[BVXeHNe Tpaduka Obl1o pacnpeneneHo no uenoykam (custom)
- Paspelunte T0bKO HeOOXoaUMble TvMbl 1 Koabl ICMP (coenavite

370 B custom chain)
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