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Port Knocking

Port knocking — 310 HesiBHas ¢popma pa3pelueHns JOCTyna K HEKOeMY CEpPBHCY, MpW
yCNOBUM NPOXOXAEHMS NAEBAPUTENbHO 3alaHHOIN NOCNeA0BATENbHOCTY
COE[IMHEHWIA C pa3/IMYHbIMK MOPTAMK LIENIEBOTO CEpBepa.

Ha CTOpOHe yCTpOoNCTBA(poyTepa) OTCIEXMBAKOTES "BCE" BXOAALLME COEANHEHNS, U
ecnu GUKCMPYeTCs XapaKTepHas «Lienoyka noak/ayeHnii» COOTBETCTBYIOLMX paHee
3alaHHOMY «3TaJIOHHOMY CTYKY>» SIC(MCTOYHWMK) fobaBaseTcs B Hekni address-list
(Ha Bpems)— A1 KOTOPOro BPEMEHHO OTKPbIBAET AOCTYMN K "3aKpbITOMY" MOPTY

The port "knock" itself is similar to-a secret handshake and can
consist of any number of TCP, UDP, or ICMP or other protocol
packets to numbered ports on the destination machine




Port Knocking

Hactpovika nornku (npasun) ans Port Knocking OYeHb NOX0Xa Ha
npeablayLwyto 3agady ¢ 3awnTon ot BruteForce Password

OTKpO#Te JOCTYN A0 poyTepa no winbox - € NOMOLLbIO NPaBUJ
PortKnocking

HeoxoanMo BbINOAHMTbL 334a4y B-HOBOW LiENOYKe, Tak Xe 10/KHA
COXPAHUTLCS peanu3aumns 3alinTbl No Nogoopy napone

LAB



How the Port Knocking works

O4YeHb YNPOLLEHHAs peaim3auus

PKHFU&G|NAT Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

E‘E‘ . b4 . . |uu Reset Counters Hlm Reset All Counters | IZ::C‘ ‘ [all ”3J

# | Action |Protocol [Dst. Pot  [In. Interfac...[Out. Interf... [Src. Address List | Dst. Address it |Bytes  |Packets | ¥
0 ¥drop mpul 6 fcp) 8291 lknockfinal 0B 0 |
1 *add srcto address list input 6dcp) 1111 0B 0
2 *add srcto address list input 6dcp) 22222 knock1 0B 0
3 =t add srcto address list input 6¢cp) 33333 knock2 0B 0
/ip firewall filter

add action=drop chain=input dst-port=8291 protocol=tcp src-address-list='lknock-final

add action=add-src-to-address-list address-list=knock1 address-list-timeout=10s chain=input
dstport=11111 protocol=tcp

add action-add-src-to-address-list address-list-knock2 address-list-timeout-10s chain=input
dstport-22222protocol-tcp src-address-list=knock1

add action=add-src-to-address-list address-list=knock-final address-list-timeout=1d chain=input
dst-port=33333 protocol=tcp src-address-list=knock2




How the Port Knocking works

Port Knocking for Windows

Port Knocking for Linux

apt-get install knockd or yum install knockd
knock your.mikrotik.ip-address-or-domain 12345:tcp 54321:udp
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Default Ports for the Services

- A connection that is encrypted by one or more security protocols to
ensure the security of data flowing between two In TCP/IP and UDP
networks, a port is an endpoint to a logical connection and the way a
client program specifies a specific server program on a computer in
anetwork.

The port number identifies what type of port it is, and what kind of
service those port is serving

- Some ports have numbers that are assigned to them by the IANA, and
these are called the "well-known ports” which are specified in RFC1700.
« Port numbers range from 0 to 65535, but only port numbers 0 to 1023
are reserved for privileged services and designated as well-known
ports.or more nodes.

- When a connection is not encrypted, it can be easily listened to by
anyone with the knowledge on how to do it.

- Protect the data being transferred from one computer to another



Default Ports for the Services

/ip service set telnet disabled-=yes

/ip service set ftp disabled-yes

/ip service set www port=8800

/ip service set ssh port=22000

/ip service set www-ssl disabled=no port=44300
/ip service set api disabled-yes

/ip service setwinbox port=58291

IP Service List =l E3
][]
; 'Name 7 |Port |Available From | Certificate e
X | @ap 8728
@ api-ssl 8729 none
X @ftp 21
@ ssh 22000
@ winbax 58291
@ www 8800
@ www-ssl 44300 none
4
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Bam TaKoke cnegyeT MCnNonb3oBaTh
npasuna bpaHamayspa




TUNNELING THROUGH SSH

host1l host2 ~

port port port
9999 22 5432

ssh -L 9999:1localhost:5432 host2

= =T 80
3% 22
“".u,AHﬁ-
» TyHHenb SSH cocTouT 13 3aWn@pPOBAHHOTO
Blue Server Red Server
10.0.0.4 hanieainh TYHHEeNs, CO3[aHHOI0 UCMONb3Yys COeAMHEHNE

no npotokony SSH

| SSH Tunnel * TyHHenb SSH MoxeT ucnon b3OBaTI::C‘FI ana
soao VHKaNCynsauun He3awndpoBaHHbIA Tpapuk 1

37-/ nepenaya ero yepes 3awmndpoBaHHbI KAHA.

Blue Server Red Server

10.0.0.1 192.168.0.2




TUNNELING THROUGH SSH

Host connects to RouterOS using ssh
with local-port forwarding parameter

RouterOS accepted ssh connections from host

Host trying to open unencrypted port (80)
from ssh tunnel via local-port forwarding ip

RouterOS sending http request from host
via ssh tunnel




TUNNELING THROUGH SSH

MikroTik : [admin@MB-MR5w] > ip ssh set forwarding-enabled=both

x

=== Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open L 80:127.0.0.180 your.outerip-or-domain SSH Local-Forwarding for Windows

0K | Cancel Browse...

MMMM LLLL C TITTITTToaT KKK
MMM MMMN MMM III { KKK RRRRRR 000000 III KKK KKK
MMM MM MMM III RR RRR 000 00 IILI KKKK
1 III { KKK  RRRR 0 00 IILI KKK KKK
M III KKK KKK RRR RRR 000000 III KKK KKK

[c) 1999-2018 http: /v mikrat ik, com/

command [ he comnand and list of arguments

ab nple e c and/ e e input is ambiguaus
[T t
gives possible options

SSH Local-Forwarding for Linux

ssh -L 80:127.0.0.1:80 your.router.ip-or-domain



TUNNELING THROUGH SSH

@® 127.0.0.1:2000

RouterOS v6.44.5

You have connected to a router. Administrative access only. If this device is not in your possession, please contact your local nétwork administrator.

WebFig Login:

fo —

Am 4

Winbox Telnet Graphs License Help

% L[]
MikroT ik

Emikrotik
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