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Security OS| Layer : MNDP (MikroTik Neighbor Discovery protocol)

- MikroTik Neighbor Discovery protocol (MNDP) 1 LLDP no3BonsioT "Hantu'
apyrue yctpowictea ¢ MNDP 1 CDP (Cisco Discovery Protocol) nau LLDP B
Layer2 broadcast domain.

* NOKA3bIBAET 33 KAKUM MHTEPhENCOM HAXOAATCA Kakue coceam, NoKa3blBaeT
ero IP / MAC-agpeca 1 HECKO/IbKO [OMOHUTE/IbHbIX NAPAMETPOB, CBA3AHHbIX
c 000pyLoBaHVEM

» CIIMCOK TONIbKO A/191 YTEHUS.

--HaunHas ¢ ROS v6.45 konnyectso 3anuceit Neighbor orpaHnyero (obwwmi
obbem 0O3Y B MerabanTax) * 16 Ha MHTepdelic, UToObI N3bexaTb ncuepnaHus
namsTy.

- N0 YMONUAHMIO BKNtOYeH ans-Beex Ethernet-like nntepdeiicon

* Mcnonb3yetca npotokon UDP 1 nopt 5678*



Security OS| Layer : MNDP (MikroTik Neighbor Discovery protocol)

[admin@MikroTik] /ip neighbor> print

# INTERFACE ADDRESS MAC-ADDRESS
© etherl3 192.168.33.2 00:08C:42:00:
1 etherll 1.1.1.4 00:0C:42:40:
2 Local 10.6.11.203 00:082:B9:3E
3 Local 10.0.11.47 00:0C:42:84:
4 Local 10.0.11.254 00:0C:42:70:
5 Local 10.0.11.202 00:17:5A:90:
/ipneighbor> print detail
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IDENTITY
MikroTik
test-host
c2611-rl1
11.47-750
tsys-swl
c7200

VERSION
5.99

5.8

Gisco T
5.7

5.8

Cisco L.

BOARD
RB11©0@AHXx2
RB1leee

RB750
RB750G

interface=ether3 address=192.168.200.121 address4=192.168.200.121 mac-address=4C.5E.0C.E0:59:BE
identity="Kossb" platform="MikroTik" version="6.43.13 (long-term)” unpack=none age=37s uptime=1w3d13h48mz20s
software-id="J2VP-0Gg0" board="RBg51Ui-2HnD" ipv6=-no interface-name="bridge1’ system-caps="'
system-caps-enabled="




Security OS| Layer : MNDP (MikroTik Neighbor Discovery protocol)* 6.44°

discovery discovery
protocol protocol

output: inilnone) out:ether1, proto UDP, 22.1.1.102:36896->255.255.255.255:5678, len 117

3.4 - UDP » |3.4-UDP

iutput: in:(none) out:ether1, proto UDP, 22.11.101:46840->255.255.255.255:5678, len 119

L2 - et L2 -
M N D P' output: in:lunknown 0) out:ether1, src-mac xxx, dst-mac Ol:m)%cl:gg:sc’:c:cc. eth-proto 0062’ M N D F)’

CDP, CDP,

A7a T

I_ I_D P output: in:lunknown 0) out:ether1, src-mac xxx, dst-mac 01:52%2:%3%0:0& eth-proto 88; I_I_ D P

Bridge Filter need in chain OUTPUT: (above 6.44)

output: in:lunknown 0) outetheri, src-mac 50:00:00:02:00:00, dst-mac f:.ff:ff.f:f.ff, eth-proto 0800, UDP, 22.1.1.102:5678->255.255.255.255:5678, len 138
output: in:lunknown 0) out:etheri, src-mac 50:00:00:02:00:00, dst-mac 01:00:0c:cc:cc:cc, eth-proto 0062

output: in:lunknown 0) out:etheri, src-mac 50:00:00:02:00:00, dst-mac 01:80:c2:00:00:0e, eth-proto 88c




Security OS| Layer : MNDP (MikroTik Neighbor Discovery protocol)

Bridge Ports VLANs MSTIs Port MST Ovenides Fiters | NAT Hosts MDB
+. [«] (51| | Y| | oo Reset Counters || 00 Reset All Counters

# | |Action  |Chain | Interfaces...|Interfaces...| Src. MAC Address... Dst. MAC Address/Dst... MAC Prot... |IP/Dst. Port |IP/Protocol  |Bytes | Packets
... Discovery Protocol
0 ¥dop output FF:FF:FF:FF:FF:FF 800 (p) 5678 17 {udp) 1388 1
:» MNDP CDP VDP
{ LLDP

| 2 Rgop Yot  0180C2000006 NS wB 1

/interface bridge filter (above 6.44)

add action=-drop chain-output comment="Discovery Protocol’ dst-mac-address-FF.FF.FF.FF.FF.FF/FF.FFFFFFEFFFF
dst-port=5678 ip-protocol-udp mac-protocol=ip

add action=drop chain=output comment=-MNDP,CDP,VDP dst-mac-address=01.00:0C:CC.CC.CC/FF.FF.FF.FF.FF.FF
add action=drop chain=output comment=LLDP dst-mac-address=-01:80:C2:00:00:0E/FF.FF.FF-FF:FFFR




Security OS| Layer : MNDP - Atack

MNocbinka “derkosbix’ CDP cocepew Ha ycTpoicTtBo MikroTik,Cisco v 1.4,

= s =
.

» =4

faces Load default List attacks Clear stats

78 01_Jose-Manuel ethO

G, s @

Capture Edit mode Exit

HCP 802.1G 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog

TTL DeviD Interface Count Last seen
17 26 Sep 03:54:51

Choose attack ° 9 .
CDP DHCP 802.1Q 802.1X DTP HSRP I%ws STP VTP
Choose attack N ¥
Description DoS
@ flooding CDP table|
{Field Value L vELl i
" Source MAC 00:50:5
Destination MAC 01:00:0 Cisco Discovery Protocol
Version 01 Source MAC ‘06:45:%
Lo - Versi o1 T S\*
ersion
cel OK
Checksum 397E @ \
: Ox0000: 0100 Occe cccc 00SO 563b Sbe6 0069 aaaa ....... PV LLis..
03:55:28 0x0010: 0300 000c 2000 0178 397e 0001 0012 3031 ....... x9~. .. .01

1 '\




Security OS| Layer : MNDP - Atack

MikroTik nonyyaer COTHM TbiCAY «(PanblUMBbIX» COCELEN
C PaHAOMHON MHpOPMaLmen.

Neighbor List =] E3

V| | Discovery Settings |

n
Q

Interface s |IP Address | MAC Address |identity | Platfom Version | Board Na.. IPv6 |Age(s) |Uptime |.
A ether2-UPSTR... 46.154246.82 _ E2.0D:AC:05:9E:52 OVOOOO0 yersimia 073 = 7 00:00:00

BOK

A ether2UPSTR ... 21.108.16741  7CFI434A09C8 GXXOOOXK yersinia  0.7.3-. 31 00:00:00
A ether?UASTR .. 376.110.72 14D6:B1:6D-07.0F 7KKKKKK yersna  0.7:3 20 00:00:00
A ether2UPSTR... 12223299 3B5E:76.4D:7D:BC O66666) yersma _ 073 2 00:00:00
A éher2UPSTR... 302261790  15:B9:1D:06:24:68 ASSSSSE yersinia  0.7.3 4 00:00:00
| A #ther2UPSTR... 44.197.15629  AS:D927.71:2A3A EEESSSS yersinia )~ 073 101 00:00:00
'\ ether2UPSTR.. 1375.247.115  25:91:9C:12E4:96  666666) yersma 073 % 00:00:00
D A ether2UPSTR .. 46230.11454  OC:AD:1D:06:3B:EF NNNNNNT\yémina 073 120 00:00:00
A ether2UPSTR.. 311616236 91:7C:84:38B3AC BBBBBTT .yersnia 073 20 00:00:00

3333333233333333

72,

A ether2-UPSTR... 26.83.20.72 0D:EC:6F61:2E:0E CCPPPPP yersnia 073 36 oo:oo:oo_,<

A ether2UPSTR .. 452322020  F34E:9D616288 4KKKKKK yersina 073 112 m;qo_;nq-)

A ether2-UPSTR... 27.121.134.114  08:2E:88:6B:42:86, \00Q5555 yersnia  0.7.3 38 00:00:00

A ether2-UPSTR... 9.1.125.35 94:94:4F 49:29.4C. "THHHHHH yersinia  0.7.3 2 00:00:00

A ether2UPSTR... 2.18.198.24 D3:55:08:22:BA65 3IGGGGGG yersnia  0.7.3 19 00:00:00
LA ether21IPSTR 815 127 111 EFCE-91:14:4E:F6 111l yersinia  0.7.3 2 00:00:00
rM4muof2490525




Security OS| Layer : MNDP - Atack

ITO TPATUT pecypcsbl
poyTepa 1 BANAET Ha
Npou3BOANTENbHOCTD

Profile (Running)

(U -ou I
N oo |

tool profile freeze-frame-interval=1

| New Window !4(
PR\ v

]Nune / ]CPU lUlage -
cpul 100.0 [
ethemet 0 00

management 0/100.0 N
profiling 0 00

N
Resources El E!

Uptime: |02:16:21 l| oK |
Free Memory: |359.1 MiB

| [ ra |
Total Memory: |1010.9 MiB |

CPU: |Intel(R)

|
CPU Count: |1 |
CPU Frequency: 2294 MHz |

S i r—

Free HDD Space: |7.4 MiB

|
Total HDD Size: |56.5 MiB |
Sector Wites Since Reboot: [392 l ,\&\%
Total Sector Wrtes: |392 | &\
Architecture Name: |x86 ‘»1&3

system resource cpu print
Version: |6.42.5 (stable) |

Build Time: |Jun/26/2018 12:12:08 |




Security OSI Layer : MNDP - Atack

[nsi NpenoTBpaLLeHns Takoro pofa atak Mbl JOMKHbI U36MpaTenbHO BbIOUpaTh Kakue
nHTepdercol MoryT obwarbes ncnonb3yss MNDP / CDP / LLDP npoToKofbl.

Co3paiite «Interface List» 1 BbiGepuTe MHTEpdENChI, KOTOPbIM

Pa3peLLeHO MCMoAb30BaTb 3TW MPOTOKOSbI

nufaoeLn|ahun¢ EolP Tunnel 1P Tumel GRE Tunnel VLAN VRRP Bondng LTE

ELE I@HE- |
= M. =1
Lo ]
- =

f/interface list add name=NEIGHBOR
f/interface list member

add interface=etherX list=NEIGHBOR
add interface=etherY list=NEIGHBOR




Security OS| Layer : MNDP (MikroTik Neighbor Discovery protocol)

/1p neighbor discovery-settings

°13 Mesh
25| |P }
5 System " Accounting W | Discovery Settings
@ Queves Addresses Interface /[P Address  |MACAddress  |idertty |Platforn |Verson |
5] Fies Cloud A brdgelan 192.168.200.120 98:F2:83:84:6D:82
= S A ether3 192.168.200.126 6C:3B:68:225E81 Rustecm MkroTk 6.43.13(.. R
. s A ether3 192.168.200.121 4CSEOCEQ:59BE Kossb  MkrTk 64313(.. R
& RADIUS DHCP Relay A ether3 o
A Tools .| DHCP Server
| New Teminal DNS
#2 Parttion Firewall
|4 Make Supoutsf  |Psec
€@ Manual Kid Control
‘ New WinBox ‘ Neighbors
l’ = Packing = | D g T

+ B 3TOM MEHI0 MOXXHO M3MEHUTb COCTOSIHME MHTEP(EliCa He3aBUCMMO OT TOTO, Y4aCTBYET OH B ODHAPYXeHUN
cocefen unn Het

* Yaanenue nxtepdeiica n3 31oi KOHPUrypaLmm MeHIo OTKIIOUUT KaK 0OHAPYXeHKe cocenei Ha 3TOM
nHTepderice, Tak U BO3MOXHOCTb ODHAPYXeHMs CAMOTO YCTPOWCTBA HA 3TOM UHTepdelce.

* BalLW poyTepbl BCepaBHO OyayT yA3BMMbI K JAHHON ataku. Moyemy? AHanu3 1 3awmta:= Demo+ LAB
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DHCP Starvation
Attack



DHCP. Starvation

- ATaka, ocyulectBagemasi npu nomouwm npotokona DHCP. DHCP-
MyAn, N3 KOTOPOTo KAMEeHTbI nony4atoT IP-agpeca, orpaHnyeH.
Hanpumep, 310 MOXeT ObITb 253 agpeca (npu macke
255.255.255.0)

- ATakyioLLee yCTPOMCTBO 3anpawumnsaeT cebe IP-agpec y DHCP-
cepBepa 1 "'nosyyaet’ ero

« MAC-azpec atakyioLero ycTpomcTBa N3MeHAeTca 1 OHO
3anpalivBaeT CnefyoLLmni, yxke gpyron |P-agpec, MacKMpyachb nog
HOBOIO K/1MEeHTa

- Takve gencTBua NOBTOPAKOTCA A0 TeX Nop, noka Becb nyn IP-
a[lpecoB Ha cepBepe He OyneT ncuepna.



DHCP. Starvation

K npumepy, Toi xe yTuauton (yersinia) nocbinaetcs MHoxetcBo “fake” DHCP
requests (3anpocos) Ha poytep(DHCP-server)

coot@lali- ~ C L A=)
i & Yersinia 0.7.3 A
[ File Protocols Actions Options Help
- S ’ = a 0 s [ %]
Launch attack Edit interfaces Load default List attacks Clear stats Capture Edit mode Exit
| Protocols Packets CDP DHCP  802.1@ 802.1X DTP HSRP ISL MPLS STP VTP Yersinia log
0 SIP DIP MessageType Interface Count Last seen
192,168.1.254 192.168.1.1 03 REQUEST ' ethO 1 26 Sep 14:51:52
192.168.1.1 192.168.1.254 05 ACK eth0 1 26 Sep 14:51:52
Choose attack e e 0

CDP DHCP | 802.1Q 802.1X DTP H{F!;n ISL | MPLS | STP | VTP
>N
Choose attack 3

Description DoS
sending RAW packet

® sending DISCOVER pagket

creating DHCP rogue server

| Field Value
E Source MAC 00:0C:29!

Dynamic Host Configuration|

| Destination MAC 00:50:56 Source MAC 02:48:33: sending RELEASE packet
sIP 192.168, ||SP 10.0.0.0 | |
(o] 0l Ht 0l po FL 8000
DIP 192168} f[7F =L THPe po|  Flags |
Cl 0.0.0.0 p.o !
SPort 68 —_— -
CH 02:48:33:66: 02: 51 Pr— oK
L L
0xD000: 0050 563b Sbc6 000c 2903 0Sce 0800 4500 .PV;[...)..... E.
14:52:20

0x0010: 0148 58de 4000 4011 S5c77 cOa8 Olfe c0a8

HX. Q@@ AW, ..... i

14



DHCP. Starvation

3noymbllwneHHMK nciepnbiBaet Becb pool (DHCP leases) mHoxecTBeHHbIMM dhcp 3anpocamu
K poyTepy. M npogomkaeT nocbinath fanblue Descovery...

EBHIIEm

Mdus

+ |MAC Address

|Client ID | Server

\Active Address |Active MAC Addre...| Active Host ... | Expires After | Status

192.168.1.2

3F:.CC:BE:72:37.03

dhepl

192.168.1.2

3F:CC:BE:72:37:03

00:00:06 offered

19216813
192.168.1.4
192.168.15
192.168.16
192.168.1.7
192.168.1.8
192.168.19
192.168.1.10
192.168.1.11
192.168.1.12
192.168.1.13
192.168.1.14
192.168.1.15

DO0ODDODODDO0O0DO0DOO00

30:62:9D:3C:E3:82
6E:3A:1C:54:4E:75
57:FB:9F:08:74:60
EB:BE:49:7A:C3:49
B0:3A:38:4E:A1:.CS
6C:1E:E6:7C:33:11A
2B:63.CC:11:D1:41
8F:2C:AD:31.C6:9B
12:2F-8A:52:43:2B
93:92:14:5F:32:D9
82:20:28:44:60:30
DB:0A:BF:07.C5:B3
43:16:B9:00:C3:91

dhep1
dhepl
dhcpl
dhep1
dhep1
dhepl
dhcpl
dhep1
dhcp1
dhep1
dhepi
dhcpl
ldhep1

192.168.13
192.168.1.4
192.168.15
192.168.16
192.168.17
192.168.18
192.168.19
192.168.1.70
192.168.1.11

_(192.168.1.12
192.168.1.13
192.168.1.14
192.168.1.15

30:62:9D:3C:E3:82
BE:3A1C544E.75
57:FB:9F:08:74:60
EB:BE:49:7A.C3:49
_B0:3A:38:4E:A1.C9

\J6C:1E:E6:7C:33:1A

2B:63:CC:11:D1:41
8F:2C:AD:31.C6:5B
12:2F:8A:52:43:2B
93:92:14:5F:32:D9
82:20:28:44:60:30
DB:0A:BF.07:C5:B3
43:16:B9:00:.C3:91

00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered
00:00:06 offered

00:00:06 offered:

15§




Preventing DHCP Starvation Attacks

3aWMTHUTb CETb OT AAHHOW aTaKM MOXHO C MOMOLLbO HaCTpOlﬁKM NOPTOB KOMMYTATOPA

* 310yMbIWNEHHWK NCNONb3YyeT HOBbIM MAC-agpec AN1a 3anpoca HOBOTO ajpeca

- CnenoBarebHO, HeO0bX0AMMO OrpaHNunTL KonnyectBo MAC-aapecoB Ha noprax Switch

* 310YMbILINIEHHUK He CMOXET apeHA0BaTh Ooiblue |P-agpecos, yem paspelleHHoe Koa-Bo MAC
afpecoB Ha NopTy

N )
A J"E - . . i port-security

e I » e | ' max 1 MAC _-
L' gort-securlty ‘

Router
max 1 MAC
|
=X
g™
[
V

16



Rogue DHCP Server
(DHCP-spoofing )

NMpu DHCP-spoofing 310yMbILIEHHMK HACTPAVBAET B CETU HeHacToswmin DHCP-
cepsep, 4TOObI BblAABaTh 019 KNMEHTOB DHCP-appeca. Uenb 3101 atakm —
3aCTaBUTb KMEHTOB MCMO/b30BATb NOXHYIO CyXOy AOMEHHbIX MeH (DNS) 1
Windows-cnyx0y nmeén Internet (cepsep WINS), a Takxe NCNOMb30BATH Y31 U
YCTPOWNCTBO 3/10yMblILLZIEHHMKA B KQ4€CTBE LW/I03a N0 YMOAYAHWIO.

Nepen DHCP-spoofing 4acTo Mcnonb3yeTcs ataka uctouexHuns pecypco DHCP
(DHCP Starvation) gns otkasa 00Cny"BaHWS CAHKLUMOHMPOBAHHOTO DHCP-
cepBepa, bnarogaps Yemy ropasao fnpolle BHeapUTb B CeTb GUKTUBHbIA DHCP-
cepBep.



Rogue DHCP Server
(DHCP-spoofing )

File Protocols Actions Options Help

o < = @ 06 s @

Launch attack Edit interfaces Load default List attacks Clear stats Capture Edit mode Exit

Protocols Packets ! CDP DHCP 802.1Q 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog
SIP DIP MessageType Interface Count Last seen
192.168.1.254:192.168.1.1 03 REQUEST ethO g 26 Sep 15:59:27 "
192.168.1.1 192.168 Choose attack 00

192.168.1.254:192.168 CDP | DHCP | 802.1Q  802.1X ow\qsgzp ISL MPLS STP VTP
N
192.168.1.254 192.168) Choose attack N

192.168.1.1 192.168] Description DeS
192.168.1.254:192.168 sending RAW packet
192.168.1.254 192.168, sending DISCOVER packet

@ [creating DHCR, rdgue Server
sending RELEASE'packet

192.168.1.254 192.168

Field Value
‘ Dynamic Host Configuratig

Source MAC 00:0C:29

Destination MAC 00;50:56 | ~°urce MAC ~ [02:48:33
siP [0.0.0.0 ‘

SIP 192.168. . | |
DIP 102.168) [|OF & Hoee [IENY 0o0| Flags |8000
T Hc [o.0.0.0 R Cancel oK e
SPort 68 —
CH 02:48:33:66:02:51
B 0x0000: 0050 563b Sbc6 OOOc 2903 OSce 0800 4500 .PV;[...)..... E.
16:34:04 0x0010: 0148 93b0 4000 4011 21a5 cOa8 Olfe cOa8 .H..@.@.!

18



N

Rogue DHCP Server
(DHCP-spoofing )

oy — . A N e ke W AN s s [

Para'"";ters @ © © % . Server IP - the IP server, the name of which will send the answer
| the DHCP (¢ X xxx . xxx):;

‘ 3 - Start IP - initialP, , issued to customers -address address range

Para*neters list

Serv;er ID “

: OOXXX XXX XXX):;
Start IP | . « End IP - IP, issued to customers -address address range
(XXXXX XXX XXX,

SR S ) « Time The Lease (secs) - The time in seconds for which the

address is given
R TR | : - Time The Renew (secs) — The time in seconds how many clients
must renew the address lease

Lease Time (secs)’!

Subnet ek ) - Subnet Mask - Subnet mask for the clients (xxx.xxx.xxx.xxX):
Router ; - Router - router address issued to clients (xxx.xxx.xxx.xxx .the
& 2. L address of a fake router);
‘ P « DNS Server - DNS server provided to clients (xxx.xxx.xxx.xxx ,the
Domain address of a fake DNS server);
P— oK E - The Domain - a domain name in the local area network
——— — r (abc.def);

19



Preventing Rogue DHCP Server

BKoueHne DHCP snooping ((config)#ip dhcp snooping vian 20)

HACTPOIKA AOBEPEHHBIX MOPTOB HA MHTEpdeiicax (N0 yMOMTUAHMIO BCe
nopTbl HeHaaexHbIe) ((config-if)#ip dhcp snooping trust)

yKasaHue agpeca posepeHHoro DHCP cepBepa, KOTOpbIM JOCTYNEH Yepes
nosepeHHbIv nopT. ((config)#ip dhcp-server 10.1.1.1)

DHCP Snoopi

LU
20000

Router trusted sl + untrusted _ﬂ
l' ‘ untrusted

A /interface bridge set bridgel idhcp-snooping=yes
P /interface bridge port

S add bridge=bridge interface-ether1 trusted-yes
g add bridge=bridge interface=ether2

20
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TCP SYN Attack

CornacHo npoteccy «TpéxkpaTHOro
pykonoxarua» TCP,

* KJIMEHT NOCbINAET NAKET C YCTAHOBNEHHbIM
dnarom SYN (synchronize).

« B 0TBeT Ha Hero cepBep 0/HKEH OTBETUTD
kombuHauwen gnaros SYN+ACK
(acknowledges).

« MNocne 3Toro KNMEeHT JOMKEH OTBETUTD
naketom ¢ pnarom ACK, nocne yero
COeIMHEHNe CYNTAETCSH YCTAHOB/IEHHbIM.

2

2

SYN

SYN-ACK
%‘

22!



TCP SYN Attack

[pUHUMN aTakKn 3aKN0HaeTCA B TOM, Y4TO 3/10YMbILLNIEHHWK,
nocbinas SYN-3anpochbl, NepenonHseT Ha cepeepe (Leu
aTaku) oyepeab HA NOAK/IOYEHUS.

[1pn 3TOM OH MrHopupyeT SYN+ACK nakeTbl Lenu, He
BbICbINAs OTBETHbIE MaKeTbl, MO0 NOAAEeNbIBAET 3ar0N0BOK
nakera Takmm o6pa30M, 47O OTBETHbIN SYN+ACK
OTNPaB/IAETCA Ha HeCyLLeCTBYIOLWMI afpec.

B ouepean nogknoyeHnii NoaBAAI0TCA TaK Ha3blBaemble
noayoTKpbITbIE coennHenuns (anra. half-open connection),
OXungarwolime NoaTBePXAEHNS OT KineHTa. 10 ncteyeHnn
onpegeneHHoro TanmM-ayTa 3T NoAKAKYeHNs
0TOpachIBalOTCA.

3apa4a 310yMblLUNEHHNKA 3aK1I04AETCA B TOM, 4TOObI
NoLAEPKUBATL OYepeb 3aNOAHEHHON TAKUM 00pa3omM,
4TOObI HE AOMYCTUTH HOBbLIX NOAKIYEHWA.

/13-3a 3TOr0 KNNEHTDI, He SIBNAOLMECH 310YMbILINEHHUKAMMU,
He MOryT YCTAHOBMTb CBSI3b, MO0 YCTAHABNMBAIOT €€ C
CyLLLECTBEHHbIMWN 3aepPXKKaMMU.

SYN

il

SYN

SYN

SYN

Attacker

1

YYVYYY

SYN

SYN

@/

Legitimate
client

?

7
/SYN-ACK

_____SYNACK —> ?

SYN-ACK —P» ?

T SYN-ACK s ?
SYN-ACK

\ 9
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TCP SYN Attack

Scanning available ports on target, commonly used
target is 80/http service

avy/MidX

~# nmap 192.

)y 6.49BETA4 ( https ap.org ) 26 04:33 WIB
2.168

il

ftp
ssh
telnet
open domain
open http
open bgp
open
) open

Nmap done: 1 IP add

:~# hping3 - 3
HPING 192.168.1.1 (eth@ 192.168. )
hping in flood mode, no replies will b




TCP SYN Attack

Download and install *hping3” and run command bellow

:~# hping3 -c 20000 -d 120 -S -w 64 -p 80 --flood --rand-source
HPING 192.168.1.1 (eth0O 192.168.1.1): S set, 40 headers + 120 data bytes

hping in flood mode, no replies will be shown



TCP SYN Attack

IP > Firewall > Connections” please observe the “syn
sent” from random source addresses

Firewall E m
Fiter Rues NAT Mange Raw Sewvice Pots Connections |Address Lists Layer Protocols
Src. Address /| Dst. Address |Proto... |Connecti... | Timeout ol | Orig./Repl. Rate |Orig./Repl. Bytes | v
C 11.196.241:29889  192.168.1.1:80 6 ficp) 00:00:0 0bps/0 bps 160 B/0 B e
C 1121314831538 192.168.1.1:80 6 ficp) 00:00:0 0bps/0 bps 160B/0B -
C «. 163310436289  192.168.1.1:30 6 fcp) 00:00:0 0bps/0 bps 160 B/0 B
C . 1613218764285  192.168.1.1:80 6 fcp) 00:00.0 0bps/0 bps 160 B/0 B
¢ 1.6.175.4:42697 192.168.1.1:80 6 fcp) 00:00:0 0bps/0 bps 160 B/0 B
I 18165.191:9503  192.168.1.1:80 6 tcp) 00:00:0 0bps/0bps 160 B/0 B
- 18.173.46:62682  192.168.1.1:80 6 tcp) £0:00:0 0bps/0 bps 160B/0B
C 1824415236349  192.168.1.1:80 6 ficp) ¢ 90:00:0 0bps/0 bps 160 B/0 B
C 192128740970  192.168.1.1:80 6 tcp) 00:00:0 Obps/0 bps 160 B/0 B
C 110.67.24457959  192.168.1.1:80 6tep) .\~ 00:00:0 0bps/0 bps 160 B/0 B A
£ 1.10.102.31:5321 192.168.1.1:80 6 fcp) L 00:00:0 0bps/0 bps 160 B/0 B ) Q
c 11367211:9280  192.168.1.1:80 6 tep).. 00:00:0 0bps/0 bps 160B/0B ,
C 1.13.189.198:14185  192.168.1.1:80 6 tp). 00:00:0 0bps/0 bps 160 B/0 B 1K}
£ 1164817825762  192.168.1.1:80 _Biep) 00:00:0 0bps/0 bps 160B/OB &
C 118.139.155:61426  192.168.1.1:80 . \6€'cp) 00:00:0 Obps/0bps 160B/0B o N\
C 1.19.155.158:13113  192.168.1.1:80 "6 tep) 00:00:0 0bps/0bps 160B/0B
C 119.209.175:32379  192.168.1.1:80 6 tcp) 00:00-0 0bps/0 bps 160 8/0 B B
47210 192.168.1.1:80 6 tcp) 00:00:0 0bps/0 bps 160 B/0 B .

48601 items out of 300864

|Max Entries: 1048576
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TCP SYN Attack

Torch interface traffic

Mlcther2-UPSTREAM

- Filters
[#]  Src. Address: [0.0.00/0

|
Entry Timeout: |00:00-03 |s  Dst. Address: [0.0.0.0/0 |
- Collect Src. Address6: /0 |
o Doknet e |
Dst. Address vl Dst. Address6 -
("] MAC Protocol vl Fort MAC Protocal: [l =]
Protocel []VLAN id Protocol: [any =
[ DScp Port: [any |#
VLAN id: |any -~ =]
A Y
DSCP: [any \NJ [=]
Vo WP
B [Pt [src. [Dst [VLAN'14[DSCP | Tx Rate -
0

|Fx Rate © | Tx Pack... |Rx Pa
1392 bps

800 p) 6 ftcp) 1.250.82.222:2059 192.168.1.1:80 (http) \ bps 0 »
800 p) 6 ficp) 3.246.185.126:2069 192.168.1.1:80 thitp) Pa Obps 1392bps 0 ]
2800 ip) 6 ficp) 3.6.189.216:2149 192.168.1.1:80 thttp) ‘ Obps 1392bps 0

200 {ip) 6 ftcp) 3.171.180.16:2161 192.168.1.1:80 thttp) o Loy Obps 1392 bps 0

800 p) 6 fcp) 3.55.102.115:2429 192.168.1.1:80 fhttp),_ ¢ Obps 1392bps 0

800 p) 6 ficp) 4.4.55.160:2464 192.168.1.1:80 (ottp) " Obps 1392bps 0

200 p) 6 fcp) 1.251.194.197:2657 192.168.1.1:80 (itp) Obps 1392bps 0

800 p) 6 ficp) 3.63.96.213:2820 192.168.1.1:80thttp) Obps 1392bps 0

800 p) 6 ftcp) 3.100.185.79:2878 192.168.1.1:80.fttp) Obps 1392bps 0

800 (ip) 6 ftcp) 1.219.212.187:2897 192,168.1.1:80 thttp) Obps 1392bps 0

2800 p) 6 fcp) 4.26.6.116:3019 192.768.9.1:80 (http) Obps 1392bps 0

200 fip) 6 ftcp) 1.150.129.7:3101 1192.768.1.1:80 (http) Obps 1392bps 0

800 p) 6 fcp) 1.184.139.122:3135 192.168.1.1:80 thttp) Obps 1392bps 0 ||
800 p) 6 ficp) 3.219.251.220:3280 192.168.1.1:80 thttp) Obps 1392 bps 0 -
* »

13320#ems | Total Tx: Obps

[Total Rx: 38.5 Mbps

|Total T Packet: 0

| Total Rx Packet: 27 631

2%



TCP SYN Attack

The attack is exhausting the resources of the router and
impacting the performance

Uptime: |02:42:18 |E 0K i
Free Memory: |225.1 MB PCI
ot M
cru: [PER [Ed Start
o
] —
> CPU Frequency: | 2294 MHz
CPU Lond: [ Hordware |
[Name /[CPU__ [Usage -
e W e free HDD Space: [74M8 |
ewel L] Gt Total HDD Size:
management _ /
networking 0 25| .
profing o 05| LA N\V™ Sector Wites Sce Reboot: (476 |
routing 0 00
i I Te Total Sector Wetes: (476 |
winbox 0, 0O |
Architecture Name: O
S o QO
tool profile freeze-frame-interval=1 system resource cpu print
s i e
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Preventing TCP SYN Attack

- Rate-limiting for each new tcp connection
- Reduce syn-received timer
- And setup tcp syn-cookies



Preventing TCP SYN Attack
ip firewall filter (extra limit)

I'IpegHa3HaL|eH0 ANd OrpaHuveHns Konnydecrsa
nepenaBdemMbiX NAKETOB:

Rate — KONMYECTBO NAKETOB B CEKYHAY (MUHYTY/
yac).

Burst — KoAnM4ecTBO HeyunTbiBaEMbIX NAKETOB
(nakeToB He Bxopaswwmx B packet rate).

Extra - Limit

New Firewall Rule

A

-~

4 4 4 4 4 4 4«

Connection Limit
Limit
Rate: Lil[1
Burst: |5
Mode: & packet ¢ bit

Dst. Limit
Nth

Time

]

Src. Address Type
Dst. Address Type
PSD

Hotspot

IP Fragment

General Advanced Dxdra |Action Statistics

*|

IIIHEI III

0]
| X]

Cancel
ply

Disable

2

Remove
Reset Counters

Reset All Counters

)
'
]
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Rate Limit and ICMP or other

I - = =
RU%.MT Mangle Service Pots Connections Address Lists Layer7 Protocols '_D‘u:":ls rk
=[] [ (7] (o0 et cnrton | 00 vt M Cares . c
#7  [Action |Chan |Src.Address |Dst. Address |Protocol |Src.Pot |Dst Pok - In. Inter..[Out. Int... [Bytes | Packets |
 Jacc... input 1 fiemp) L™ 20K8B 15
1 Xdop input 1 (icmp) k 10.3 KB 7
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Preventing TCP SYN Attack
* Creating firewall for preventing tcp SYN flood

Firewall IEIEH
Fl!ﬂhllNA‘l’ Mangle Raw Service Pots Connections Address Lists Layer7 Protocols

ﬂ'i‘ [—Hj Jﬂl W [nn Reset Counters ||M Rﬂdﬁl&u’lﬂl] H’" ?_
|Enabled (%] s [#] lves (3] [+][<]
i |Action |chain |Protocol [Dst. Port  |in. Interface |Src. Address List  |Dst. Address it [Bytes  |Packets | Comment -
| maump forward 6 tcp) 08B 0 SYN Flood protect FORWARD

| majump nowt 6 tcp) 2598.2 MiB 17 027 859 SYN Flood protect INPUT

[ w#accept syn-attack 6 tcp) 1155MB 757 057

|| %drop syn-attack 6 tcp) 2572.9MiB 16 861 542

lip firewall filter

add action=jump chain=forward comment="SYN Flood protect FORWARD" connection-state=new
jump-target=syn-attack protocol=tcp tcp-flags=syn
add action=jump chain=input comment="SYN Flood protect INPUT" connection-state=new jump-

target=syn-attack protocol=tcp tcp-flags=syn

add action=accept chain=syn-attack connection-state=new limit=400,5:packet protocol=tcp tcp-

flags=syn

add action=drop chain=syn-attack connection-state=new protocol=tcp tcp-flags=syn

use RAW if not use contrack!
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Preventing TCP SYN Attack

* |P > Settings and enable “TCP

SynCookies”

/ip settings set tcp-syncookies=yes

IP Settings
[v] IP Forward

|v Send Redirects

[ ] Accept Redirects
[v Secure Redirects
[] Accept Source Route
[v] Allow Fast Path

[v| Route Cache

RP Fiter: no

[v] TCP SynCookies
?”uu Neighbor Entries: | 3132

il

[#]

ARP Timeout: [00.00.30

ICMP Rate Limt: |10

[ IPv4 Fast Path Active

IPv4 Fast Path Packets: |0

IPv4 Fast Path Bytes: |0B

[] IPv4 Fasttrack Active

IPv4 Fasttrack Packets: |0

IPv4 Fasttrack Bytes: |0 B
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Preventing TCP SYN Attack

3anycTum cHoBa hping3

S -w 64 -p 80 --flood --rand-source 192.168.1.1
HPING ; ; 0 8.1.1): S set, 40 headers + 120 data bytes

hping 1n Tloo oplies will be shown




Preventing TCP SYN Attack

* These rules are stopping the tcp SYN attack, but still
affecting the CPU resources. (nheed more powerful router
for preventing)

Uptime: |23.07:22 |l 0K I
e (Running _— . REwE IT,
o E[ (s ] O T —
¢ ::” NN w—
Close RQ
g s
UF [2samH
- — 1= | Cra— Y
ol 705 {}C} CPU Load: [66 %
ethemet 0 430 N
unclassfied 0 255 WM ) Free HDD Space:
frewall 0 15| .
networking 0 05| Total HDD Size: —EE 8
managem 0 00
- Secor Waes SocsPoboat 60|
Tot Soctor Waes: (4630 |
Name: «26
P - —
A T —
= Bukd Te: [a28/2018 121208 |
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UDP flood

- UDP flood — ceTeBas ataka tMna «oTkas B 00CyXMBaHUM», NCNOMb3YIOLLAs BeCCeaHCoBbIN Pexmnm
npotokona UDP

+ 3aKnto4yaeTcs B oTnpaBke MHOXecTBa UDP-nakeToB Ha onpefeieHHble MK CyvaiiHble Homepa NopToB
YAANEHHOrO XOCTa, KOTOPbI A5 KAXJ0ro Noy4eHHOro naketa Ao/KeH onpeaeinTb COOTBETCTBYIOLLee
npuaoXeHne, yoeautbcs B OTCYTCTBUM €10 aKTUBHOCTM U OTMPaBUTb 0TBeTHOe |CMP-coobLueHmne
«ajpecat HefoCTyneH»

- B uTOre atakyemas cucteMa OKXXeTcs Neperpy>KeHHon: B npoTokone UDP MexaHW3M NpeoTBpaLieHus
neperpy3oK OTCYTCTBYET, NO3TOMY M0C/1e HAYANA ATAKN NAPA3UTHBIN TPAPUK ObICTPO 3aXBATUT BCIO
[LOCTYAHYI0 NOAOCY MPONYCKaHUS, 1 NONE3HOMY TPAPUKY. OCTAHETCS INLLb MANAs €€ YacTb

» [logmenus IP-agpeca NCTo4HMKOB B UDP-nakeTax; 310yMblLLIEHHUK MOXET nepeHanpasnTb NoTok ICMP-
OTBETOB U TEM CaMbIM COXPAHWUTb PADOTOCNOCOBHOCTD ATAKYIOLLMX XOCTOB, a TaKe 00ecneymnTh nx
AHOHVMMHOCTb

« YacTHbIM Ciydaem sBnseTcd ataka UDP Flood DNS, ncnonb3ytowas nopr 53 v 3arpyxatoLas cepsep DNS
UDP-3anpocamu 0 ero joMeHe 1am IP-agpece HecyLecTByloLero oMeHa — 00bEm 0TBETOB NP 3TOM
3HaUMTe/bHO MpeBbilaeT 0ObEM 3aNpocoB



UDP flood attack

* Scanning available port on target, commonly used target

is 53/dns service
:~# nmap 192.168.1.1

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2018-09-26 04:33 WIB
e t for 192 168:1 1
Host is up 018s latency).
Not shown: 99 lLosed ports
PORT STATE SERVICE
open ftp
ssh
telnet
open domain
open http
open bgp
open https
Cp open cisco-sccp
/tcp open unknown
Address: 00:50:56:3B:5B:C6 (VMware)

Nmap done: 1 IP address (1l host up) scanned in 2.13 seconds



UDP flood attack

 Start attacking UDP protocol port 53(dns) with hping3

:~# hping3 --flood --rand-source --udp -p 53 192.168.1.1
HPING 192.168.1.1 (eth0 192.168.1.1): udp mode set, 28 headers + 0 data bytes

hping in flood mode, no replies will be shown




UDP flood attack

‘IP > Firewall > Connections” please observe “udp’
protocol from random source addresses

Firewall Of x|
Fiter Rules NAT Mangle Raw Service Pots Connections | Address Lists Layer Protocols
=]
|Src. Address + | Dst. Address dhnecti... |Timeout | TCP State |Ong./Repl. Rate |Orig./Repl. Bytes | ¥
C 11.124.145:16274  192.168.1.1:53 00:00:02 0bps/0 bps 28B/0B .
C 11152.193:4070  192.168.1.153 00:00:09 0bps/0 bps 28B/0B
C 112102343913 192.168.1.1:53 00:0003 __ (Obps/Obps 28B/0B
C 112322517299 1921681153 00:0007 V™ Obps/Obps 28B/0B
C ) 124320920491  192.168.1.1:53 00:00:02 \_ 0bps/0 bps 28B/0B
Co . 126315453419  192.168.1.1:53 00:00:00,_ 0bps/0 bps 28B/0B
€ 1212417515303 192.168.1.1:53 00:00:011 0bps/0 bps 28B/0B
o8 1.2.124 227:24114 192.168.1.1:53 QD.‘QO;OE 0 bps/0bps 28B/0B
Alc 1216633:39602  192.168.1.1:53 _ 00:00:00 0bps/0 bps 28B/0B
Jic 1.2.170.109:56965 192.168.1.1:53 S ¢ ’ 00:00:03 0 bps/0bps 28B/0B
C 1220118555335  192.168.1.1:53 7 00:00:02 0bps/0 bps 28B/0B
C 122439916763  192.168.1.1:53 00:00-01 0 bps/0 bps 28B/0B
C 122527755178 192.168.1.153 00:00:08 0bps/0 bps 28B/0B
C 12252134:42559  192.168.1.153 00:00:03 0bps/0 bps 28B/0B A
C 13.179.240:49331  192.168.1.1:53 00:00:00 0 bps/0 bps 28B/0B M
C 14.378:28758 192.168.1.1:53 00:00:01 0bps/0 bps 28B/08B NI
C 14.15108:36180  192.168.1.1:53 00:00:02 0bps/0 bps 28B/0B A
g 192.168.1.1:53 000008 0bps/0 bps 28B/0B -
77065 items out of 335434
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UDP flood attack

Torch interface traffic

~ Fitters -m
Src. Address: 0.0.0.0/0 | e
Dst. Address: 0.0.0.0/0 |
- Collect Src. Address6: | /0 |
enie Dt e o [ |
vl Dst. Address Iv] Dst. Address6 ‘ =
[] MAC Protocol (v Port MAC Protocaol: |’ “7
[ Protocol [ VLAN id Protocol: [any |#]
LB Pott: [any |#]
VLAN Id: [any &} [=]
N
Dsce: [N [=]
€N
|E...  |Protocol [Src. |Dst. {7\ [™xRate [RxRate 7 |Tx Pack... [Rx Pack_..| >
800 (p) 17 fudp) 64.247.124.230:16074  192.168.1.1:53 (dns) { Obps  480bps 0 1 .
800 (p) 17 fudp) 74.246.215.130:16101 192.168.1.1:53 {dns) Obps  480bps 0 1 =
800 p) 17 {udp) 66.6.136.152:16125 192.168.1.1:53,(dns} Obps 480 bps 0 1
800 Gp) 17 fudp) 68.223.155.223:17278 192.168.1.%:53 (dns) Obps 480 bps 0 1
800 (p) 17 fudp) 72.124.173.35:17304 192.168.1.1:53 (dns) Obps  480bps 0 1
800 (p) 17 fudp) 66.185.185.215:17322  192.168.1.1:53 (dns) Obps  480bps 0 1
800 (p) 17 fudp) 74.187.215.252:17323 1?2._15‘8..1.1 53 (dns) Obps 480bps 0 1
800Gp) 17fudp) 7361.251.35:17333  _ ,192.168.1.1:53 {dns) Obps  480bps 0 1
800 p) 17 fudp) 65.59.239.81:17370 _ * \1182.168.1.1:53 (dns) Obps  480bps 0 1
800 {p) 17 fudp) 64.166.36.152:17@5 AN , 192.168.1.1:53 (dns) Obps 480bps 0 1
800 Gp) 17 fudp) 72.129.35.53‘17425‘ 192.168.1.1:53 (dns) Obps 480bps 0 1
800 (p) 17 fudp) 68.12162.13:17437 192.168.1.1:53 (dns) Obps  480bps 0 1
800 (p) 17 fudp) 64.239.142.236:17441 192.168.1.1:53 (dns) Obps  480bps 0 1
800 Gp) 17 {udp) 68.134.201.114:17457 192.168.1.1:53 (dns) Obps 480 bps 0 1 L
800 (p) 17 {udp) 68.94.142.199:17517 192.168.1.1:53 (dns) Obps 480bps 0 1 -

6200items  |Total T: Dbps [Total Rx: .1Mbps | Total T Packet: 0 | Total Rx Packet: 19 119
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UDP flood attack

The attack is exhausting the resources of the router and
impacting the performance

Uptime: |02:42:18 |E 0K i
Free Memory: |225.1 MiB PCI
Totl Merory (101058 |
e = T —
R e —
> CPUFM 2294 MHz
T —
[Name CPU_ [Usage  [¥]
= o Fre HOD Spoce: (74|
v o mom - TasHOD Sas 65 ME |
management 0 40 E \“S |
networking 0 25|
peteg 0 05| LN | Sector Waes Sns Reboat: 476 |
routing 0 00
——— 0 0(" ; Total Sector Wites: (476 |
winbox 0 0 | 1
Avchtecture Neme: [x86 | <
it ] AN
tool profile freeze-frame-interval=1 system resource cpu print
lm_ il scisabede o
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Preventing UDP flood Attack

- Disable DNS forwarder on MikroTik if not required.
- If “IP -> DNS" - Allow remote request is enabled,
make sure appropriate filter rule is set to prevent
Incoming DNS attacks.

-« Rate-limiting for each new udp connection



Preventing UDP flood Attack

Otkntounte Allow Remote Requests
eC/v BaM He HYXHO ncnonb3osarb MikroTik B
KayecTse Kawwmpytowero DNS cacher

ECn HyHO ucnonb3osatb MikroTik kak DNS
cacher - To B firewall orpannuTbe 3anpocsi ¢
HY)XXHOro MHTepdenca*

(TR o e eweT. 1 TN T T

DNS Settings [=]

B
Servers: [1.1.1.1 % OK
(3888 | ¢
Dynamic Servers: | || Aoply
[ ] Alow Remote Requests
Max UDP Packet Sizer 2008

@VSTM: |2.000 | s
Total Timeout: |10.000 |
O

ul QQMWQHH [100 l =
_Max. Concurrert TCP Sessions: |20

Cache Size: |2048 | KiB
Cache Max TTL: |7d 00:00:00 |

Cache Used: [18 KiB |
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Preventing UDP flood Attack

brokupyiite DNS 3anpocsbl “‘udp/53” ¢
nyONM4YHbIX(HeaoBepUTeNbHbIX) MHTepdencoB

Firewall
Fiter Rules NAT Mange Raw |Service Pots Connections Address lists Layer7 Protocols

EIE’ .E . . 00 Reset Counters ||on Reset All Counters | |;:,—,G Ha|| “ﬂ

# | [Action [Chain |Src. Address |Dst. Address |Proto... | Src. Port IDn Port [h.m...lm.n...lmu |Packets [+
0 K drop prerouting 17 (u... 0B 0| |

/ip firewall raw add action=drop chain=prerouting dst-port=53 in-interface-list=-OUTSIDE protocol-udp
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Preventing UDP flood Attack

Rate-limiting every udp/53 packet requests

Firewall

Fiter Rues  NAT Mange Row  Service Pots Comnections Address Lists Layer7 Protocols

4= [][2] [7] [ 7] |00 Rese Courtes | 00 Reset Al Curtes | [Fing

| [at 3

# | [Adion [Chain |Dst. Address |Protocol |Src.Port  |Dst. Pt |in. Inter...[Out. Int...[In. Interface List  |Bytes  |Packets || v
0 ¥ drop prerouting 17 (udp) 53 OUTSIDE 0B Q0
1 ofacc.. prerouting 17 (udp) 53 0B 0

i .2 ®dop preroutin 17 fudp) 53 [

/ip firewall raw

add action=accept chain=prerouting dst-port=53 in-interface-list=!OUTSIDE limit=100,5:packet
protocol=udp

add action=drop chain=prerouting dst-port=53 in-interface-list=!OUTSIDE protocol=udp

46



Preventing TCP SYN Attack

* These rules are stopping the tcp SYN attack, but still
affecting the CPU resources. (nheed more powerful router
for preventing)

Uptime: |23.07:22 |l 0K I
e (Running _— . REwE IT,
o E[ (s ] O T —
¢ ::” NN w—
Close RQ
g s
UF [2samH
- — 1= | Cra— Y
ol 705 {}C} CPU Load: [66 %
ethemet 0 430 N
unclassfied 0 255 WM ) Free HDD Space:
frewall 0 15| .
networking 0 05| Total HDD Size: —EE 8
managem 0 00
- Secor Waes SocsPoboat 60|
Tot Soctor Waes: (4630 |
Name: «26
P - —
A T —
= Bukd Te: [a28/2018 121208 |
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Ping(ICMP) flood and ICMP SMURF atack

» Ping flood -Tun atakn Ha ceTeBoe 0bopyaOBaHWE, CTABSLLMIA CBOEN Liebio 0TKa3 B 00CNyXMBaHWK. KnioyeBoli
0COOEHHOCTBIO (MO CPABHEHMIO C OCTaNbHbIMK BUAAMM Gya-aTak) ABASETCS BO3MOXHOCTb OCYLLECTBAEHNS
aTaku «ObITOBbIMW CPEACTBAMM» (MPOrpaMMaMu U YTUAUTAMM, BXOASALLMMU B COCTAB [LOMALIHNX/ODUCHBIX
BEPCUii OMepaLUMOHHbIX CUCTEM).

+ Ataka SMURF 0THOCKTCSl 3KCnepTamu K Hanbosee onacHon pasHOBMAHOCTH ataknm DDOS, NOCKONbKY nMmeet
3 eKT yenneHus, ABNFIOWMIACA Pe3yNbTaToM OTMNPABKM NPsMbIX LUMPOKOBELLATENbHbIX 3anpoCcoB ping K
cucTtemam, koTopble 00513aHbl NOCNATb OTBET.

« ATaka smurf nonb3yetcs 0cobeHHOCTAMMN NMPAMO LINPOKOBELLATENbHOI PACChINKM U TPEOYET Kak MUHUMYM
TPex YHaCTHNKOB: aTaKyIOLWMIA, yCUANBAIOLLAS CETb W XepTBa.

+ ATaKytoWmnii nocbinaet MucTuduumposaHHbii naket ICMP ECHO no afpecy WwupokoselatebHOM paccbiiku
YCUAMBAIOLLEN ceTW. Apec NCTOYHMKA 3TOrO NaKeTa 3aMEHAEeTCH apecoM XepTBbl, YTOObI NPeACcTaBUTb Jeno
Tak, Oy4TO UMEHHO LieneBas cMcTema MHMLMMPOBaAad 3anpoc. NMockonbky naketr ECHO nocnaH no
LIMPOKOBELLATENbHOMY afipecy, BCE CUCTEeMbl YCUAMUBAIOLLIEN CETU BO3BPALLIAIOT XXEPTBE CBOW OTBEThI.

+ Mocnas oanH naket ICMP B ceTb 13 100 cucTeM, aTakyoLwWwmii MHULMKUPYET ycuneHne ataku DDoS B CTO pas!
Ko3dpprUMEHT ycuneHns 3aBUCHT OT pa3Mepa CeT, NOITOMY aTakyoLwnii nweT 60abLLYIO CeTb, CNOCODHYI0
NOMIHOCTbBIO NOAABUTL PAOOTY CUCTEMBI-KEPTBDI
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ICMP smurf attack

Start attacking ICMP smurf with random source

:~# hping3 --icmp --flood --rand-source -c 20000 --spoof 192.168.1.1
HPING 192.168.1.255 (eth® 192.168.1.255): icmp mode set, 28 headers + 0 data by

hping in flood mode, no replies will be shown




ICMP smurf attack

aHanornyHas Habnwogaemas kaptuHa B ip firewall connection u torch
TaK e pecypcbl U KaHazbl OyayT 3arpy»eHbl

Uptime: |02:42:18 E 0K I
Free Memory: | 225.1 MiB PClI
Profile (Running =] 3 Total Memory:
-0 3 [ s e W
- O =]
Q ¢ CPU Frequency: |2294 MHz
oY ot —
'Name +[CPU (Usage - p
= S Free HDD Space:
ewech : };g'_ . Total HDD Size:
networking 0 25|
profiing 0 05] N Sector Wiies Since Reboot:
routing 0 00 d
= 0 00 NG Total Sector Wites:
winbox 0 00
Archtecture Name:
Board Name:
tool profile freeze-frame-interval=1 system resource cpu print
s shiiialalkpioste ki ied st

D2



Prevent ICMP smurf attack

- Configure routers not to forward or accept packets
directed to broadcast addresses.

« Configure individual hosts or routers to not respond to
ping requests from outside

/ip firewall filter

add action=drop chain=input dst-address-type=broadcast
icmp-options=0:0-255 protocol=icmp

add action=drop chain=input in-interface-list=-OUTSIDE
protocol=icmp



Rate Limit and ICMP flood prevention

+ OTKpbIBanTe TONIbKO HY>KHble TUMbl 1 Koabl ICMP, ocTanbHble
onokumpywire.

« OTKpbIBanTe TONbKO HYXXHOK KO/-BO 3a Nepuoj, BpeMeHU UCMNob3yn
napameTp Rate-limit

- He npurHumaiite ICMP O Ha broadcast

- icnonb3yTie BCTpoeHHyio yTunuty Ping Flood ans TectmpoBaHus
(To/bKO [191 TECTMPOBAHWA)

Generd Advanced Bdra |Action Statistics CCns
~w- Connection Limit _'-‘émX',
-a- Limk A
- 3 [——
5
Fiter Rules NAT Mangle Service Pots Connections Address Lists Layer? Protocols D‘u:"[ AN\
N -w- Dst. o
% = ¢ % (1| T 00 ResetCounters 00 Reset All Counters - N
" Action |Chain Src. Address | Dst. Address |Protocol |Src. Pot |Dst. Pot  |in. Inter... Out. Int... Bytes Packets
1 HKdrop input 1 {icmp) 10.3 KB 7

o4



Flood Ping To: [10.1.1.1
Packet Count: [1000

Packet Size: | 1500
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Password Brute Force Attack

« bpyTdopcom Ha3biBaETCA METOA B3/I0MA PA3/IMYHbIX YHETHbIX 3anuncen?,
nyTem nofoopa I0rMHa 1 napona®,

- TepmuH 0Opa3oBaH OT coyeTaHus aHrniAckmx cnos brute force,
O3HavaloLWmMxX B nepeBoje 'rpybon cnabl”

- Ero cyTb 3aKnto4aeTcs B aBTOMATV3MPOBAHHOM nepebope Bcex
[0MYCTUMbIX KOMOMHALMIA NAPOAS K YYETHOM 3aNnCK C LEbIO BbISIBNEHNS
NPaBWIbHOTO.

« PelleHne 3aaum HaxoguTca npy nepedope HObLIOro KoAnYecTBa
CUMBO/OB, YMCeN, UX KOMOMHALMIA. Ka bl BAPUAHT NPOBePSIeTCs Ha
BEPHOCTb.

« C TOYKM 3peHns MATEMATVKM PeLnTb 334a4y TaKUM CrnocoOOM MOXHO
BCeraa, HoO BpeMeHHble 3aTpaThl HA MOWUCKM HEe BO BCEX CNYYasiX
OMpaBMbIBAIOT LIe/b, TaK KAk NOJie MOUCKA PeLleHnini OrpoOMHO.



HabnoLaemas cuTyauums. ..

Password Brute Force Attack

Src. Address: [0.0.0.0/0

Dst. Address: |0.0.0.0/0

8 |
P |
i
- Sro. Address6: /0 | =
| So. o e S - (oo ] -
H (¥ Dst. Address [v| Dst. Address6 ' o E
H ] MAC Protocol [v] Port MAC Protocol @ ﬂ?] éc
7 = Potocal Dm?., Protocol: |any I3 -
H [JDscP \> Port: |any 3 :
H = 1
H A VLAN Id: [any =] 2
DSCP: [any =]
N
B.. [Protocol [Srer N/ [Dst. [TxRate | Rx Rate 7| Tx Pack... | Fx Pack...| -
- 806p) 6 top) 192,163.1254:35202 192 168.1.1:22 (ssh) Obps  Obps 0 0 -
| 8006p) 6 ep), 192.168.1.254:45605 192.168.1.1:22 (ssh) Obps  Obps 0 0 i
| 8006p) Bigcp) 192 168.1.254:38707 192.168.1.1:22 (ssh) Qbps.  Obps 0 0
| 800 i)\ | 6.ep) 192.168.1.254:40363 192.168.1.1:22 (ssh) Obps|  Obps 0 0
800 Gp)\ 6 tcp) 192.168.1.254:57012 192 168.1.1:22 (ssh) Obps  Obps 0 0
800%R) 6 top) 192.168.1.254:51584 192.168.1.1:22 (ssh) Qbps  Obps 0 0
/8006p) 6 fep) 192.168.1.254:40917 192.168.1.1:22 (ssh) Qbps  Obps 0 0
"800p) 6 fcp) 1921681 25459630 192.168.1.1:22 (ssh) Obps  Obps 0 0 o
800(p) 6 fcp) 192.168.1.254:42983 192.168.1.1:22 (ssh) Qbps  Obps 0 L
800Gp) 6 top) 192.168.1.254:56839 192.168.1.1:22 (ssh) Qbps  Obps 0 N -
8006p) 6 fcp) 192.168.1.254:42752 192.168.1.1:22 (ssh) Obps  Obps Q0 . \0
800Gp) 6 top) 192.168.1.254:58035 192.168.1.1:22 (ssh) Obps  Obps 0 \N\9
800Gp) 6 kop) 192.168.1.254:34375 192.168.1.1:22 (ssh) Qbps  Obps 0 0
8006p) 6 fop) 152 168125452383 192 168.1.1:22 (ssh) Obps  Obps 0 0
800 6p) 6 bop) 192 168.1. 25457142 192.168.1.1:22 (ssh) Obps  Obps 0 0 -
T0items | Total Tx: 0bps | Total Rxc 0bps | Total Tx Packet: 0 | Total Rx Packet: 0

BAPWAHTbI 3aLMTbI?

Torch (Running|
- Fiters. Start
= : [0.0.0.0/0
(3] sre. Address: | ] —
|s  Dst. Address: [0.0.0.0/0 |
i 2 Close
Src. Address6: |:-/0 |
v| Src. Address v Src. Address6 o m | New Window
| [ Dst. Address v] Dst. Address6 ; =
8| [T] MAC Protocol v Port MAC Protocol: [al =]
5| [ Protocal Y., ] VLAN id Protocal: [any %
3| Cos, Pot: any 3]
8 A VLAN id: [any =]
HIRA 05CP: [any =1
P N
&|[B [Protocol [Src. [Dst. [TxRate |Rx Rate = |Tx Pack.. [Rx Pack..| = “|»
E’v 800 (p) 6 fcp) 192.168.1.254:40876 192.168.1.1:23 gelnet) 592bps 1120 bps 1 2
f 800(p) 6 tcp) 192.168.1.254:57657 192.168.1.1:23 gelnet) 968bps 1056 bps 1 W 7
B’ 8000p) 6 fcp) 192.168.1.254:44580 192.168.1.1:23 geinet) 22kbps  528bps 1 . N\
gl|/B006p) 6 top) 192.168.1.254:53695 192.168.1.1:23 gelnet) Dbps Dbps [ ™
8 800(p) 6 fcp) 192.168.1.254:45764 192.168.1.1:23 {elnet) Obps Obps A " 0
g 80000) 6 fcp) 192.168.1.254:51001 192.168.1.1:23 felnet) Obps Dbps LN 0
8
8
8
8
8
8
8
8
8]
5| 6ems [Total Tx: 38kbps ~ [Total Rc 27kbps | Total T Packet: 3 [Total Rx Packet: 5
81183 G ficp) 735920 established Ubps/Ubps 683 8/765 8

o8




Prevention Password Brute Force Attack

+ OrpaHnyeHne Koan4ecTsa nomnbITOK JOCTYMHbIX
nosb30BaTensam s besycnewHo Bxoaa

- BpemeHHas 0/10KMpOBKA NO/b30BaTeNen, KOTOpble
NPEeBbLILLAIOT YKA3aHHbIV IMMUT HEeYOAUYHbIX MOMbITOK
BX0oJa

» TpeboBaHwe K N0/b30BATENAM CO34ABAThb CIOXKHbIE
naposn

- [lepnoanyeckast CMeHa napong



add src to address-list=3conn
tima = 3 day

<

add src to address-list=1conn
time =5s

A 4

t tcp = 8291 accept

Prevention Password Brute
Force Attack

ip firewall filter
action=add-src-to-address-list
time=

LA

HACTpOWTE 3awwumTy OT BruteForce B 0TAENbHOIA
Llernoyke

AN OpTOB 8291,22 (Mnn Jpyrux, eCn Bbl U3MEHNIIN

nopTbl)

=

60
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Port Scan Detection

- A port scan is a method for determining which ports on
a network are open or available.

- Running a port scan on a network or server reveals
which ports are open and listening (receiving
information)

- Port Scan tools (like NMAP) can detect what version of
an application is running on-a port

- Port scanning is the “gate” for starting an attack or
penetration to your networks



Port Scan Detection

- Scanning available ports on the target

~# nmap 192.168.1.1

Starting Nmap 6.49BETA4 ( https://nmap.org ) at 2018-09-26 04:33 WIB
Nmap scan report for 192.168.1.1
Host is up (0.0018s latency).
Not shown: 991 closed ports
STATE SERVICE
open ftp
open ssh
open telnet
open domain
open http
open bgp
open https
), cisco-sccp
8291 /tcp open unknown
MAC Address: 00:50:56:3B:5B:C6 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.13 seconds



Preventing Port Scanner

ip firewall filter - extra

New Firewall Rule

Port Scan Detect(PSD). Onuus, NO3BONSIOLLAA HACTPOUTL ONpefeNneHHble cobbITHA
General Advanced Bxdra |Action Statistics

CKaHMpOBaHW: NOPTOB.

Nons: ¥~ Connection Limit
¥ Limit

Weight Threshold = NMpwu kakom 3Hauennm cpabotaer. v~ Dat. Lk
v~ Nth

Delay Threshold = MakcumanbHas 3afepxka Mexy naketamu ¢ pasHbIMi NopTamm s

Ha3HaueHws, NPULIeLMMI C OfIHOTO afpeca. T, .
¥ Dst. Address Type
4 PSD

Low Port Weight = ckonbko npu noacyeTe CTOMT KkAblid nopT B guana3oHe 0-1023.
g pu noa /! PTBA Weight Threshold: | 21|

High Port Weight = ckonbko npu NoacueTe CTOMT Kaabli NopT B AvanasoHe Delay Threshold: |00:00:03 \
1024-65535. ] Low Port Weight: |3

1 High Port Weight: |1

Hanpumep, Ha CKprHLWOTe Npasuno cpaboTaert, ecin Byaer npockaHuposaHo 7 1 bonee
NOpTOB B NPVUBMAErMPOBAHHOM AnanasoHe; Uan 21 u bonee nopTos B
HenpyBWAErMpOBaHHOM AnanasoHe. Mpu 3TOM Nay3a Mexay NOCTyNatoLLUMK NakeTamm
C O[JHOTO UCTOYHWMKA, HAMPABAEHHOTO HA pa3Hble NopThl ByaeT He bonee 3 cekyHp. action-add-src-to-address-list
address-list="port scanners’
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Preventing Port Scanner

/ip firewall filter
add action=drop chain=input src-address-list="port scanners’

add action=add-src-to-address-list address-list="port scanners’

chain=input
comment="Port scanners to list " protocol=tcp psd=21,3s.3.1

add action=add-src-to-address-list address-list="port scanners’

chain=input
comment="NMAP FIN Stealth scan” protocol-tcp tcp-flags=\
fin!syn!rst!psh,lack,!urg

add action=add-src-to-address-list address-list="port scanners”

chain=input
comment="SYN/FIN scan” protocol=tcp tcp-flags=fin,syn

add action-add-src-to-address-list address-list="port scanners’

chain=input
comment="SYN/RST scan” protocol=tcp tcp-flags=syn,rst

add action=add-src-to-address-list address-list="port scanners’

chain=input
comment="FIN/PSH/URG scan’ protocol=tcp tcp-flags=\
fin.psh,urg,!syn,!rst,lack

add action=add-src-to-address-list address-list="port scanners’

chain=input
comment="ALL/ALL scan’ protocol=tcp tcp-flags=\
fin,syn.rst.psh,ack,urg

add action=add-src-to-address-list address-list="port scanners’

chain=input
comment="NMAP NULL scan’ protocol-tcp tcp-flags=\
ifinlsyn.!rst.!psh.lack.!urg

address-list-timeout=2w

address-list-timeout=2w

address-list-timeout=2w

address-list-timeout-2w

address-list-timeout=2w

address-list-timeout=2w

address-list-timeout=2w
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Preventing Port Scanner |_ A

NobaBbTe 3awWumTy K Bawemy Firewall oT ckaHmpoBaHus nopTos
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