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Uto Takoe kpuntorpadus

[peyecknii TepMUH «KpUNTOrpadusi» 03HAYAET «CEKPETHbIN LWPUPT».
KpunTorpadus - 370 061acTb Hayku Kpuntonorum ob obecneyeHnm
0€30MaCHOCTM JaHHbIX. OHA 3AHMMAETCS MOMCKAMM PeLEHNI YeTbIPEX BAKHbIX
npobnem 6e30NacHOCTV - KOHPUAEHUMANBHOCTH, ayTEHTUPUKALUY,
LLeIOCTHOCTU M KOHTPOASl YH4AaCTHUKOB B3aMMOJENCTBUS.,
Kpuntocuctema paboTtaet no onpeaeneHHon Metogonorumn (npoueaype). OHa
COCTOMUT U3

» O[IHOTO Mn DONee ANTOPUTMOB LIMGPOBAHKS (MaTeMaTUYecKnx GOpMy);

K/IK04EW, MCNONb3YEMbIX STUMU ANTOPUTMAMM LIMPPOBAHNS;

* CUCTEeMbI YNPaBAEHUS KIOYaMU;

* He3aWnPPOBAHHOIO TEKCTA;

* 1 3aWMPPOBAHHOTO TeKCTa (LWMPPOTEKCTA).
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MexaHn3mMbl 0e30NacHOCTHU

- llindpoaHue:
- Mpouecc npeobpa3oBaHns OTKPbLITOTO TEKCTA B 3aLUMPPOBAHHBIN TEKCT C
MCNO/b30BaHNEM KPUNTOrpadunyecKoro Katua.
- Ha ypoBHe npunoxenunii (Application Layer)- ncnonb3yeTcs anst 3almieHHomn
3/1EKTPOHHON NOUTbI, CEAHCOB 0a3bl JAHHbIX 1 0OMeHa CO00LLEHNAMN.
- Ha ypoBHe ceaHcoB (Session layer) - ncnonbdyercs Secure Socket Layer (SSL)
wnv Transport Layer Security (TLS)
- Ha'CeTeBOM YPOBHE - MCMOAb30BaHWNE NPOTOKOJIOB, TAKNX KakK IPsec
MpeumyLLecTBa xopouie20 aj120pUTMa Wu@PpPoBaHus:
* YCTOMUMBOCTb K KpUNTOrpadpuyeckon atake
- [lepeMeHHas 4IrHa K1Ya M MacluTabmpyemocTb
* HeT orpaHnyeHmnin Ha 3KCNOPT UAKU UMMNOPT



TepmMuHbI

- plaintext (P) : opurnHanbHoe coobueHne

- ciphertext (C): 3akoanpoBaHHoe coobLleHve

- cipher : anroputm npeobpazoBaHMs OTKPLITOro TEKCTA B 3alMPPOBAHHDbIN TEKCT

« key (k) : vnpopmaums, ncnonbyemas B wrdpe, n3BeCTHA TONbKO OTNPABUTENIO / NONYYATENIO
- encipher/encrypt (e) : npeobpa3oBaHne OTKpbLITOrO TeKCTa B 3aLUMPPOBAHHBIN TEKCT

- decipher/decrypt (d) : BoccTaHOBNEHNE OTKPBLITOrO TEKCTA U3 3aWMPPOBAHHOTO

- cryptography : nsyuyenne npuHUMNoB / MeToL0B WHpPOBaHMS

- cryptanalysis : n3yyeHvie npuHUMNOB / METOAOB paclundpOBKM 3aLIMPPOBAHHOTO TekCTa Oe3
3HaHMS KNo4a

- cryptology :06nactb kak kpuntTorpaduu, Tak v KpunToaHanM3a

« CeKpeTHOCTb AAHHDIX
« [1poBepKa LLeNOCTHOCTM AAHHbIX
- [IpoBepKa NOAJNHHOCTH



CummeTpuuHoe wmdpoBaHme

Mcnonb3yeTcs OOMH K0, C NOMOLLbIO KOTOPOrO NPOM3BOAMTCS Kak
LWNPPOBAHME, TaK N pacCLIMPPOBKA C MCNOIb30BAHMEM OLHOIO U TOTO
Ke aIrOpUTMa CUMMETPUYHOTO WMPOBAHNS.

JTOT K104 NepefaeTcs ABYM YHACTHMKAM B3AMMOAENCTBHS
0e30MacHbIM 00pa3om 0 nepefayn 3aMPPOBAHHBIX JAHHDBIX.

- TaK)Ke M3BECTEeH KakK a/IFOPUTM CEKPETHOTO KJItoua.
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Symmetric Key Algorithms
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Symmetric key algorithm Key size

DES (Data Encryption Standard) 56-bit Keys

3DES (Triple Data Encryption Standard) 112-bit and 168-bit keys

A(E:é%ivanced Encryption Standard) 128?192, and 256-bit keys

-bit keys

2 ¢© 40 and 64-bit keys ¢

&' & . :
,@b RC4 ,@b 1 to 256-bit keys ,@b

QO RCS &30 0 to 2040-bit keys &30
S\ RC6 N\ 128, 192, and 256-bit keys
Blowfish 32 to 448-bit keys
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Advanced Encryption Standard (AES) - oauH 13 Hanbonee 4acTo
MCMOAb3YEMbIX M Hanbonee 6e30MacHbIX arOPUTMOB LINPPOBAHUS,
[OCTYMHbIX CEroaHs.

3aMeHa cTtapetoLllemy ctaHaapty DES.
fIBHble MpMeMyLLEeCTBa:
- 0/104HOE WNPPOBAHKE, A HE MOTOYHOE
« 3HAYUTENbHAA Q/IMHHA K/ToYa 256 OUT vs 56 OuUT

Key@ Possible
(‘} combinations _
el 2 Key size Time to Crack
oo i3 56-bit 399 seconds
=bi =
16-bit 65536 128-bit 1.02 X 1013years
-bi 9 .
s OES 7o 192-bit 1.872 x 10 years
64-bit 1.8 x 1019 _hi 56
T 256-bit 3.31 x 10°" years
192-bit (AES) 6.2 x 10%7
256-bit (AES) 1.1 % 1077




4,0-pa3paLHble CUMMETPUYHDBIE K/TIOYN BECbMA HEHAAEXHbI, 719 HUX BpeMS
MOIHOTO nepebopa Ha BbICOKOMPOW3BOANTE/IbHOM KOMIMbIOTEPE OLLEHNBAETCS
MUHYTamu. PekomeHayeTcs ncnoib3oBath 128-pa3psiHble Koum

CYMMETpUYHBIe CMCTeMbl 00/134AI0T CAMOI BbICOKOW CKOPOCTbIO LWM(PPOBAHMS
N paclwmMppoBkn. OQHAKO B CUMMETPUYHbBIX CMCTEMAX eCTb 00/bLLAS
npobnema: aBe CTOPOHbI LO/KHbI KAK-TO. JOTOBOPUTLCS O Kltoue LUNM(POBAHKS.
J1a npo6iemMa U3BeCTHA KaK 3afaya pacnpeeneHus Kaloven.



OCHOBHble MOMEHTbI KpunTorpaguu:

« CeKpeTHOCTb JaHHbIX
- [lpoBepKa LeI0CTHOCTU AAHHbIX
- [1poBepKa NOAJIMHHOCTH

Xaw-pyHkumna npeobpasyet 601bwon 00bem AAHHBIX B MAIEHbKMI X3LU-OANMKECT
(128 nnm 160 6uT)

OObIYHO IPUMEHSIOTCS CeayoLme X3LW-QYHKLUNMN:

- MD2, MD5 - pa3pabotanbl komnarmen RSA Data Security, co3pator 128-

pa3pagHble JanaXecTbl;
- SHA1,2 - paspabotanHas NIST (HauMoHaIbHbIM MHCTUTYTOM CTaHAPTOB M

TexHonormn CLUA), co3paet 160-paspagHble X3wm.
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AcummeTpuuHoe wugposBaHue

» TakKe Ha3blBAETCS KpunTorpapuert C OTKPbITbIM KIHOUOM.

» KaXAblt MOXET BUAETb OTKPbITbIN K104,

» OTAeNbHble KUY N8 WMPPOBAHMS U AelnppoBaHms (Napbl OTKPLITOrO M CEKPETHOIO KNtoUen
(512, 1024 vinn 2048 6uT)).

- [IprMepbl AITOPUTMOB AaCUMMETPUYHOTO Ktoda: RSA Rivers,Shamir,Adelman, DSA, Diffie-
Hellman, El Gamal, Elliptic Curve and PKCS
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ACMMMeTPUYHOe WwndpoBaHme

RSA-nepBas 1 4o c1x Nop camas pacnpocTpaHeHHas peannsaunsa, Ha3paHa no
MMeHaM ee co3gaTenen: PuBecta, Lamupa n AoenbmaHa, ocHoBartenen
komnaHmm RSA Data Security

DSA-yka3aHHbIN B cTaHfapTe undposon nognucy (DSS) NIST, obecneunsaet
BO3MOXHOCTb LM($POBONM NOANUCH A5 ayTEHTUPMKALMN COODLLIEHNIA
Diffie-Hellman-ncnonb3yetcs Tonbko Ang 0bMeHa CeKpeTHbIMU K/lo4aMK, a He
0015 QyTeHTUGMKALMN UK LMBPOBOM NOANNCH

ElGamal-noxox Ha Diffie-Hellman n ucnonb3syetcs ons obmeHa kaoyamm
PKCS-Habop COBMeCTUMbIX CTaHAAPTOB M PYKOBOACTB

CyLLLECTBEHHbIN HEAOCTATOK KPUNTOFPAPUUYECKMX CUCTEM C OTKPbITBIM KAIOUYOM -
MX OYEHb HM3Kas CKOPOCTb (Ha ABA-TPU NOPSAAKA HUXKE, YEM Y CUCTEM
CUMMETPUYHOTO WN(PPOBAHMS), MO3TOMY OHU He roasaTcs 4is WnuppoBaHus
00/bLLNX 0OBEMOB [JAHHbIX



Lindpposas nognucob » CeKpeTHOCTb IAHHbIX
- [poBepka LiesIoCTHOCTH JaHHbIX

[lognucaHve OaHHbIX - Npouenypa, obbeanHsawowas MpoBepKa NoAIMHHOCTH

[1BE KpUNTorpaduyeckme TEXHONOrMu:
ACMMMETPUYHOE LWIN(PPOBAHME N X3LWMPOBAHNE.
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LLIndpoBaHMe CEaHCOBbIM KNIOUOM

Public CTAOWA 1 Public

S k OBMEH K/IOHAMM IK\ CMMMeTp"qHaﬂ KpHﬂTorpa(I)"ﬂ
~__ obecneynBaeT CEKPETHOCTb AAHHbIX

f % ,Vg-ﬁ« X3LMpPOBaHHe

A P M .| - WX LEeNoCTHOCTb,
o " LS aCMMMeTpUYHas Kpuntorpadms
Public i cTAOMA 2 ) Dubhc‘ rapaHTleyeT HO,D.IIMHHOCTb
> OBMEH COOBLLEHVEM % R JJ'aH H b I X

.. MCaYKUT AN obMeHa Kavamu.
Go—v'

OCTaeTCca pewwnTb NOCAeAHI0 npobaemy
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Public Key Infrastructure (PKI)

UHpacTpykTypa oTKpbITbIX KAtouei (MOK, anra. PKI - Public Key Infrastructure) —
Habop CpeaCTB (TEXHUYECKMX, MATEPUAIbHBIX, THOACKUX U T. [1.), PACNPesenéHHbIX Cyxo
N KOMMOHEHTOB, B COBOKYMHOCTU MCMO/b3YyeMbIX A1 MOAAEPXKN KPpUNTO3aaad Ha
OCHOBE 3aKPbITOrO M OTKPbITOrO KtoYen. B ocHoBe PKI 1eXMT MCnob3oBaHMe
KpUNTOrpaguyecKon CMCTeMbl C OTKPbITbIM K/IKOHUOM M HECKOIbKO OCHOBHbIX MPUHLMMOB!

» 3aKpbITbIV K/IOY (private key) n3BecTeH TO/IbKO €ro BAafeNbLLy;

* YIOCTOBEPAIOLLMN LLEHTP CO30AET 3NEKTPOHHbIN IOKYMEHT — CepTUPUKAT OTKPbITOrO
K/TI04a, TakKMM 00pa3om yaoCcToBepsst GaKT TOro, 4TO 3aKPbITbIN (CEKPETHbIN) KoY
M3BECTEH 3KCK/O3UBHO BNALE/bLY 3TOro ceptudumkara, oTKpbITbii katou (public key)
cB0OOJHO NepefaeTcs B cepTudurkare;

* HVKTO He JoBepsieT ApYr APYry, HO BCe JOBEPSIOT YA0CTOBEPSIOLEMY LIEHTPY;

* YOOCTOBEPAIOLLMI LLEHTP NOATBEPXKAAET MM ONPOBEPraeT NPUHABIEXHOCTD
OTKPbITOrO K/to4a 3aJaHHOMY JINLLY, KOTOPOE BAAeeT COOTBETCTBYIOLLMM 3aKPbITbIM
KJTIOYOM.



OCHOBHbIE ®YHKU W PKI

- Perncrpaumd

* MHnymannsaumns

- CepTudpukaums

- BocctaHOBNEHMe Napbl KoYen
- [eHepaumng Kno4a

- OBGHOB/IEHME KNtOYa

- NepekpecTHas cepTupuKaums
+ OT3bIB



Components of a PKI

: ; 'Tj:;‘.
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AN

- Certificate authority (CA) L & |
. Validation authority (VA) o N
- Registration authority (RA) 8 =,1 | v

Central directory 1§ |
p < Q»’\

1) Monb3oBatenb 3anpalumBaeT cepTUUKAT CO CBOMM OTKPbITbIM KIHOYOM B LeHTpe pernctpaumm-(RA).
2) RA noaTBepXaaeT IMYHOCTb MOb30BaTeNs B LeHTpe cepTudukaumm (CA), KOTOPbIN, B CBOKO
ouepefb, BblaaeT cepTudmKar.

3) Monb3oBartenb NOANMCHIBAET KAKON-NMOO AOKYMEHT B LUPPOBOM BMAE, NCMO/b3YS CBON HOBbIV
cepTudmKar.

4) JINYHOCTb NONb30BATE/ISA NPOBEPSETCA LOTOBAPUBAIOLLENCA CTOPOHON C NMOMOLLbIO NPOBEPSIOLLETO
opraHa (VA), KOTopbIv Nony4yaeT MHPOPMALMIO O BblAAHHbIX cepThdukatax ot CA.
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OT3bIB cepTuduMKara

« [peanonoxum, 4To KOMY-TO (MM YeMy-To) cepTUMKAT DOMbLLE HEe HYXeH (Yel0BeK YBOAWICS,
CKOMMPOMETUPOBAH CEKPETHbIN KoY U T.1.).
+ CpoK [JencTBus cepTudumKaTa eLLé He KOHUUCA, HO HYXXHO, 4TODbI OH He paboTan.
+ [nsa 3toro agmuuuctpatop CA 0OHOBASIET CMMCOK OTO3BAHHbIX CEPTUPMKATOB
(Certificate revocation list — nanee CRL) n pa3mewlaer ero B JOCTYNHOM [J/11 BCEX MeCTe

Lienoukn ceptudmkaros

LieHTp ceptndukaummn (CA)MOXET AeNernpoBaTh YacTb CBOMX MONHOMOUNA
nogumMHeHHomy CA, BblaB eMy COOTBETCTBYIOLWMI CepTUDUKAT.

ECn cepTudmKaTt KOHEYHOrO NO/1b30BATENS BbIAAH HE KOPHEBbIM (Root), a
npoMexxyTouHbiM CA, MpoBepKa Takoro cepTudrkara npeBpaLLaeTCs B
NPOBEPKY LieMnoYKM cepTUPUKAToB



OT3bIB cepTuduMKara
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OT3bIB cepTuduMKara
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NPOBEPKY LieMnoYKM cepTUPUKAToB
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Ceptudukar

- CepTnduKaT - 3TO ABOMYHASA CTPYKTYPA, COAepKaLLas MHPOPMALMIO O
BAAJe/NbLie OTKPbITOrO K1oYa.

- Camas pacnpocTpaHeHHas Gpopma cepTupuKkartos - ceptudurkatbl X.509
Bepcuii 1,2 n 3.

» X.509 - 3T0 NPOMBbILLIEHHbIN CTAHAAPT CEPTUPUKATOB, ONPESENEHHbIN B
RFC-2459;



Ceptudukar X.509 :

* HOMep Bepcun - 1, 2 uaun 3;

* SMUTEHT - UM$ IMUTEHTA, BbINYCTUBLLIErO cepTuduKaT, 0bbI4HO B popmaTe X.500;

* CEpUIHDBIA HOMEP - YNCN0BOI MaeHTUMKATOP cepTUPUKATA, YHUKANbHDIA 4151 JAHHOTO SMUTEHTA;

* CPOK JefCTBMS - CPOK, B TeUeHKe KOTOPOro CepTUPUKAT CHATAETCS JeNCTBUTENbHbIM;

« CyObeKT - MM BNaeNbLA 3aKPbITOrO K/K0Ua, NAPHOTO OTKPLITOMY K/IHOUY, COAEPKALLEMYCS B CepTUPUKATE; KakK
1 M3 IMUTEHTA 00bIYHO B popmate X.500 ;

* MHPOpMaLMA 00 OTKPLITOM KItOYe - AEHTUPUKATOP aNropuTMa aCUMMETPUYHOTO LWMPPOBAHMS, IMHA KHOYA
1 CODCTBEHHO 3HAaYeHMe OTKPbLITOrO KoYa;

* AIrOPUTM LPPOBOI NOAMNCK - MAEHTUPMKATOP ANTOpPUTMA (TOYHEE Napbl AITOPUTMOB: X3LUMPOBAHWA U
ACUMMETPUYHOTO LWPPOBAHKMA), UCNONb3YEMOTO AN CO3AAHUSA LPOBOI NOAMUCK CEPTUPUKATA;

+ undpoBas NoLNMCL cepTndMKaTa - X3 YaCTU COAEPKMMOr0-CepTUPMKATA, 3aWMPPOBAHHBIN 3aKPbITHIM
KMOYOM 3MUTEHTA.

Camo 3HaueHwWe 3aKpbITOro Ktoya B CepTUdUKaTe HUKOTAA He MPUCYTCTBYET U XPAHUTCSH OTAENbHO.



OCHOBHbIe KOMIOOHEeHTbl uMeHn X.500

KOMMNOHeHT OnucaHue

¥ CTpaHa aBymst OykBamu

S nnm SP LLITaT, 06nacTb, NpoBNHLMS
L HaceneHHbIV NYHKT

STREET AApec B HaCeNEHHOM MyHKTE
O OpraHu3auus

Oou OToen B opraHmn3aumm

CN OOLee nmsa

E nnn Email ALpec 31eKTPOHHOM NOYTHI

"C=UA, S=Kiev, L=Kiev, O=MTI IT, OU=Software, CN=Pupkin Vasilii Ivanovich, E=pupkin@mti.ua”



CA- LlenTp CepTudpukaLmm 310:

* DMUTEHT, NOANUCABLIUI CepTUPUKAT

- [loBepeHHas (TpeTbs) CTOPOHA

« Ha ocHOBe MoJenun 1oBepus

« Tnnbl:

- KopnopatnsHbin CA

NHoveupyanbHbin CA (PGP)
rnobanbHbin CA (Takoi Kak VeriSign)
DyHKLUMN:

Perncrpauma n nposepka NOANUCYMKOB
- Bblgaua n ynpasneHue ceptupukaTamm
- YnpaB/ieHve 0T3bIBOM 1 BO30OHOBNEHMEM CEPTUPUNKATOB
- Co3gaHne NoAnTuK 1 npoLenyp

L ]



SELF-SIGNED
CERTIFICATES



SELF-SIGNED
CERTIFICATES

- Camo3aBepsioLLmin SSL-cepTUGHKAT He MCNOb3yeT LENOUKY 10Bepus,
00bIYHO MCNONb3yeMyto ApyrMMmn SSL-cepTudurkaTamm.

» SIBNFETCA NOLANMUCAHHBIM TEM XKE INLOM, YblO MAEHTUDMKALMOHHYIO
MHPOPMALMIO OH CepTUOULIMPYET.

- Yalle BCero ncnonb3yercs, Koraa KOMNaHMs XOUeT BbINONHUTb BHYTPEHHEe
TeCTMpOBaHue Be3 yCuanMi nan 3a cuet NpuodpeTeHns CTaHAAPTHOTO
ceptmdpumkara SSL.



SELF-SIGNED
CERTIFICATES on RouterOS

CHayasa HaMm HeobX0AMMO CO3AaTh CBOM COOCTBEHHbIN CA (LEHTP cepTudurKaumm), KOTopbiit
OymeT NnoAnuCbIBaTb CEPTUPUKATBI.

O x] [=]|E3)
General | Key Usage  Status General Key Usage | Status [ /certificate
Name: [myCA Key Usage: [ digital signature content u add name=myCA
— gLy e | I common-name-myCa
key agreement v key cert. si o .
= = | S ame-myCa
Issuer: s only I I ey-usage=kKey-cert-sign,cri-sign
- < server gated crypto || ocsp si
Courty: [ it Fc
State: | Sign ipsec tunnel ipsec end system Sqn
N ::‘:Ltﬂ’“'ed ;:::':‘:_“ B npuMepe ykasdH MMHI/IMHYM
Offoniton: Tp86yEM bIX KOH(I)I/IpraLI,I/IM. Ho
Unit: Card Reinstal Card Reinstal Ha NPaKTWKe, B LIENAX
A [ covesy | KOPNOPATUBHOI MY COBETBEHHOI
Subject At. Name: - 0Oe3onacHoCcTU Tp86y9TCFI 3dNMONHNUTbL
Export Export
Key Type: [RSA [ e | [ roe | BCe nons no gpopme X.500
Key Size: 2048 ¥
Days Vald: |365

trusted
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SELF-SIGNED
CERTIFICATES on RouterOS

camonognuncbiBaem CO30dHHYIO 3dIOTOBKY
]

[lfx]
Cetficates | SCEP Servers SCEPRA Requests OTP GJGensﬂ||(.yLm Status
-
FFI m | Impot I Card Reinstal ‘ Card Vorlty ” Name: ‘rrl)CA | |
! Nae loser | |
T : /certificate
Show Categories " Si s Ca
Detil Mode sz gnmy
. o |
f Find\_ y* Ctrl+F State: | | .\
E{MNext Ctri+G Locaity: | AJW Sign via SCEP
£ — ) e
,.\}*m\" cA Ut | | [ ot Rt ficates | SCEP Servers SCEP RA  Requésls
e ][] [¥] ot || cotruat]
‘r\t"' Remove DEL | I ] P N7 |
— Ea KAT  myCA A .
o Sign via SCEP [K - private key. A - authortty. T - trusted |
] Set CA Passphrase
Export
T=ITEs
[fiash/pub
[Jfiash/skins
—— |
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SELF-SIGNED

CERTIFICATES on RouterQOS

General | Key Usage Status
Name: |Blue

Issuer:

Country:
State:

Locality: |
Organization:
Unit:

Common Name: |Blue
Subject Alt. Name: | 2NN -
Key Type: [BSA
Key Size: @M_S ¥

Days Valid: |365

Certficates | SCEP Servers SCEPRA Requests OTP CRL

N =] (7] [t |

| Issuer

&
HHIIIHIHHI HHH

(=]

(x]

Coj

Sign via SCEP

Card Reinstall
Card Verify
Set CA Passphrase

Key Usage | Status

k: [ digttal signature

[ | key encipherment
key agreement

| cd sign

[ decipher only

server gated crypto

timestamp
ipsec tunnel
email protect
tls client

Card Reinstall || Cond Verfy || Revoke || Create Cent. Request || Settings. |

| content commitment

al

[x]

data enciphement
key cert. sign

| encipher only

dves

ocsp sign

ipsec user

ipsec end system
code sign

tls server

|Common Name |Subject Alt. N... | Key Size | Days Valid | Trusted
Blue 2048 365
myCA 2048 365 yes

HEIIIHIHHH HEH

Sign via SCEP

Card Reinstall
Card Verify

\
Set CA Passphrase

SCEP URL |CA

- I [N U N

Hawa 3agaya
obecneynTb
cepTudrKaTamm
kniveHToB 'Blue" 1 "Red"

« Co3naem aBe
3aroTOBKU

« J[lo nognnucaHng oHu
He copepXar
HUKAKMX KTHOYen
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SELF-SIGNED TS, . S,

CERTIFICATES Cofest | 59 S SCEPRA. gt OTP CRL

& = 7| | mpot | CardReinstal | CardVedfy || Revoke || Creste Cet Request | Settings |

OI"] RO Ute I'OS Name | Issuer Common Name |Subject Alt. N... [Key Size  |Days Vald  |Trusted | SCEP URL

| Blue Blue 2048 65

[ Red Show Categories Red 2048 365

[KAT  myCA Detail Mode ryCA 2048 365 yes
- MognucbiBaeM HaLim ot :

ﬂ' Find Ctrl+F Certificate: | Blue 1*
34dlfOTOBKH Find Next Ctrl+ G cx D ¢ | ~
cobcTBeHHbIM CA Select Al CtteA | | CACRLHos: ¢

Add INS P |
« Tenepb 3TO BbINYWEHHBSA | [N
Ve | Remove DEL
I'Iapa KNnK4yen 3items (1 selected) — FaN
NPUBATHOTO i
Set CA Passphrasé
nyeAnyHoro Eaport

Certfficates =B

Certficates  SCEP Servers SCEPRA Requests OTP CRL

& JNh g Import Card Reinstall || Card Verfy || Revoke || Create Cert. Request ‘ Settings

[Name  lssuer Common Name |Subject Alt. N... Key Size  |DaysVald  Tusted | SCEP URL [ca Frgeprint | ¥

Kl Blue Blue 2043 365 no myCA 14bdde102dc...

KI Red Red 2048 365 no myCA lececfdd28e...

KAT  myCA myCA 2048 365 yes 2cdb878%ce...
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SELF-SIGNED
CERTIFICATES
on RouterOS

3kcnoptupyem B file list knoun, ncnonb3ys naponb

] E3
Certfficates | SCEP Servers SCEPRA Requests OTP CRL
(|| = [T | impot | CordReinstal || Cord Verfy | Revoke | ISl (=1 &1 |
Name /| Issuer | Commol Certfficate: |Blue |® CA [Fngemirt | v]
K Bue T Cateqori Bue Type: [PEM s myCA 1db4de102dc...
K Red SR Red s > myCA Tccocidd28...
KAT myCA Detail Mode myCA | Export Passphrase: [11111111] - 2cdb878%ce..
Show Columns »
\ = N— ' .
. Find Lo 7| || @ | Backup || Restore | | Upload...
Find Next Ctrl+G HéTNm 7 [Tge sz
cert_export_Blue.crt it file m
Select All Ctrl+A B st Bintey Key fle 185
DOfash disk
g - ‘ Ofiash/pub directory
Rercie DEL [Dfiash/skins directory
[3tems (1selected) | ggn A\
Sign via SCEP
Set CA Passphrase
Export
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SELF-SIGNED
CERTIFICATES
on RouterOS

cert_export_Blue.crt

cert_export_Red.crt
cert_export_Red key

Router (Red)

cert_export_Red.crt

cert_export_Blue.crt
cert_export_blue key

Router (Blue)

3%



SELF-SIGNED |
CERTIFICATES 'lfMﬂopTMpyeM ceptudukatol Ha Router (Blue)

on RouterOS no aHanormu Ha Router(Red)

Certificates | SCEP Servers SCEP RA Requests OTP CRL Certficates | SCEP Servers SCEPRA Requests OTP CRL Certficates | SCEP Servers SCEP RA Requests OTP CRL
+ 7 impot | Card Reinstall || Card Veify || Revoke || Create Ced|| | 3 4 Import || Card Reinstall || Card Verfy || Revoke | Create Cet| e V|| Impot || CardReinstal || Card Verfy || Revoke | Create Cer
Name | Issuer Common Name [Name © [Issuer |Common Name | Name | lssuer |Common Name
T cert_export_Blue.ct_0 'CN=myCA Blue KT cert_export_Blue.cit_0 CN=myCA Biue T cert_export_Red.ct_0 CN=myCA Red
KT cert_export_Blue.cit_0 CN=myCA Blue

B inpot ol
Only Fie: |cert_export_Blue.ct Ay I3 Only File: |cert_export_Blue key U Only File: |cert_export_Red.ct [#]

Passphrase: \OM = Passphrase: | 11111111 ) Passphrase: | |

== ~ SN
: . SR A
=| |7, B| @B | Backup || Restore | Upload.. =| | V| |B| @| Backup " Restore | | Upload.. = |V |B| @ | Backup || Restore |/{“Upload..

. Fllﬂ_]iu';ei /| Type Size Creatiq | | File Name FUAN ¢ | Type |Size |Creati | | TFile Name ; T)PC- o Size Creati
{i Bicen_export_Blue ct crt file i 11118 Sep) || Elcen_export_Blue ot cit file 1118 Ser||[ 5 cent_export_Blue.ct \ Gt file T 111B  Ser
| ! % cert_export_Blue key key file 1858B Sep a cert_export _Blue key keyfile 18588 Ser || B cert_export_Blue key Key file 1858B  Ser
{|" B cert_export_Red crt crt file 1111B  Sep. |=] cert_export_Red.ert crt file 1MB Sef| & cert_export_Red ot “ort file 11118 Sep
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SELF-SIGNED
CERTIFICATES
on RouterOS

Router (Blue)

R.N...|Key Size  |Uays vaiid Irusted
2048 365 yes
2048 365 yes

|Psec Identity <peerRed>

Peer:

Auth. Method:

Certificate:
Remote Certificate:

N Policy Template Group:

Notrack Chain:
My ID Type:
Remoate ID Type:
Match By:

Mode Configuration:
Generate Policy:

peerRed

digital signature

cert_export_Bluect_0

cert_export_Red.crt_0

default

auto

auto

remote id

SLEF UHL

*

+

+

+

[lpumMep ncnosib3oBaHnK B IPSecC 0ia metoga

ayHetudumkaummn Bmecto psk -> digital signature

LA

# Bridge
w4 PPP

== Switch
°13 Mesh
lagsl IP

(5] IPv6

< MPLS
# Routing
{G» System
& Queues
| Files

. Log
M RADIUS
XK Tools I
|, New Teminal
wi»-Dot1X

%5 Parition

| & Make Supout rif
@ Manual

@ New WinBox

E 5a

Router (Red)

Peer:

Auth. Method:

Certificate:
Remote Certificate:

Policy. Template Group:
Notrack Chain:

My ID Type:

Remote ID Type:

Match By:

Mode Configuration:
Generate Policy:

peerBlue

digital signature

cert_export_Red.ct_0

cert_export_Blue ct_0

default

auto

auto

remote id

no

+

*

+

+

+
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SELF-SIGNED CERTIFICATES
on RouterOS for OVPN/SSTP

CHayasa HaMm HeobX0AMMO CO3AaTh CBOM COOCTBEHHbIN CA (LEHTP cepTudurKaumm), KOTopbiit
OymeT NnoAnuCbIBaTb CEPTUPUKATBI.

[=]|E3|
General | Key Usage  Status General Ky Usage | Status i /certificate
OK 0K
Name: [myCA | Key Usage: [ digital signature content u add name=myCA
e | s i __n common-name-myCa
key agreement v key cert. sign o .
— = ekl raiegaie | : key-usage-=key-cert-sign,crl-sign
N - 9 server gated crypto ocsp sign
Country: |\ Remove timestamp ipsec user
s [ s, | i il IT]
s == —
Organzston impor B npumMepe ykazaH MUHUMYM
U  Cord Reinsal | Cord Renstal Tpedyembix KoH$Urypaumii. Ho
Common Name: |myCA | Covery | [ Covedy | Ha NPAKTUKE, B LLEIAX
SEIS: e = KOpNopaTWBHOW MK COOCTBEHHO
Key Type: [RSA T e | [ e | Oe3onacHoCTv TpebyeTcs 3anonHUTL
Kay Soe: | 2043 i BCe nons no ¢popme X.500
Days Valid: 365
trusted
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4 <\;\ 4 <\’\ ) 7 <\:\
\} \} , \}

2 n Cn
‘\uz ‘\../ ‘\,,,
" .

&\"”’ &.\e...'
O SELF-SIGNED CERTIFICATES O

\ on RouterOS for OVPN/SSTP N\

CamonopnucbiBaem 3arotosky myCA c ykazaHnem CA CRL Host gnd
[A/IbHENLIEro 0T3blBa CEPTU(PUKATOB

i,i

Certificates lsces-m SCEPRA Requests OTP CRL
|| [ =L [ [ wmpor || Cord Reinstal || Card Vedty || Revoke || Create Cot. Request || Setings |
£
N Show Categories \\“?”
A~ Detail Mode ) UV
\J1 O
"N\ Show Columns > <‘\\
7 s v 2“ v
o™ Find Ctri+F ém T . o™
) (L\w') Find Next Ctrl+G ) Q@ = v . (‘\}w}
&\ Select All Ctrl+A ’\ : /&\
\& Add . \& \(Q
:\\\ Remove pEL NN
\ 1item (1 - N AN
- Sign
Sign via SCEP
Set CA Passphrase
Export

~ R R
N\ AN’ A\
O O Ke)
\J \J \J

x\ $
,&'\"“ “ /&'\ew /&'\(w



SELF-SIGNED CERTIFICATES
on RouterOS for OVPN/SSTP

Co37aemM 3aroTOBKM CepBepa M KIMEHTOB (CKO/IbKO HE0OX0AMMO)

{=]/E3| ol x =1 E3]
s ]| | o b | -
contert =R
L m Key Usage: | digital signature content
daia Cancsl Cancel ey enciphement data enciphement Cancel
key cet. sign o key agreement key cet_sign C
—ia ‘ Aoply align encipher only e
o - = ey 5 o
ocsp sign server gated crypto ocsp sgn
poscun o L XD Fenoe tmesams osccse [ Femae T
e RY = | mm Cmmee e
code sign = b < L = emai protect code sign
& Sign via SCEP | ¥ Sign vie SCEP Is chent server Son v ScEP” |
impot Orgarszation import [t |
[ cordFensat Uni: Card Reineta l
[ cmvenr | ) [ cmvers | Card
Lommon Name: |cliertBlue ooy } = [l
%o ) — |
ot
Key Size: [2048 s
Days Vald: |36
|
)
i
l Wy Vitusted
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O O O
/\'@“' /\'@"} /\'Qﬁ**}
& SELF—SIGN\&FD CERTIFICATES &
N on RouterOS for OVPN/SSTP N
NopnucbiBaem cobcTBeHHbIM LienTpom Ceptudukaumm (myCA)
Certificates
Certficates | SCEP Servers SCEPRA Requests OTP CRL.
/(=] [ 7] [ mpot | Cord Reinstal || Card Verty || Revoke || Greate Cort. Request || Setings |
|Name 7 |lssuer |Common Name |Subject Ak N...[Key Size |Days Vald  [Trusted  |SCEP URL ]
clientBlue clientBlue 2048 365
clientRed
A b—
H\ Show Categories
N\ Detail Mode
7 :> Show Columns >
L\
im* Find Ctrl+F
&&\/ Find Next Ctrl+G
O Select All Ctri+A
x“ 4items (1 selec Add INS
\\3‘ Remove DEL
Sign
Sign via SCEP

/Q’
O

/Q’

O

\v/

)\/.
%

\v/

)\/.
%



SELF-SIGNED CERTIFICATES
on RouterOS for OVPN/SSTP

Inteface | PPPoE Servers Secrets Profiles  Active Connections  L2TP Secrets
+_V ISR Certficate cserver>
Name General | Key Usage Status

=0
ey | _
“.: 1 : Name: |server :
ﬁmehen L tenty Ha ce pBepe CTaBUM
s o — = | ranouky Trusted,
e o NOCKO/bKY Dynem
- e — Organization: ).q : MC”Oﬂb3OBaTb ero Ha.
K clentBlue Unit: | N
o R —& 3TOM MapLUpyT13aTope
|KiT m Subject Alt. Name: _A‘- v
o o 5 :
\ Key Size: (2048
! Days Valid: | 365
v Trusted
|4 tems (1 selected) private key issued trusted
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\‘9‘& |
S
SELF-Sler\@é’ CERTIFICATES
on RouterOS for OVPN/SSTP

= | |Name + | Type | Actual MT T B
intefface | interface Fie List
[#-][=] [~]l3 =] (7] [5][@] | Bachup || Resor | | upcad.. |
| Name | File Name /| Type 'Size Creation Time K4
R eether] [El cert_export_clientBlue p12 pi2fie 33508 Sep/15/201923:03:09

Jan/01/1970 07:00:07
Mar/22/2019 13:01:48
o/l 970 07-00-02

Certficates | SCEP Servers SCEPRA Requests OTP CRL

[#][=] [¥] [ oot |
TN

.....

Detail Mode

217>

Show Columns

Find
Find Next

Select All
Add

Remove

Sign
Sign via SCEP
Set CA Passphrase

Export




SELF-SIGNED CERTIFICATES
on RouterOS for OVPN/SSTP

=I5 T CAPSMAN Certficates | SCEP Servers SCEPRA Requests OTP CRL
crets  Profiles  Active Connections  L2TP Secrets ”_-““m p—— #|—| |V | impot || CardRenstall || Card Verfy || Revoke || Cre:
| [ | [ [ | i | Name 7 |lssuer Common Name | £
pep PPTP TP TP VPN PPP . ! ! !
7| Scanner || Server | SSTP Server || L2TP Server || OVPN Server | 'oE Scan [ KT cert_ ciertBiue p12._ CNemyCA b tthon
Actual MTU L2 MTU [Tx P Tx Packet (p/s)  |Rx Packet p/s) |FPTx |¥| LAT  cet_export_clentBiuepl12.. CN=myCA myCA
1 Server Binding 1500 Obps Obps 0 0 —
Inteface  PPPGE Servers Secrets Profles Active Connections  L2TP Secrets
v Enabled Sl [=] [w|[%] ‘@] [T] [ pPP scamner || PPTP Sever || 5STP Server | L2TP Server || OVPN Server
Pot: [1134 { [Name /Type | Actual MTU [L2MTU [Tx [Rx |
Mode: ip ¥ F [R 4-bovpn-out! OVPN Client 1500 Obps Obps'\
r ) Dial Out
MAC Address: |FE-85:AC-22:FE88 General | Status | Treffic "
Max MTU: |1500 Connect To: |172.22.22.11 __\J}
N\ Keepalive Timeout: 60 | ok 11194 —eN oZ
£ X Defautt Profile: |default * £ RADIUS Mode: |ip o N
. r . AN
= Certfficate: |server ¥ User: [test2 P
| z [&m New Teminal i peeems - -
4ftems ( [v Require Cliert Certfficate Password: K 4
Auth.: (v 31 v md5 ﬁp ‘ Profile: |default TN
Cipher: (vl blowfish 128 [ aes 128 |4 Make Supout f Certificate: |cert_export_clientBlue.p12_0 S
aes 192 aes 256 Verify Server Cerfficate
* @ New WinBox . [shat

Auth
Cipher: |blowfish 128

| Add Default Route
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SELF-SIGNED CERTIFICATES
on RouterOS for OVPN/SSTP

Mpu HeobxogumocTun, myCA mMoxeT 0T03BaThb (Revoke) cepTudukar kameHTa

Mesh Interface | PPPOE Servers Secrets Profiles  Active Connections  L2TP Secrets.
g |1 dew|[ = [wi[%]| (@] (7| | PP Scomer || PPTP Server | SSTP Server | L2TP Sewver || OVPN Sever 1| PP
C L ame. Type Actual MTU L2 MTU [T [Rx N [P
77 MPLS %povpnoutl OVPN Client Obps wA\.F Obps
Cestfficates a 32 Routing N sstp-out SSTP Clier 0 bps 0 bps
Cettficates | SCEP Server)SCEP RA Requests OTP CRL & System
#|[=| [ 7]\ mpon || Cord Renstal || Card Veriy || Revoke | Create Cert. Request || Sefings & Gueves
Mame [Issuer Common Name |Subject At. ... |Key Size | Days Valid ed  |SC ACAN
KR clentBie client Blue 365 no. AAAM
clientRed 365 no myCA
KLAT SmyCA Revole 365 yes
KT server 365 myCA
M Do you want a certficate to be revoked? & New Teminal
-

. X PR A N
*
B A
€ Patiion 2tems out of 8 (1 selected)
| Make Supout rif
S 8items (1 sslected)

4%



FREE OF CHARGE VALID CERTIFICATES

» Let's Encrypt - 310 HOBbIN LieHTp cepTudukaummn (CA), KOTOpbIM Npeanaraet
BECMJIATHbBIE SSL-cepTnduKaTbl, KOTOpbIE TaK e 0e30MacHbIl, KaK ¥ TeKyLme
NnaTHble CepTUPUKATDI.

- Let’s Encrypt - 310 becnnatHbIi LEHTP cepTUdUKaLmMm, pa3pabOTAHHbIV
MccnenoBatenbckon rpynnon no besonacHocty B iHTepHete (ISRG).

» SSL-cepTMdMKATbI BblAAIOTCS CPOKOM Ha 90 AHEN, N X HeOOX0AMMO
NPOAANTb. ITW CepTUPMKATbI MPOXOAAT NPOBEPKY AOMEHA, He TPeOyIoT
BblAeNeHHOro IP-aapeca 1 noaaepyxuBatoTca BCEMU pelleHNAMM XOCTUHTa
SiteGround.



B ssiforfree.com

Login Need Hel

Q SSL For Free

Free SSL Certificates & Free Wildcard SSL Certificates in Minutes

Create Free SSL Certificate

® v @

# Secure | hitps // tsyapa.com

100% Free Forever Widely Trusted Enjoy SSL Benefits
Never pay for SSL again. Thanks to Our free SSL certificates are trusted in 99.9% « Protect user data & gain trust
Letsencrypt the first non-profit CA. of all major browsers « Improve Search Engine Ranking

« Prevent forms of website hacking

Over 3,000,000+ Free SSL Certificates Created With SSLForFree
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LIRS S

t 2 @ aPiiigescoMicresteisomains-tsyapa com vwwwisyaps com

Logn  Need Help? | Bugipam. m
Tesmansenn G5 ep

ﬂ SSL FOR FREE

Free SSL Certificate Validation for "tsyapa.com, www.tsyapa.com”

(Add / Edit Domains | Regenerate Account)

Werify that you own the domain Ihvough your web Server of if your domain is not yel an a web server then verily it thfough the DNS. This
prevents othar peagle from getting an SSL cerificate for your domain. By continuing you agree 1o the Lets Encrypl serice agreement You
may need to whitelist 66 133 108 36 if your website is behind a firewall I you recelve a 504 Gateway timeout and cannot connect

mare then apen another Incognitalprivate browser or a different browser to connect again If you have your own CSR Use manual
verification and input it after generating domain verfication files. If you nesd futher help with verification you can also view tutorials.

Automatic FTP Verification Manual Verification Manual Verification (DNS)
is if you cannot verify through a
ver or port add
TXT records to

Enter FTP information to automatically files manually fo L
verify the domain

Manually Verify Domain (HTTP Server)
If you do not hawe your FTP information then follow the following steps to verify domain ownership manually. The server will need to be on

port 80 if HTTP (or port 60 open and forwarding to 443 if HTTPS). If your web server is not listening on port 80 then you will need to
tempararity listen on port 60 or forward port 60 to the port for the web server.

1 Get domain verification files by clicking the bufton below

2. Upload domain verification files to domain (Need help?)
3 Download your free ssl certificate 3. Download your free ssl certificate

R Manual Verificatio

Upload Verification Files

1. Download the following verifieation files by clicking on each link below
1. Download Filg&1
2. Download Eife#2
2. Create a folder inyour domain named " well-known" if it does not already exist. If you use Windows you may have to add a dot at the
end of the felder name in order to create a folder with a dot at the beginning
3. Create‘another folder in your domain under " well-known" named "acme-challenge” if it does not already exist
4. Upload the downloaded files to the "acme-challenge” folder
5. Verify'successful upload by visiting the following links in your browser
1. hitp-//tsyapa com/.well-known/acme-challenge/YKhY T634e6NXFoQBB565004hgk0IFglgxql2aJ Arvhd
2. hitp/fwww tsyapa com/ well-known/acme-challenge/vBVY 9qRJtB 3veOqUnFx6bR4gXOf3FsladmQz_dqESqY¥
6. If the files do not show random alphanumeric characters or shows an error then recheck that you are uploading in the correct place,
Also try viewing the page source (Right-click then click "view page source”) of the above links to make sure nothing else shows up but

the verification file contents. If you use IS then you may have to change your server config so that files witheutan extension (or the
wildcard MIME type) serves as text/plain. Contact your host if you are unsure.

7. Click Download SSL Certificate below.

Download SSL Certificats
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FIP Transfer mode |Binary (archives, doc etc) v |[Disconnect|

Ec od e w2 0 €
(3]0 ~ ftp://al53061_tsyapa@178.208.83.15 |

Certificate:

<O/htpdocs/well-nown/acme-challenge/*> -

HI[FXDCC!ESSMBMISA+I:2NI'l+leZmS]uWquSqﬁSIh!BQEECWA

o MEoxCzAIBgNVBAYTAL) AMZXQ: IQYDVQQD

Name Ext Size +Date ExpHiziGncyBFbetly £ yNTZarudx

OTEyMTQxNTMyNTZaMBUXE nRzeWFUYSS SqGSIb3

NEBAQUAMIBM‘;EUOIBAQCVEr'smBm-ljszSStw)xB!LfS#de‘F

[u] 1XgF 7| LeKiHrrT OFusXh{ 12HOKpGH

BC(BBAZZK:IP@ISIBNKIBBWML L n b T

AQ1BPQLY Gwgdiuch: pl Jpedl*“’ pEL uT‘kﬂlyj

vbVY9qRItB3velqUnFx6bR4gXOf3FsladmQz_dqESqY AqiorOLEPwmd LU R e e

ocKRb1yXvp+ulzj60C0Q611i4q1byMBLHgmyStUfyPudynyf LAGMBAAGggIvMIIC
E] YKhYT634e6NXFoQBB565004 hgkOIFgtaxgl2al ArVhd Stoanc b -

MAWGA1UJEWEB,/ wQCM, HQ' Y 78fgQmb jMBEG

Private Key:
----- BEGIN PRIVATE KEY----- -
MIIEvgIl vEr§+hﬂnM1j
‘fzsstxpmﬁSxDiLfSOdeTFCDEI.ElﬂbIUKuEngF7ED14IuL¢Ki.HrrT=nlchw
FusXhj THENKRkqZ112HOKpGHEC e 31 PQBm328Ne 30y VxXkL7bGanVbwy++b
PhudlnﬂulWFuSSSglluYFIAjlﬂ gliH(bng]!ndH\lBVpkipzdleﬂ
7

; ©0EE9GMI{snDTEwETAKFKIY) 24 pIwLGQIDGHGF TmxK FQLONAKNNHuy
5L QjlesLoCzl

§60C00G)i4q1byHoLHgmyStUFy
PbdymrfleEC“E&t’ yd! 7I'quFRiFSqUURAIBEBABClqd‘!sQZINII

7KLLDyXiZ7cdTpRXF@PV1/S2I] YFBSNAUIMBQTNEWSYKNBEIMAY TtuddsqR
B/ XSBQOTFSVZ122Fx! IhsonfKEN2ITAAL 536N st 1gjXEXIBCZmSHANTER

®
/\ AmyHn1SAXIxXseUN: /DEVWPC11ZRA1+K1ZKg s/ /uvKBQkRsIyNHf lWfb
21UE/ spay JEUGKNH! i000u31MaDSqaeNhr jZg6E Ul j2yeMakmnLok7 zpZt
0 AmxjGTiigXdaf AOGCHrXvZ87Xa10cIrZBDMK BEODCIEMAAS] 1BVMHQEY
CA Bund Root And Intermediate Certificates).

1\521[710\7: -----
MITEKCCAIqEANTBAGIQL, 20LheyncD
C/“ ® @:ﬁx ST JenV zdCBDby SxF

290 1ENBIF gzMBAXDTEZMDMXNZ E2HDAGN]GXDTIXMDHXNZEZHDABN Low

\ 3] GALUEBhMCVVIHXF JAUBEN dCdzIEVUY3IScHOXzZANBg!
® ® dCdzTEVUY3 y IFgzMIIBT]

\ BAMIIBCEKCAQ! 1Lke3cleig: BXCSL7e4SOEF
qBmeNQhYTLEquGIHCEP jde TmB6d1cbpSgHAT15Gan/ PQeGdxyGhkO1ZHP /uaZbhas
SMx+yk13EiSdRxtab7nsHjcAHIy se6cFBs SK671BSTaYucvabTylaN8 jKkkQDIZe

28h. 1b2honzhT 21 EK6BLspkENNNA
26 xKB xuQSXgVopZPKLALKQTGAMDQHE 2PHT AVFrgol7HDBE fivzB/ onkxEZ0tHVS
/PIzarkSHckiv: 1DAQABO41BFTCCAXKWERYDVRRT
AQH/BAgWBREB./ w1 gNVHQ BEBANCAYYufwY T BQUHAQEECIBXMDIG

@ @ Download All SSL Certificate Files

Installing your SSL Certificate

)\/
éﬁ?
e
%
)\/
éﬁ?



ﬂc v [_none_] 29 329 004 k of 81 919 996 k free

Name Ext Size

&[]

plca_bundle crt

_olcertificate crt

Liprivateyy™ key Flony4eHHble CepTUPUKATDI
MOX€eTe UMMNOPTPOBATH HA

| nodble CBOM YCTPOWCTBA U

: MCNONb30BaTb NOJ, Pa3Hbie

cENEC]Y

D2



Lab

B rpynne nogHumute VPN (OVPN) € ncnonb3oBaHnemM ceptudukaTos
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Mcnonb3oBaHMe camonoanuCHbIX CGpTM(I)VIKaTOB Hd yCTpOl?ICTBaX noA yrnpaBieHnem Windows

SSTP (Windows)

SSTP (ROS)

Co3paem ceptudukarbl CA n Server, B kauectBe CN - BHewwHWI [P

A& Quick Set
1 CAPsMAN
[ Intefaces
1 Wireless
&, Bridge
®3 PPP

= Switch
213 Mesh
1P

=8l IPv6

7 MPLS
2 Routing
& System
& Queves
[ Fies

. Log

2 RADIUS
K Tools !
| New Terminal
s Dot 1X

#5 Parition

| Make Supout rf
@ Manual

@ New WinBox

| =1

Certfficates | SCEP Servers SCEPRA Requests OTP CRL

& = T Import Card Reinstall | Card Verfy | Revoke || Create Cert. Request | Settings

Name lssuer Common N... / |Subject At. N... Key Size
KLAT  Chsstp 122N 2048
KIT serverSSTP 172222211 2048

Certificate <CAsstp>

General | Key Usage (Status

Organization: |gtr
Unit: u

Common Name: |172.22.22.11

Key Type: RSA
Key Size: 2048
Days Valid: |365

v Trusted

private key ol authority trusted

Days Valid Trusted

365 yes
365 yes

& Quick Set
i CAPsMAN
™ Interfaces
1 Wireless
24 Brdge
&4 PPP

== Switch
2 Mesh
4P b
58/ IPv6 J
” MPLS: F
& Routing f
& Sstem 1
’Queue:

| Leg

M RADIUS

X Tools f
[ New Teminal
4% Dot1X

¥ Patition

| Make Supout rif
@ Manual

& New WinBox

B &

Certfficates | SCEP Servers SCEP RA Requests OTP CRL

| = T|| mpot | CardReinstal

Name
KLAT  Chsstp

lssuer

KIT  serverSSTP

Certificate <serverSSTP>
General | Key Usage Status

Common Name:

private key

Name:

erverSSTP

Common N...

12221

1m2z2n 2048

Subject Alt. Name:

Key Type:
Key Size:
Days Valid:

I

1722221

RSA

365

| Trusted

trusted

Card Verfy Revoke Create Cert. Request Settings
 [Subject At N_..|[Key Size |Days Valid | Trusted
2048

365 yes
365 yes

o4



SSTP (ROS)

A& Guick Set |

SSTP (Windows)

™Y
Cerficates | SCEP Servers SCEPRA Requests OTP CRL
[qp| /== [F] | mpont || Cord Remstall || CardVedy | Revoke | CreateCett Request | Setings

[ Name Issuer Common N.. + |Subject At.N... Key Size  Days Vaid | Trusted
KLAT  Chsstp 22221 2048 365 yes

Lus serverSSTP mnan 2048 365 yes

kcnopupyem CA ceptudukar Tunom PEM

T CAPSMAN Cenficates | SCEP Servers SCEP RA Requests OTP CAL
1 nterfaces #|[=| [ 7| | mpot || Card Reinstal || Cord Verly || Revoke | Create Cert Request | Settings
I Wireless Name Issuer Common N... / Subject AR N... [Key Size |Days Vaiid | Trusted
32 idge KIAT  Chesip mB2N 2048 365 yes
S KT serverSSTP 172222211 2048 %S yes
%= Swich Cerifficate <CAsstp
12 Mesh General Key Usage | Status
g P Pl Key Usage: |key cen. sign
sg) IPv6 r FF= [ cmed ]
2 MPLS ; :
Mo L ew ]
G2 System |
1 N
A& Quick Set r{"}“ ,
1 CAPsMAN \Certificates |SCEPServes SCEP RA Requests OTP CRL
Cn Y| — — - s
M itefaces . | dp| == | F| | impot || CardReinstal || Card Verfy || Re
i Wireless IName [lssuer lCommon N... # ]
gi Bridge KLAT  Chssip 172222211
\ KIT serverSSTP 172222211
&Y PPP
£ Switch Export
°13 Mesh Cetticate: | EETRN 5
wr I —
[ -
i W6 Export Passphrase: | 1‘
.’ MPLS [

(0|} safe Mode | sesson:[1722222.11]

& Quick Set
1 CAPsMAN
8 Interfaces
1 Wireless
&+, Brdge
=4 PPP

& Switch
%13 Mesh

&l 1P

ix¢! IPv6

.’ MPLS
# Routing
ig? System

(}v
Cetficates | SCEP Servers SCEPRA Requests OTP CRL
#| =] [ 7| | impot || Card Reinstall || Cord Vedty || Revoke || Create Cet\Readest || Settings
~ |Name [Issuer [Common ...+ |Subject Ak.N_. Key Size |DaysVaid |
2048

KLAT  CAsstp 172222211 \
KIT serverSSTP 172222211 2048 365

File List

13838 Aug/02/202012:
1858 B  Aug/02/2020 12:
Jan/01/1970 03:00:07

g e B ) R

o5



SSTP (ROS) SSTP (Windows)

CO030d4€eM M0/1b30BATE/A

Bkatoyaem cepsep

nteface PPPoE Servers Secrets | Profies Active Connections

inteface | PPPOE Servers Secrets Profies Active Connections L2TP Secrets i e
[ #|[=| [v|[%] @] [T | PPP Athenticaontrccounting

#-|[=] [ ][] [@] [ 7] | PPP Scanner || PPTP Server || SSTP Server ||

" [Name / [Type Actual MTU L2 MTU [Tx S \mﬂd \:fv‘-ce Caller ID \Pmﬂem
SSTP Server (=] E3
— PPP Secret <sstpAT>
Max MTU: 11500 J - Password: |sstpAT |« Cance
Max MRU: (1500 } =T = - s ‘i
MRRU:,/ - o T Disable
: | :I‘
Kespalive Timeéit) 60 | Foe (aenpien %1 [ o |
ve 3
Defact Bibe: [dcadencypion 3] Local Address: |192.168.134.1 a
e T ke Dt Remote Address: | 192.168.134.2 |a | Remove
Authent n: v/ mschap mschap
"lchap [ lpap Remote IPV6 Prefix: | -
Certfficate: |serverSSTP IE3 Rowtes: |  |~=
TLS Verson: oy 2] T
| Verify Client Certfficate
| Limit Bytes Out: |0 |-
. 1
LIPFS o LestlosgedOut (Aug/02/2020 12:44:00

o6



SSTP (ROS) Y\ SSTP (Windows)

§
&

[TepeHOCKUM CepTUdMKAT Ha
windows v yCTaHaB/IMBaeM

& | Ceprugurar

Obume  Cocras MyTs cepridumaism

f} Ceenennsoceprumeare

3707 CepTIpNKAT NPeAHAIHANAETCA ANR:

Kewm Buinan: 17.22.22.11

Aeiicraurenen ¢ 02.08.2020 mo 02.08.2021

¥

O



SSTP (ROS)

£* Mactep umnopTa cepTduUKaTos

Macrep nmnopra ceptudmrkaTos

3toT MacTep NoMOraeT KoNMpoBaTe CEDTWKBTI:I, CNMCKK A0BEPDHA U CNMCKK 0T 3bIBa
CEPTUGHKATOB C NOKANBHOrD AWCKA B XPaHUAMLLE CEPTUOUKATOS.

CepTudHKaT , BbiAaHHLIN LIEHTPOM CEpTHGMKALUIM, SBNSETCHR NOATEEMKASHUEN Baluen

TMYHOCTH | COABPRMT MHGOPMALNO, HEOBXOAMMYIO ANA 3BUMTEI ABHHBIX MM

YCTEHOBNEHNS 3ALMLLEHHBIX CETEBLIX NOAKMOHEHII. XDaHNMULE CepTUDMKATOS —

370 06NACTL CUCTEMBI, NPEAHASHAYEHHAR ANA XPaHEHUA CepTHdUKATOS.
PacnonoxeHWe XpaHunuwa

(@ Texywwi nons3osaTens

(®) NoxansHsii KoMnsioTED

J1ns NPOAOIDKEHMA HEXKMUTE KHONKY “flanee”.

Ommena |

SSTP (Windows)

€ L% MacTep umnopTa cepTumKaTos

Xpannwnmuwe cepTuduxaros
XpaHUNMIWLA CEPTHEWKATOB - 3TO CMCTEMHLIE 0BNacTk, B KoTopeIX
XPAHATCA CEpTHdMKATEI

Windows aBTOMATHYECKN BLIDEPET XPaHUNVILE, N1 Bbl MOXETE YKa3aTb
PACNONOXEHHE CEPTHMKATE BPYHHYIO.

() AsToMaTHYECM BLIBPATL XPEHIMMLLE Ha OCHOBE THNA CEPTHUKATA
(8) FloMECTHTE BCE CEpTUAMKATEI B CIEAYIOWEE XDAHIMWE
XpaHunMLLE CEPTUUKATOB:

Beibop xpannnnwa ceprudurara X

BoibepuTe xpasmnmuLe cepTHdUKATOS, KOTOPOE Bbl
XOTUTE UCMONL308ATL,

| Naroe ~
a

| [oBepuTensHbIE OTHOWEHMA B NPEANDY

~| MpomenyTouHsie LeHTpbI cepTudikaly

| [loBepeHHsie u3nATEMM

ConTuhuraTin i« KATANKLM BT AARBMLK

‘ ’ O |

Dl'hcaza'rbm“omexpammua

o ][ ome=

o8



SSTP (ROS) SSTP (Windows)

% a] Ceprudpuar

€ &% Macrep nmnopra ceptuduraros

Obuwme Coctas [MyTs cepTuduKaLm

R Ceepenun o cepTuduxate
3aBepleHne MacTepa MMNOPTa CEPTUHMKATOB

310t cepTwdMKaT NnpeAHasHauaeTca Ana:
* Bce nonuTHKKM Bolaasun

CepTudmxaT GyaeT MMNOPTHPOBAaH NOCNE HAXATUA KHOMKK ToToso™. * BCe NONMTIKA NPUMEHEHNA

MacTep nmnopTa cepTudmkaTos X
Bbini yKasaHs! CNEAYIOWME NaPaMETPbI:

Xparunmuie cepTUIKaTOB, BeIGPaHHOE NONL30BATENEN [l0BEDEHHbIE KOPHEBLIE LIEH|

Conepxumog CepTudmxat o HWmnopT ycnewHo seinonHeH.

Komy Boigan: 174

. 8

Oeiicreurenen ¢ 02.08. 2020 no 02.08.2021

YCTaHOBUTE CEPTUDMKAT. .. 3anBneHue NOCTaBLIMKE

omere

99



SSTP (ROS)

Aobaeuts VPN-nogkntoueHue

MNocraewwmk yenyr VPN
Mima nogkmoueHna

Wima wam agpec cepeepa
172.22.22.11
Twun VPN

Trn AaHHLIX ANA BXOAS

Wmsn nonbaoeatens (HeobAsaTensHo)

v/ 3aNOMHUTE MOU A3HHLIE ANA BXOAS

% Q SSTP (Windows)

§
&

Hactpaveaem SSTP nogkioyeHne Ha Windows

Pexaam "8

camonete’

MoaxnouuTsca
OTKNOYNTLCA

(Lil} ‘%

& "
MobunbHbIH Pexam s
XOT-CnoT camonete"”

60
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