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L2TP (anrn. Layer 2 Tunneling Protocol — npoTokon TyHHenmpoBaHus
BTOPOro YpOBHS)

cnonb3yeT 3apernctpupoBaHHbiii UDP-nopT 1701

- MpoTokon L2TP Obin Bnepsble npennoxeH B 1999 rogy B kayecTse
0OHOBNEeHNS NPOTOKONOB L2F (aHrn. Layer 2 Forwarding Protocol —
NPOTOKO/ 3CTAdETHON Nepefayn Ha BTOPOM YpoBHe) 1 PPTP (aHr.
Point-to-Point Tunneling Protocol —TyHHenbHbIN NPOTOKOA TUNA
TOYKA-TOYKA).

- [lockonbky npoTokon L2TP cam no cebe He obecneyviBaet
HafeXHoe WKUPPOBAHNE WiV AyTEHTUPMKALMIO, TO C HUM HACTO
MCMO/b3YeTCa APYron NPOTOKOJ, Ha3biBaembln IPsec.
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Lab

- HactpouTte cepBep L2TP+IPSec ong cBoero
HOYTOYKa

- Mpon3BeamnTe NOOKMOUEHNE K/INEHTA
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Secure Socket Tunneling Protocol (SSTP) =
npotokon VPN ot Microsoft, 0CHOBaHHbIN
Ha SSL 1 BKNOYEHHbIN B cOCTaB nx OC
HaumHas ¢ Windows 2008 n Windows Vista
SP1.

CoeguHeHne NpoxoamT C MOMOLLbIO HTTPS
Mo 443 nopty. 119 WwnuppoBaHuMs
Mcnonb3yercs SSL, ans ayTeHTUPMUKaLmm =
SSL n PPP.



CTALVW SSTP

tcp connection

>

ssl negotiation
>

E
SSTP over HTTPS
>
IP binding

>

SSTP tunnel




» TCP-cOoeIMHEHNe YCTAHOBMIEHO OT K/IMEHTA K CEpBEPY (MO YMOMYAHMIO Aas nopTa
443)

» SSL npoBepsieT cepTudukart cepeepa. Ecnn ceptudukar oencTenuTeneH
coellMHeH1e YyCTaHOBJIeHO, NHaYe coeguHeHne pa3opBaHo.
* KnneHT oTnpaBngeT KOHTPO/abHble nakeTbl SSTP B npenenax HTTPS.

- PPP-CoefnHeHMe yCTaHOBEHO C IP aapecamun Ha uHTepdericax

- Note: Two RouterOS devices can establish an SSTP tunnel
even without the use of certificates (not in accordance with
Microsoft standard)
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¥
BeposonHoe, CKOPOCTHOE WK TenedoHHOE NOAKNIDYEHHE K MHTEpHETY.

' Coanarie 1 HaCTPOFKa HOBOI CETH
<asf,, HACTPOIKA HOBOTO MAPWPYTU3ATOPA MK TOUKM AOCTYTA.
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IPSec IKEv2 (road warrior)

* YNpoLLEeHHbI 0OMeH Mexay npamu, Bcero 4 coobuleHms

« PSK n RSA-Sig ayTeHTUdmrKaums

+ ACMMeTpUYHas ayTeHTuduKaLms

« CyxeHve cenektopa Tpaduka paspeLLeHo

» Lifetime He HyXHbl

« Rekey — OnpepneneH

« NAT-T: lMoaaepXnBaeTca No yMOAYaHNIO

+ DPD: NogaepxxnBaetcsd nNo ymon4aHuio

» RoadWarrior: nognepxusaetcs EAP u config payload(CP)

- Noppepxusaet npotokon MOBIKE(Mobility, Multi-homing) - bonee bbicTpoe noakmoyeHne. 310
no3sonsaet IKEv2 nogaepxxnsaTb ceaHC VPN, Korga nosb3oBaTenb nepekntoyaeTt [P-agpeca, 0e3
HeobXoAVYMOCTN NOBTOPHO YCTAHABNNBATL COEAMHEHNE.

« ConpotnBneHne DoS yny4ylieHo

« YayuweH ¢popmat oTnaakm

+ MOoXeT co3AaBatb NOAUTHKM C NoMoLLbIo level=unique

+ HeckoNbKo KNMEHTOB 33 OfHUM U Tem xe nybinyHbIM [P-agpecom Tenepb paboTator



Variante 1

1 - TfeHepupyem CaMONoOANMUCHblE
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Variante 1
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Variante 1
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Variante 1
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Secure Socket Tunneling Protocol (SSTP) - npoTokosn
VPN oT Microsoft, ocHoBaHHbIN Ha SSL 1
BKJIIOUYEHHbIN B cocTaB ux OC HaumHaga ¢ Windows
2008 1 Windows Vista SP1.

CoeguHeHne npoxoguT Cc nomoubio HTTPS no 443
nopty. [1na WwndpoBaHua ncnoab3yerca SSL, ans
ayTeHTuukaumm — SSL n PPP.



» TCP-coeauHeHne YCTaHOBNEHO OT K/IMeHTa K cepBepy (M0 yMOAYaHMIO 1S
nopra 443)

- SSL npoBepsieT cepTndurKaT cepBepa. Ecim ceptndukar AenCTBUTENEH
COeJMHeHne YCTaHOBNEHO, NHaYe CoeJMHeHne pa3opBaHo.
* KnneHT otnpasnisieT KOHTpO/ibHble NakeTbl SSTP B npegenax HTTPS.

» PPP-coeauHeHne yCcTaHoBNEHO C IP afipecamu Ha nHTepdencax

- Note: Two RouterOS devices can establish an SSTP tunnel
even without the use of certificates (not in accordance with
Microsoft standard)
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