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Security basic 1 : Confidentiality

KoHdunpaeHumanbHOCTb — HEOOX0AMMOCTb NPefOTBPALLEHNS pa3riaLLeHus,
YTeUKN KaKov-11mbo nHbopmaumm.

KoHpunpenumnanbHaa nugopmauua — nnpopmaums, aBasoLAfCS
KOHQUAEHLMANBHON, TO eCTb «[0BEPUTE/IbHON, He MOAJIeXaLLEeN Ornacke,
CEeKpPEeTHOW»; 3TO MOHATUE PABHO3HAYHO C NOHATUAMM TalHbI U CEKPeTa



Security basic 1: Integrity

LienocTHOCTb MHpOpMaLMK — YCNOBUE TOTO, YTO JAHHbIE HE Dbl M3MEHEHDI
Npw BbINOAHEHUM Nt0DON onepauumn Hag HUMK, Oyapb TO Nepeaayd, XpaHeHne wim
npeacTaB/ieHue.

- CTATWUYECKas UeNOCTHOCTb (MOHMMAEMYIO KaK HEM3MEHHOCTb
MWHGOPMALMOHHbBIX 0ObEKTOB)

« AVHAMWYECKas LeI0CTHOCTb (OTHOCALLYIOCS K KOPPEKTHOMY BbINOMHEHMIO
CMIOXKHbIX AENCTBNI)



Security basic 1. Availability

[LOCTYNHOCTb — 0becneyeHne CBOEBPEMEHHOIO M HAIEXXHOTO A0CTYNa K
MCNOMb30BaHMIO MHPOPMALNK

NHPOPMaLIMOHHbIE CUCTEMbI UCMOML3YIOTCA 41K MONYYeHUs OnpefeneHHbIX
MHGOPMALMOHHBIX YCNyT (CepBMCOB). ECIM NO TeM 1M MHBIM NPUYKHAM
nosydeHne 3Tux ycayr nonb3oBaTensiMm CTAHOBUTCA HEBO3MOXHbIM, 3TO HAHOCUT
ylepb Bcem cyObekTam MHGOPMALMOHHbBIX OTHOLLEHWIA



Security basic 2 : Prevention

NpodunakTnka — nposeneHne pernameHTHbIX paboT no 3awmte MHGopmaLuy,
npegynpexneHne BO3MOXHbIX HapyLueHnin b, npoBefeHre pa3bsaCHUTENbHO
paboTbl no b cpean nonb3oBateneit (0byyeHve) u 1.4,

Camoe c1aboe 3BeHO B CTPYKTYpe MHPOPMALMOHHONM 0e30MacHOCTN - 3TO0
Yye0BeK; MOXXHO CO3AaTb HALEXKHYIO CUCTEMY 3aLLMTbI M HANKUCATb OYEHb
NOAPOOHbIE MHCTPYKLMK MO OE30MaCHOCTH, OAHAKO XanaTHoe obpatleHune
COTPYOHWKOB C BAXXHbIMU CBEAEHUAMM, MX JOBEPUMBOCTL M DecrneyHoe
noefieHue CnocoOHbl CBECTU HA HET BCE YCUAUS

CoumnanbHas MHxeHepus B MHPOPMaLMoHHoN be3onacHoCcT*



Security basic 2 . Detection

OOHapyXeHue atak — CUCTEMA MOHUTOPWMHIA, y4eTa COObITUIA 1 OOHAPYXEHNS
NOTEHLMA/IbHO BO3MOXHbIX aTakK M aHOMaINN.

3a4acTyo atakn Ha MHGOPMALMOHHYIO cucTemy (MC) nponcxoasT NOCTENEHHO:
NPOHVKHOBEHME B 00X0A MOANTUK MHDOPMaLMoHHOW bezonacHocTy (MB),
pacnpocTpaHeHwe B IC C yHUUTOXeHNeM CNefoB CBOEro NPUCYTCTBUA U TONbKO
NOTOM HENoCpefCcTBEHHO aTaka. BeCb MPOLECC MOXET 3aHATb HECKOJTbKO
MeCsILeB, WM AaXe /ieT. 3aYacTylo HU NOAb30BaTeNb, HU agMUHUCTpaTop Ub
He Noao3peBaloT 00 AHOMANbHbIX U3MEHEHUSX B CUCTEME U NPOBOAMMON Ha
Hee aTake



Security basic 2 : Reaction

Peakumns — pakTbl 00 MHUMAEHTE SBASIOTCA KIKOUYEBON MHGOPMALMEN oS
BbIOOpA OTBETHOM peakunun 1 METOA0B BOCCTAHOBAEHUS NMOC/IE MHUMAEHTA



Security basic 3 : Attacks, Mechanisms & Services

Security Attack : Any action that compromises the security of
information

Security Mechanism : a process / device that is designed to detect,
prevent or recover from a security attack.

Security Service : a service intended to counter security attacks,
typically by implementing one or more mechanisms.



Security basic: Attacks

Information
source

Information
destination




Security basic: Attacks

Information Information
source destination

NORMAL FLOW
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Security basic: INTERCEPTION

Information Information

source INTERCEPTION destination
nepexear

«HecaHKLIMOHMPOBAHHbBIN CYOBEKT NOMyUMn AOCTYN K 00beKTY, HaNpuUMep, Kpaxa
[AHHbIX, MOACAYLIMBAIOLLMX YY>KOe COODLLEHNE N T. . »
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Security basic: INTERRUPTION

Information Information
source destination

«YCNyrn Unu JaHHble CTAaHOBSATC HEAOCTYMHbBIMM, HEMPUTOLHBIMU ANS
MCNO/Ib30BAHNSA, YHUUTOXAIOTCA U T. 1., Takne Kak notepst ¢aina, oTkas B
00CNY)XMBAHUN U T. . »
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Security basic: INTERRUPTION

Information Inforlmatlion
source INTERRUPTION destination
npepsatb (cOoi)
4

«YCNyrn Unu JaHHble CTAaHOBSATC HEAOCTYMHbBIMM, HEMPUTOLHBIMU ANS
MCNO/Ib30BAHNSA, YHUUTOXAIOTCA U T. 1., Takne Kak notepst ¢aina, oTkas B
00CNY)XMBAHUN U T. . »
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Security basic: MODIFICATION

Information

source MODIFICATION
N3MeHeHne

HECAHKUMOHNPOBAHHOE N3MEHEHNE [IAHHbIX

Information
destination
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Security basic: FABRICATION

Information Information

source FABRICATION destination
M3rotToB1eHNe

[eHepupyHOTCS LONOAHUTE/bHBIE JAHHbIE WK eCTBUS, KOTOPble 00bIYHO He
CYLLeCTBYIOT
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Security basic: MODIFICATION / FABRICATION

Information MODIFICATION Information

source or destination

FABRICATION ?
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Security basic: Attacks

Attack /
Threats

—3 Passive

> Active
Attack /Threats

Interception
(nepexsar)

Interruption
(npepsatb)

Modification
(M3MEHUTD)

Fabrication

(co3pgartb*)
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Security basic: Security Mechanisms

- Encryption :npeobpa3oBaHne AaHHbIX B HEYTO, YTO 3/10YMbILLIEHHVK He
MOXET NOHATH (OMUMOHANBHO - NPeLOCTAB/EHNE NOb30BATENIO
BO3MOXXHOCTW NPOBEPUTb, OblIN TN AAHHbIE V3MEHEHDI)

- Authentication : npoueaypa npoBepkv NOAAMHHOCTH, LOKA3ATENLCTBO YTO
No/Mb30BaTe/lb UMEHHO TOT, 3a KOTo ce0sl BblAAeT. Napo/b U T. [.

- Authorization : npoBepka, nmeet m cyObeKT NPaBO Ha BbINONHEHNE
3anpoLLeHHOro AenCTBUA(NpesocTaBneHe onpenenéHHbIX Npas.).

- Auditing : tracing which subjects accessed what, when, and which way. In
general, auditing does not provide protection, but can be a tool for analysis
of problems.



NoeHTndukaumns, ayTeHTUGUKALMS 1 aBTOPU3ALMS — TPM MPOLLECCA - NOHUMaHMe

- UgeHtTudmkaumsa —
- AyTeHTUdpUKauma —

- ABTOpM3auma —



NoeHTndukaumns, ayTeHTUGUKALMS 1 aBTOPU3ALMS — TPM MPOLLECCA - NOHUMaHMe

- UpeHTdnKauma — npoLecc pacno3HaBaHus noab30BaTens no ero naeHTuduKaTopy
- AyTeHTUdpUKauma —

- ABTOpM3auma —

NOEHTUPUKALNS: el
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5N1EKTPOHHOM NOYTbI NN
HOMep MOOMNBbHOTO
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NoeHTndukaumns, ayTeHTUGUKALMS 1 aBTOPU3ALMS — TPM MPOLLECCA - NOHUMaHMe

- UpeHTdnKauma — npoLecc pacno3HaBaHus noab30BaTens no ero naeHTuduKaTopy
- AyTeHTUdUKauma — npouenypa npoBepkun NoAJIMHHOCTH, JOKA3ATeNbCTBO YTO

NoNb30BaTe/b MMEHHO TOT, 3a KOro cebs Bblaaer.
- ABTOpM3auma —

NOEHTUPUKALNS, ey AYTEHTUPUKALNS - oy

370 MOXET ObITb 0TMH, Hy)KHO A0Ka3aTb, YTO OH
nms 1 Gamunnns, appec IBNSIETCS YENTOBEKOM,
3N1EKTPOHHOW NOYTbI UK KOTOPbIV PervcTprpoBacs
HOMEP MOOWIbHOTO nog 3Tnm

TeneoHa MOEHTUDUKATOPOM



NoeHTndukaumns, ayTeHTUGUKALMS 1 aBTOPU3ALMS — TPM MPOLLECCA - NOHUMaHMe

- UpeHTdnKauma — npoLecc pacno3HaBaHus noab30BaTens no ero naeHTuduKaTopy
- AyTeHTUdUKauma — npouenypa npoBepkun NoAJIMHHOCTH, JOKA3ATeNbCTBO YTO

MO/1Ib30BaTE/Ib UMEHHO TOT, 34 KOIO cebs BblOdET.
. ABTOpM3aI.I,I/Iﬂ — NnpenocraBieHne OﬂpEﬂ,eﬂéHHle Mpas.

NOEHTUPUKALNS: ey AYTEHTUPUKALNS - oy ABTOPM3ALYISA

370 MOXeT ObITb IOTUH, Hy)KHO [0Ka3aTb, YTO OH Eciv napa "nornH-naposns:
nms 1 pamunmns, agpec IBNSIETCS Ye/TIOBEKOM, BEPHbI, TO CMCTEMA
3/1EKTPOHHOW MOYTbI U/ KOTOPbIV PErvcTprUpOBasICS NPesoCTABUT M0/1b30BaTE/I0
HOMep MOOWIbHOTO nog 3Tnm [OCTYN K €ro pecypcam, To
TenedoHa MOEHTU(PUKATOPOM eCTb NpO1301aeT

dBTOpU3auue.
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Security basic: THREATS - Botnet

BOTHET - rpynna KoMnbioTepOB(YCTPOMCTB), KOTOPbIE
OblIM 3apaXKeHbl BPeAOHOCHbLIM MO 1 Nonanu noj, KOHTPO/b
3/10YMbILLUIEHHMKA.

TepMyH «OOTHET» - NpPOM30LLeNn OT CNI0B «PO0OT M CETb», U KAXKI0e
3apXEHHOe YCTPOMCTBO HA3bIBAETCH BOTOM.

BOTHETbI MOTyT ObITb NPefHA3HAYEHDI 15 BbINONHEHNS HE3AKOHHBIX
WN 3I0HAMEPEHHDBIX 3a[a4, BK/IKOUYAsA PACCbIIKY CNamMa, KPaxy
[AHHbIX, BbIMOraTesien, MOLLEHHUYECKOe HAXATUE HA peKaMy nnu
pacrnpefeneHHble aTaky TUNA «0TKa3 B 00CayunBaHum» (DDOS).



Security basic: THREATS - Botnet

B TO Bpems, Kak HEKOTOPble BpeIOHOCHbIE NPOrPaMMbl, TaKMe Kak
BbIMOraTenn, OyayT OKa3biBaTb HEMOCPEACTBEHHOE BIUSIHUE HA
BNafe/bla YCTPOMCTBA, BPeAOHOCHas nporpamma DDoS-60THeTa
MOXXET UMETb PA3/IMYHbIE YPOBHM BUAMMOCTM; HEKOTOPbIE
BPEIOHOCHbIE MPOrPaMMbl NPeHA3HAYEHbI /151 TOJIHOTO KOHTPOAS
Ha [, YCTPOMCTBOM, B TO BPEMS, KaK APYrvie BPeLOHOCHbIE MPOrpaMMbl
BbINOIHAOTCSA B POHOBOM PEXMME, B PeXXMMe 0XXMAAHWS, B TO BPEMS
KaK OHM MOAIYA OXMOAKT MHCTPYKLMI OT 310yMbllWAEHHNKA nan “bot
herder”.



Security basic: THREATS - Botnet

KOHCTPYKLMM OOTHETOB pa3nnyHbl, HO YNPaBAsoLLME CTPYKTYpbl
MOXHO Pa3fenuTb HA fiBe OCHOBHbIE KaTeropum:

- The client/server botnet model

- Star Network Topology
- Multi Server Network Topology
- Hierarchical Network Topology

- The peer-to-peer botnet model
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Security basic: THREATS - Botnet

KOHCTPYKLMM OOTHETOB pa3nnyHbl, HO YNPaBAsoLLME CTPYKTYpbl
MOXHO Pa3fenuTb HA fiBe OCHOBHbIE KaTeropum:

- The client/server botnet model

- Star Network Topology
- Multi Server Network Topology
- Hierarchical Network Topology

- The peer-to-peer botnet model
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Security basic: THREATS - Botnet

KOHCTPYKLMM OOTHETOB pa3nnyHbl, HO YNPaBAsoLLME CTPYKTYpbl
MOXHO Pa3fenuTb HA fiBe OCHOBHbIE KaTeropum:

- The client/server botnet model

- Star Network Topology
- Multi Server Network Topology
- Hierarchical Network Topology

- The peer-to-peer botnet model
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Security basic: Distributed denial-of-service (DDoS)
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Security basic: Distributed denial-of-service (DDoS)

PacnpeneneHHas ataka, TMna «oTka3 B 00CayxmBaHumn» (DDOS) - 310
3/10HAMEPEHHAS NOMbITKA HAPYLWINTb HOPMAbHbIN TPAGUK LIENEBOTO
cepBepa, CYX0bl NN CeTU, NEPErpyxas Leb UV OKPYXAIOLLYIO §

MHPPACTPYKTYpYy NOTOKOM UHTEpHeT-Tpaduka*. m

DDoS-ataky oCTUratoT SGPEeKTVBHOCTU, NCTOAb3YS HECKOBbKO
CKOMIMPOMETMPOBAHHbIX KOMMbIOTEPHbIX CMCTEM B KaYeCTBE MCTOYHMKOB
Tpaduka atakm.

DDoS-ataka MOXeT ObITb NOX0Xa Ha NPobKy, 3abMBaloLLYI0 LWOCCe,
NPensTCTBYIOLLYO perynsipHomy Tpaduky npubbIThb B Kenaemoe MecTo
Ha3HaueHws.
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Security basic: Distributed denial-of-service (DDoS)

Kak pabotaet DDoS-ataka?

Mocne Toro, kak 6OTHET CO3[aH, 3N0YMbILWAEHHUK MOXET YNPaBASTb
MalIMHAMK, OTNPABASAsS OOHOBNEHHbIE MHCTPYKLMM KAXXA0MY 00TY C
NOMOLLbIO METOAA AVNCTAHLMOHHOIO yrpaBneHus. Koraa 60THeT
MCNONb3YET LieneBoi IP-aapec XepTBbl, KX dbi 00T OTBEYaET, OTNPABASS
3anpockl K Len, 4TO MOXET MPVUBECTM K MEPENONHEHNIO LEIEBOTO
cepBepa Wi CeTn, YTo NPUBEAET K OTKA3y B 0OCNYXMBAHUM HOPMATbHOMY
TpaduKy. MOCKONbKY KAXAbIA 00T ABASETCH 3aKOHHbIM UHTEPHET-
YCTPOWCTBOM, OTAENNTD TPAPUK aTaKM OT 00bIYHOTO TPAdUKA MOXKET ObITb
CNIOXHO.



Security basic: Distributed denial-of-service (DDoS)

Kakue pacnpocTpaHeHHble Tnnbl DDoS-aTak?

PasnnuHble BeKTopbl DDOS-aTak HaueneHbl Ha pa3nyHblie KOMMOHEHTbI
CETEBOr0 NoaKMoueHns. YTobbl NOHATb, KAk paboTaT pa3nnyHble DDOS-
aTaku, HeOOXOAMMO 3HATb, KaK OCYLLECTBASETCH CeTEBOE COeJNHEHNE.

B TO Bpem4, Kak noytn Bce DDoS-aTtakmn CBA3aHbl C NEPErpy3Kon LeneBoro
YyCTPONCTBA WM CETU TPAPUKOM, aTaKu MOXHO Pa3fennTb Ha TpU
KaTteropunm.

- Application Layer Attacks
- Protocol Attacks
- Volumetric Attacks



Security basic: Hacking

«B3/10M - 3TO TepPMUH, NCNOIb3YeMbIN O ONUCAHNA OEeNCTBUN,
NPEANPUHSTBIX KEM-TO, YTOObI MONYUNTD
HECaHKLUMOHMPOBAHHbIV JOCTYMN K KOMMbIOTEPY(XOCTY)».

- Hantn cnabble MecTa (Mam paHee CyLLeCTBOBABLLME OLINMOKK) B BaLUel
0€30MaCHOCTM HACTPOMKM M MCMONb30BATH MX A5 AOCTYNA K BaWIMUM
pecypcam.

+ YCTAHOBUTb TPOSHCKOTO KOHS, NPEAOCTAB/AA XaKepam "3aaHIO ABEpPb
7151 MOMCKA M AOCTYNA K Ballen nHpopmaumn.
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Security basic: Malware .

Malware, cokpauleHHo oT aHrmickoro «malicious software» -
BPEelOHOCHOE MPOrpaMMHOe obecneyeHmne, MMetoLLLee CBOeW Liebio B TOV
MM MHON POPMeE HaHeCTH yilephd Nob30BaTENO MM KOMMbIOTEPY U ero
COLEPXKMMOMY. ITO 00LLee HA3BaHVE /1 BCEX BUAOB KMOEp-yrpo3, Takmnx
KaK: BUPYCbl, TPOSIHbI, YEPBU, LUMUOHCKME NMPOrPAMMbI, KEAIOrrepbl,

adware u aip.
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Security basic: Malware

KakoW Bpea MOXeT NpuunHnTL Malware moemy komnbroTepy?

« MeHA0T HAaCTPOViKK bpay3epa v He JAl0T M3MEHWUTL X MOAb30BaTENIO (Hanpumep,
YCTaHAB/IMBAET HOBYIO JOMALLUHIOK CTPAHULY MW MOUCK NO YMONYAHUIO);

« TpataT pecypcbl KOMMNbIOTEPA, TEM CAMbIM CHUXAIOT ero ObICTPOAENCTBUE;

+ YCTaHaBAMBAIOT PekaMHble MPOrpamMmMbl Ha KOMMNbIOTEP, Takne Kak BCM/biBaloLLme
OKHa 1-06aHHepbl, KOTOpble paboTaloT faxe 0e3 NOAKIIUYEHNS K UHTEPHETY;

+ Icnonb3ytoT KOMNbIOTEP U ero pecypcbl ana DDoS-atak nnm maHMHra KpUnToBanioT;

« bnokupyiot gocTyn K cantam aHTMBMPYCOB W IPYrMM canTam, CoaepKallmum
MHCTPYMeHTbI 418 60pb0bl € BpegoHoCHbIM M0;

+ CoOVpaloT IMYHbIE JAHHbIE MONb30BATENS: IOTUHbI, NAPOAW, HOMEPA DAHKOBCKMX
KapT U npoyee;

+ be3 BejomMa nonb3oBartenid MOryT CKaunBaTb C MHTEPHETA W YCTaHABANBATL ipyroe
BpeaoHocHoe [10.



Security basic: Phishing

OULLIMHT - OVH U3 BUOB MHTEPHET-MOLLIEHHNYECTBA,
MCNOJIb3YETCA 15 TOT0, YTOObI BbITAHYTb U3 MOb30BATENEN IMUHbIE
[AHHbIE, I0TVHbI, NAPO/IN, HOMepa OAHKOBCKMX KapT MW APYTyI0 BAXHYIO
MHPOPMALWMIO, 3N0YMbILLEHHUKIN CO3[A0T NOAAENbHbIE CTPAHMLbI CANTOB
MarasunHoB, 0aHKOB, NOUYTOBbIX KTMEHTOB W COLCeTEN. BU3yanbHO OHM He
OT/IMHAIOTCH OT OPUTUHANIbHBIX, MO3TOMY HEBHUMATE/bHbIV MOCETUTENb
BBOJMT CBOM [JAHHbIE ABTOPM3aLMK, MOC/IE Yero OHM NONaAatoT K
MOLEHHMKAM. Takum 00pa3oM, MOLLIEHHNKM MOTYT B3/1OMATb CTPAHULLY
BKOHTAKTE C MOMOLLbIO GULLIMHIA WAV MOAYYUTb LOCTYN K OAHKOBCKOMY
AKKAYHTY CBOEN XXEPTBbI.

Kak nonb3oBare/ib NONafaeT Ha NoALe/IbHYI0 CTPAHULY?
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Security basic: Phishing

Mpu GuwmMHre CHavana oTNpaBASETCS NOAAeNbHOE SAEKTPOHHOE NMCbMO UKW ApYroe
3N1eKTPOHHOE Co00LLEeHNe, COCTABNEHHOE Tak, YTOObI BBECTM XepTBY B 3a0/1yxaeHue.
370 coobLLeHNe BbIFAANT TaK, KAk OyaTO OHO MOCTYNWUAO OT HAAEXHOTO OTNPaBUTENS.

Tunol:

e OULLNHE-C 0OMaHOM DapMUHT - B JAHHOM C/lyyae XepTBbl MOTYT

Nnonacrb Ha CAUT MOLUEHHWKOB, JAXe He

» «[apMyHHbIV» GULIMHT _ MCNONb3Ys BPEAOHOCHYIO CCbIAKY.
« «OX0Ta Ha KNTOB» (whallng) 3N0YMbILLIEHHUK 3apaXKaeT KoMNbloTep
. CDapMI/IHF nonb3osatens MmMbo DNS-cepsep Beb-caiiTa 1

nepeHanpas/isieT NoAb30BaTeNs Ha NOAAE/bHbI
CalT axe B cyyae BBoAA NpaBuibHOrO URL-
afpeca.



Security basic: Ransomware
w o

[IporpamMmMa-BbIMOratesib — 3T0 PA3HOBUAHOCTb BPEAOHOCHOTO
NporpaMMHoOro obecneyenmns. OHa yaepxunsaeT MHPOPMALIMIO XEePTBbI B
3aWMPPOBAHHOM BU[E [0 NONYYEHUS 3/10YMbILLIEHHNKOM ONpese/eHHOro
[EHEXHOr0 Bblkyna. OObIYHO 3/10YMbILLIEHHUK TPEOyeT nonyyeHue
BblKyNa B BUe KPUNTOBA/IOTbI, HANpUmep, OUTKOMHOB. TONbKO NoC/e
3TOr0 OH NPUCHINAET KU 151 AeliMPPOBAHUS JAHHbIX XXEPTBbI.

OObIYHO NMPOrPAMMbI-BbIMOraTeNM PACAPOCTPAHAOTCA NO HECKObKUM
kaHanam. Ctoa BXOAUT GULIMHT C NOMOLLbIO 31EeKTPOHHOW MOUTb,
BPElOHOCHAs peknama v NakeTbl IKCMIOWTOB. [oc/ie BHeAPEHUS B
CMCTEMY NPOrpaMMa-BbIMOraTeb 3alUNPPOBbIBAET OTAE/bHblE Pal/ibl U
yBeJOM/ISET )KePTBY O HEOOXOAMMOCTH BbIKYNA.



Security basic: Spam

Cnam - MaccoBas paccblika KOPPEeCNOHAEHLMN PEKIAMHOr0
XapakTepa(n He TOMbKO) NMLUAM, He BbIPXKABLUMM XeNaHns eé
nonyyatb. PacnpocTpaHmTenein cnaMma HasblBaloT cnamepamu.

- Pazppakatb Bac HeXkenatesibHOW NoYTOM.
- Vicnonb3oBaTb GUWNMHT (aKLMK U T.4.)

- Malware

NT.O.
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Security basic: Spoofing

ogMeHa - cuTyaums, B KOTOPOW OAMH YENOBEK WK
NporpaMma ycrewHo MackupyeTtcs o ApYryto nyTém
panbecrdukaumm 4aHHBIX U NO3BONSET MOAYYUTb HE3AKOHHbIE
npenmMyLLecTsa

cnyQuHr 1P (0TnpaBka COOOLLEHNI HA KOMMbIOTEPbI C MCNONb30BAHMEM
IP-agpeca JOBEPEHHOTO UCTOUHMKA), email cnyduHr (noanenka 3aronoska
nncem 419 MaCKMPOBKM UCTUHHOTO OTnpasuTens) n DNS cnyduHr
(M3MeHeHune HacTpoek cepepa DNS a9 nepeagpecaunn [OMEHEHHOTO
MMeHN Ha IP afpec 3/10yMblLLIEHHNKOB).
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Security basic: Spyware

2k

Spyware (nporpamma-wnmoH) — NporpaMmma, Kotopas CKpbITHbIM
00pa3oM yCTaHAB/IMBAETCS HA KOMMbIOTEP, CMAPT(OH,

NepCoHa/IbHbIN LMPPOBOM MOMOLLHUK C Lie/iblo coopa nHGopMaLmMmn o
KOHMUIypaLMn KOMNbIOTEPA, KONMPOBAHWUM UHPOPMALMK U3 NAMSITU
YCTPOWICTBA , KONMPOBAHUN AAHHbBIX NONb30BATENS, AyaAM0/BMUOEO0 3aNnCH
NoIL30BaATENS MW NO/Ib30BATENbCKOM AKTMBHOCTH Be3 cornacus
NOC/ieaHero.

44



Security basic: Adware

2k

Adware — 370 nporpammbl, KOTOpble NpeHa3HaYeHbl A1s Nokasa
PeK/iambl Ha BallleM YCTPOWCTBe, NepeHanpaBieHns 3anpocoB
NoncKa Ha peknamHble Beb-canTbl M cOOpa MapKETUHIOBOW

MH(OPMALIMK O BAC (HAaNpMMep, Kakoro poaa CanTbl Bbl NOCELLAeTE),
4TOObI peKknama COOTBETCTBOBA/IA BALLMM UHTEpecam.
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Security basic: Trojan Horses

TposiHCKast NnporpaMma (TPOSIHCKMIA KOHb) — PA3HOBU/IHOCTb
BPEOHOCHOI NPOrpaMMbl, MPOHMKAIOLAN B KOMMbIOTEP N0
BW/IOM 1€TaIbHOr0 NPOrpamMMHOro obecneyeHus, B OTInune ot
BUPYCOB 1 YepBeN, KOTOPble PACMPOCTPAHSTCA CAMONPOU3BO/LHO.

B faHHYIO KaTeropmio BXOAAT MPOrpammbl, OCYLLECTBASIOWME PA3TNYHbIE
HernoABepPsKeHHbIEe NO/Ib30BaTeIeM AeNCTBUS: COOP MHPOpPMALMM
DAHKOBCKMX KApT UT. U e€ nepeaayy 3/10yMblLLIEHHUKY, e€
MCRO/b30BaHVE, YaANEHVE WK 3I0HAMEPEHHOE U3MEHEHWE, HAPYLUEHNE
PaboTOCNOCODOHOCTM KOMMBIOTEPA, UCMONb30BAHME PECYPCOB KOMIbIOTEPA
B LIeIIX MAMHWHIA, NCMO/b30BaHVE [P 48 HenerasbHOM TOproBm
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Security basic: Viruses

KOMMNbIOTEPHbIN BUPYC - 3TO NPOrpaMma Wian YacTb
NPOrpamMMHOro KOJa, KOTOPbIN 3arpy)aeTcs Ha KOMMbIOTep
0e3 BeloMa M pa3pelleHns BaafenbLa. NpucyTcTeue B cucteme
HEKOTOPbIX TUMOB BUPYCOB HE3AMETHO, OAHAKO HEKOTOPbIE U3 HMX
paspyWwmnTeNbHbl U NPeAHA3HAYEHDI 17151 BTOPXEHWS U OBAAEHUS
KOHTPOIEM HAA, CUCTEMOI. BUPYC MOXET pacnpoCTPAHATLCS MeXy
KOMABIOTEPAMM M IAXKE CETAMU NyTeM CAMOBOCNPOM3BEAEHMS - TaK XKe,
KaK OMOIOrMyecknii BUPYC NepexoauT C 04HOTO HOCUTENS HAa APYTOro.
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Security basic: Worm

KoMMNbIOTEpHble YepBy - 3TO TUM BPeaoHOCHOrO M0,
CNOCOOHOrO K CAMOBOCMPOM3BEIEHMIO M CYLLLECTBEHHO
CHV)XQIOLLLErO CKOPOCTb PabOTbl YCTPOMCTBA
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Security basic: Global Firewall Router

- DATA CENTER

INTERNET M

> ‘ OFFICE ’

| 97 Pl

—» ‘ GUEST ’

NAKCHI
« MpoCTas TONOJOr s
« 1erkocTb*
00CNyXKMBaHMS

MUHYCb|
- 0[lHa TOYKA OTKa3a
* BbICOKaf
PeCypCoemKOCTb
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MIK0CbI
* HAI'Py3Ka paCnpeneniacTtca

Security basic: Specific Router Firewall
MeXay poyTepamm
* MEHbLE MNMPaBN1 HAd KaXXA0M

m- ommacenen )
poyTepeE, TEMATNYECKHE,

‘ OFFICE * YHPOLIJ.EHI/Ie,

e,

&9

MUHYCbI
; % « 6onble 0bopynoBaHUs -
- 0o/bLLe 0DCNYXMBAHNA

« aKTyanusaums (aybnmposaHme)
HACTPOEK Ha KaXKA0M poyTepe
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Security basic: dedicated IPS

IPS (Intrusion Prevention System) — nporpaMmmMHas uau annaparHas cucrema
CETEBOW 1 KOMMbIOTEPHOM 0€30MacHOCTH, 00HAPYKMBAIOLLAS BTOPXKEHUS
WM HapyLLeHMs 0e30MacHOCTM 1 ABTOMATUYECKM 3aLMLLAIOLLASA OT HUX.

Cncrtembl IPS MOXHO paccmatpmBaTth Kak pactumpeHune Cucrem
0OHapyXeHuns BTopxxeHui (IDS), Tak Kak 3aava OTCNeXMBAHMSA ATaK
OCTAeTCs 0aMHaKoBOW. OQHAKO, OHM OTAMYAOTCA B TOM, 4TO |PS JOMKHA
OTC/IEXMBATb AKTMBHOCTb B PEa/ibHOM BPEMEHW 1 ObICTPO PEAIM30BbIBATH
NEUCTBUA MO NPeaoTBpALLEHNIO aTak.



Security basic: dedicated IPS

‘—
IPS

I > ‘ OFFICE
A\"

L

INTERNET

- (G ot |

NIOCHI el
« OTZE/IbHO NPaBWAA MO 3aLLMTE BALLIUX PECYPCOB OT OCTAIbHON KOHPUIypaum
MapLipyTu3artopa, Tenepb oHU B-IPS mapLipyTtusarope
MUHYCbI
« o9 IPS GyHKLWIA TpebyeTCs MOLLHbIN MAPLUPYTU3ATOP
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Security basic: MikroTik with

IDS as a trigger
=
OFF-ICE
—[’— £> .@'

L Guesr |

IDS SERVER N7
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Security basic: MikroTik with
IDS as a trigger

MAoChbI
- Bce npaBuna OpanamMayspa aBTOMATUHeCKM CO3AAKTCA Npy moMoLum API ¢
IDS cepBepa

MWHYCbI
- HeobXx0aMMO 1ONONHWUTENbHOE YCTPOMCTBO A4 triggering nnoxoro Tpaguka
- Heobxoanmo MoLLHOe YCTPONCTBO )15 3ePKAIMPOBAHNS BCero Tpaduka B /
U3 cetu

- Heobxoaumbl cneumanbHble scripting ans oTnpasky MHGOpPMALMIKA Ha
MapLLpyTU3aTop

» loporo
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