& ] |
Mikror ik

NtpaHcnauus ceteBbix agpecosB (NAT) u Firewall filter

qualirytroining

ccccccccc

Network Address Translation




NAT

® PoyTtep moxeT 3ameHUTb Source(MCTOYHUK)
nnn Destination(Ha3Ha4yeHue) agpeca korga
nakeTbl Creayor ...

® OtoT npouecc HasbiBaeTcHa src-nat unu dst-
nat

SRC-NAT

New

SRC-Address SRC-Address

ot
-

Your Laptop

Remote Server




DST-NAT

Private Network

I Public Host
Server o o
Y Il

New DST-Address DST-Address

NAT Chains (uenu)

® Heobxoammo BbIOpaTh LIENoYKy : srcnat nnu
dstnat

® NAT npasuna pa6otatoT no npuHuuny IF-THEN
(ECIN-TO)




SRC-NAT

SRC-NAT noameHsieT B packet’s (naketax)
source address (agpec UCTOYHMKA)

Bbl MOXeTe ncnonb3oBaTtb €ro ass
NOAKITHYEHNS Ballen NpMBaTHON CETU K
NHTepHeTy Yepes nybnnyHein IP agpec

Masquerade 310 ognH n3 tunos SRC-NAT

Masquerade
Src Address Src Address
192.168.X.1 router address

>

192.168.X.1 Public Server




OrpaHnyeHnsa SRC-NAT

® TopknoyeHne K BHYTPEHHUM cepBepaM U3
ny6nnyHon cetn HeBo3MOXXHO (DST-NAT needed)

® HekoTopbiM NpoTOKONaM HEOBXOAMMO
ncnosno3oBaTtb NAT helpers anga npasunbHomn

paboThbl

T

Mame
@ fip

Ports
21

NAT Helpers

Filter Rules  MAT  Mangle

Service Ports | Connections  Address Lists  Layer? Protocols

@ h323
@ irc
@ pptp
@ zip
@ Htp

E iterns

EEET

B3




Connection Tracking

® Connection tracking ynpasnseT
NHpopMaLmen o BCeX akTUBHbLIX COEaNHEHUN.

® OH gomxeH 6bITb BKModeH ansa Filter u NAT

PPP
Switch =
M Esh \I.-x < <
e )y Fiter Fules NAT Mangle Service Pord( Cannections) Address Lists Layer? Proto
Accounting - :
(=Y r = :
Addresses Ij @ | d oy
MPLS ! . Sre. Address Ay
: DHCP Clignt : St
Rauting [* i OB RN REEERN e cion Tracking
e . DHCPRelay A 1.1.1.1:39810 =
: DHCF Senver U 101010248 ¥l Enahled
Queues U 15.00.241:103 -
Files. R U 500241 g TCP Syn Sent Timeaut | 00:00:05 |
_ U 1500241:184 i : - )
Chg pr— U 1500241:189 TCPSyn Received Timeout |00:00:05 | | Apoly |
Badins 580 U 15.0.0.241:204
Neighbore U 77.89.246.242] TCP Estahlished Timeout |1d 00:00:00 |
Tools b - A 182168163 _ &
NewTonans) Packing ﬁ 1351 gg} ggg TCP Fin'\Wait Timeout |00:00:10 |
Make Supoutrif ol U 1921681111 TCP Close Wait Timeout; [0m:00:10
p L
Manusl Routes U 1921681111 - =
: SMB L 192168.111.1 TCP Last Ack Timeout: !UU.UU.1U |
Exdt U 1592.168.111.1 e T |
SHMP A 1921RA 1111 _F Time Wait: | 00:00:
Senvices 159 items out of 154 TCR Clase: |00:00:10 |
Socks
TETR UDP Timeout |00:00:10 |
I R UDP Stream Timeout [00:03:00 |




Bridge
PPF
Switch
il =Fal —
ey Fiter Rule{_NAT JMangle Senvice Ports Connections | Address Lists.
. . Accounting : : = —— = =
1P ! arfieEee: EE @@ @ |o— Reset Counters || 00 ResetAll Counters
MPLE — # | |Action [Chain [Src Address | Dt Addr. [Prot.. [Src. Port
= DHCF Client
Fouting e
: ; DHCF Felay
System —
Fa DHCP Senser
Clueues -
Files
~ G
Log :
Fadius !PS_EC. :
Toals [ Nelgl‘?bors
Mew Terminal P_ad_(mg
Wake Supoutrif PP ol
; : Foutes
Marnusl s
Exit ek
SHMP
Services
Socks
TETP

SRCNAT

5]
sre.Address | N -
Dst. Address: | \ | hd Digable

hd
Fratocal: | | v
Sro Port: | |+
Dst, Port: | | v
Any. Patt: | |~
In. Interface: | | v
Out. Interface: | | -
Packet hark: | | v
Connection hark: | | -
Fauting kark: | | v
Routing Table: | | v

Connection Typs: | |~




SRCNAT

General |Advanced Extra  Action Statistics
g
Src. Address: | |v
Dst Address: | |v Disahble
Frotocol: | |v
Src. Paort: | |v
Dst. Part: | |v
Ay, Part: | |v
In. Interface: | |v
Out Interface: |:||ether1D " ¥ | -
Facket Mark: | \ |v
N
Connection Mark: | \ |v
Fouting Mark: | |v
Routing Tahle: | |v
Connection Type: | |v

SRCNAT

Action:
To Addresses: |87.234.54.3 |
To Ports: | \ | hd

K

Cancel
Apply
Disable

Comment

Copy

Remowve

Reset Counters

[l

Reset All Counters




Masquerade

Mew MNAT Fule
General Advanced Extrd ’ Statistics

Action: E Cancel
Apply
Disahle

Comment

o
=

Copy

Remaowve

Feset Counters

Feset All Counters

-

Address-List

® Address-list no3sonseT Bam
rpynnupoBaTbh pasnuyHble |P agpeca
IP-ceTn gna ganbHenwero
NpUMEHeHUs B NpaBunax

® ABTOMaTuM4yecku 0o6aBnNATL agpeca
B address-list n 3aTem bnoknposaTtb

18




Address-List

® CospaBaTb pasnuyHble rpynnbl
® TMopceTn, AnanasoH agpecoB, UMK e OOUH XOCT

Firewall B
Filker Rules  MAT Mangle  Service Ports | Conneckions§ Address Lists § | sver? Protocols

[#][=] []le] [l [w] L [a]F]

|Name 4 |.C\dc|ress

Mew Firewall Address List
Ed oK
Address: |192,168.1.1 Cancel

Kl

x|

Marns: | allie

disabled
0 items 1
Address-List
General Adwanced Extra Achion ‘Statlstlcs
Action: ‘add st to address list "3‘ IL&II
Address List: ‘Blncked "3‘ Apply
Timeout: |00:10:00 | &
-~
Add specific host
to address-list
Specify timeout fo
temporary service
disabled
2

10



Address-List

New Firewall Rule

General Advanced |Extra  Action  Statiskics

Src, Address List i | Allowed

Dst, Address List: hd Apply

o

+
3

Cancel

Layer? Protocal: - Disable

Camrent
Content: hd
Caopy

Remave
Per Connection Classifier: hd

Sro, MAC Address: = Reset Caunters

Reset All Counters
Out. Bridge Port: -

In. Bridge Port: -

Ingress Priority: hd

DSCR (TOS): -

Packet Size: hd
Random: hd

* TCP Flags

i 21
* ICMP Opkions

IPw4 Oplions: 2 hd

Ypanute Bce npasuna NAT

CospaiTe npaBumno src-nat no3sonsioliee Ballel
fioKanbHOM CeTu BbIXOAUTb B IHTepHeT

CospganTte npaBuno src-nat nossonstouiee rpynne IP agpecos
“‘internet users” BbIxoaUTb B VIHTEpPHET (M OTKNIOUNTE NpeablayLuee
npasuso)

CospganTte npasuno src-nat nossonswouiee BoIxoanTb B HTEpHET
BceM IP kpome onpefgeneHHbix |IP agpecos (u oTkno4nte
npegblayLwiee npasusio)

CospganTe npasuno src-nat nossonstouiee ogHomy IP BbIxoguTb B

MHTepHEeT 1 Tonbko Ha canT mail.md (1 oTKNunTE Npegblaywee
npaBusio)

CospganTe npaBuno src-nat no3sonsioLlee Ballen nokanbHON ceTun
BbIXOAUTb B MHTEPHET, HO Tosibko Ha WEB (80 n 443 nopTbl)
pecypchl.

Ypanute Bce npasuna NAT n cosgante npasuno paspeLlatolee
BalLen CEeTU BbIXO B UHTEPHET

11



DST-NAT

® DST-NAT nogmeHsieT B nakeTtax destination
address(agpec Has3Ha4eHus1) un port

® OH MoXeT BbITb UCNONb30BaH, YTOObI
HanpaBUTb MHTEPHET-NONb30BaTENEN Ha
cepBep B BalUEN floOKarbHOM CETH

23

DST-NAT Example

Web Server Some Computer
192.168.1.1 g I ° “omp
0 Internet 2
s . o
New DST-Address DST-Address
192.168.1.1:80 207.141.27.45:80

24
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DST-NAT Example

« Cosgagvm npaBusio KOTopoe No3BONUT NpobpocuTb Tpaddmk

no WEB cepBepa B npuBaTHON ceTu

=

#
0 General | Advanced Extra Action  Statistics

1

)
=
(T8
=

[N
[

+

*
»

Src. Address: -

Dt Address: 207.141.24.45 E

Protacal: G [tcp)

Src. Port: -
Drst, Port: =10] -
Any. Port; hd
I, Interface: -
4
Zitems [1 Out. Interface: -

X

o
-

Cancel
Apply
Dizable
Carnrnent
Copy

R emove

Rezet Counters

Feszet All Counters

Fiter Bules MAT  Mangle Service Ports  Connections | Address Lists | Layer? Protocols

alllel o v NAT Rule '

Fort

=)

all *

Ih. Inter... Out. Int.| »
etherl

DST-NAT Example

« Cosgagvm npaBusio KOTopoe No3BoNUT NpobpocuTb Tpaddmk

no WEB cepsepa B npuBaTHOM ceTH

E

]
=

Cancel
Apply
Disable
Carnment
Copy

Remove

Rezet Counters

Reszet all Counters

Part

Filter Fules MAT | Mangle  Service Pots  Connections | Address Lists | Layer? Protocols
+ B New NAT Rule '
# )
a General  Advanced Ewtra Action | Statistics
1
Action: | dst-nat ¥
Toaddresses: 19216811
To Ports: Bd
KN —
2 itemnz [1
S

x|

all ¥

In. Inter... Out. Int, *
etherl

13



Redirect

CneuymanbHbit TMn DST-NAT

3710 gencTBMe NepeHanpasnseT nakeTbl HA cam poyTep

[laHHy0 AeicTBME MOXHO NPUMEHSATL AJ1S1 MPOKCUPOBaHWS

Taknx cepsucos (DNS, HTTP)

27

Redirect example

DST-Address

Configured_DNS_Server:53>

DNS Cache

ew DST-Address
Router:53

28

14



Redirect Example

B New NAT Rule '

Ed

General | Advanced Eatra  Action  Statistics
Protscol [ucp R
. : 51 For -
Let’s make local
bt Porc 1[59 -
users to use Router A P -
DNS CaChe In. Interface: - Feset Al Counters
[ Out. Interface: hd
Also make rule for
Packet Mark:
udp protocol scket M T
Connection Mark: -
Fiouting bMark: -
Connection Type: -
29
2

Redirect Example

B New NAT Rule '

Gemeral Advanced Extra Action | Statistics

X

o

Action: | redirect * Cancel

Ta Poarts: 53 Apply

Dizable
Cornment

Copy

® Let's make local
users to use Router T
DNS CaChe Feset All Counters

® Also make rule for
udp protocol

Remove




NAT Actions

Accept
DST-NAT/SRC-NAT
Redirect
Masquerade
Netmap

31

lNMepeHanpaBbTe BCce 3anpockbl Ha BHelwwHne DNS cepBepa Ha cBou
poyTtep

Y Bac B flOKanbHOW CETU UMEETCS NOYTOBLIN cepBep (KOTOpPbI
ncrnonb3yet noptbl 110,25,143,80), cosgaganTte npaBuio KOTOpoe
NO3BONUT NpobpocnTb Tpadumk 4O BaLlero No4ToBOro cepeepa

16



Firewall

33

Firewall

® 3awwuwaet Baw poyTtep n Bawmx
KIMUEHTOB (CeTun) oT
HeCaHKLMOHMPOBAHHOIO AoCTyna

® 3T10 MOXHO caenaTb NyTeM co3aaHus
npasun B Firewall Filter u NAT

34

17



Firewall Filter

® CocTtouT 13 nonb3oBaTeNbCKMUX NpaBUr
KoTopble paboTatoT no npuHuuny IF-Then
(eccnn-To)

® 3711 npaBuna ynopsagoYeHsl B LEMNOYKM
(Chains)

® matoTca npeponpeneneHHble LenoYku
(Chains), n ueno4dkn(Chans) cosgaHHble
nonb3oBartenem .

3

Filter Chains

® MMpaBuna moryT 6biTb NOMELLIEHbI B 3 LIENOYKM NO
YMOIYaHu1Io

® input (to router (Ha poyTep))
® output (from router (c poytepa))
® forward (trough the router(4epes poyTep))

36

18



Firewall Chains

w Internet *']

Forward (npoxogsaiium)
WWW E-Mail

37

Firewall Chains

38

19



Firewall Chains

Output
Ping from Router

e N

— e
39
3
Firewall Chains
P ARP Firewall
IPweE Accounting MAT Mangle Service Ports  Connections  Address Lists | Laver7 Protocols
MPLS Addresses n = @ I Reset Counkers || 00 Reset All Counters | | | |a|| "3|
YPLS DHCP client # | |Acti0n |Chain |Src. Address |Dst, Address |Pr0t... |Src. Part |Dst. Port |In. Ink... |Out. oo |Byte{v|
Routing DHCP Relay
Syskern LHCP Server
Queues DS
Log Hotspat
Radius IPsec
Tools Meighbors
Mews Terminal Packing
MetaROUTER. Pool
Make Supout.rif Roukes
Manual SHMP 4
Exit Services 0 items

40
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® MMpaBuna koTopble 3awmLLaloT cam poyTep

Input

® [aBaiiTe 3abnokupyem BceM O0OCTYM K
poyTepy Kpome Ballero HoyTbyka

41

* Add an accept rule
for your Laptop IP
address

Input

Filter Rules |NAT tangle Service Ports  Connections  Address Lists  Layer? Pratocols

EI |3: Feset Counters || 00 Reset &l Counters |

al

# | |Acti0n |Chain |Src:. Address |Dst. Address |Pr0t0... |Src:. Part |Dst. Part |In. Inter...lDut. Int...|
x
General |Advanced Eutra  Action Statistics
[N Jirpt] ¥ Cancel
Sre. Address: [fonward
output

Dist. Address: hd

Fratocal: -

Dizable
Comment

Sri. Part: -

Copy

Dist. Part: -

Remave

. I Ay, Port: -
D S —

In. Interface: l:l hd
Out. Interface: l:l hd

PaketMark | |~
ConmectionMark [ |~
FoutngMarke ||+

4

Reset Counters

Feset All Counters

21



Input

Filker Rules |NAT Mangle Service Ports  Connections  &ddress Lists  Layer? Protocols

EIEI @ |3: Reset Counters ||DD Reset All Counters | |Fmd

x|

[ET =]

# |

|Acti0n

|Chain |Src. Address |Dst. Address |Pr0t0... |Src. Port

|Dst. Port

|In. Inter...lDut. Int... |B_l,ld'|

0 items

Il New Firewall Rule

General |Advanced Extra  Achon  Statistics

Chain: | input || ¥ |

x|
o

Cancel

Sre. Address: [ ][192.168.5.1 -
DstAddess | |~

Protocal: -

Apply

Commert

Src. Port: -

Copy

Drst, Part: -

Remove

ayPor [ ]+

el -

Rezet Counters

Reset Al Counters
_—

« Add an accept rule for your

Laptop IP address »
Input
(M Firewall x|
Filter Rules |N.6«T Mangle Service Ports  Connections  Address Lists | Layer? Protocols
E”E' Ig' |8: Feset Counters || 00 Reset All Counters | |chf | |a|| ”3'

# | |Acti0n |Chain |Slc:. Address |D$t. Address |F'r0t0... |Src. Paort |Dst. Port |In. Inter...lﬂut. Int... |B_I,JIiV|
Il New Firewall Rule x|
Gereral Advanced Exta  Action |Statistics
Achion: | accept Cancel
add dst to address list Apply
add zrc to address list
jumnp
passthraugh
Teturn
.| Reset Counters
.D =S Fieset &ll Counters

» Add an accept rule for your

Laptop IP address
4

44
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* Add adrop rule in
input chain to drop
everyone else

Input

Filter Rules |NAT tangle Service Ports  Connections  Address Lists  Layer? Pratocols

EI . |3: Feset Counters || 00 Reset &l Counters |

al

# | |Acti0n |Chain |Src:. Address |Dst. Address |Pr0t0... |Src:. Part |Dst. Part |In. Inter...lDut. Int...|

Il New Firewall Rule x|

Sro. Address:
output

General |Advanced Eutra  Action Statistics

Cancel

Dist. Address:

T Disable
Fratocal: - Comment

Src. Part: - Copy

Dist. Part: - Remave

4

7 I Ay, Port: A Reset Counters

[ items P2p: l:l h Feset All Counters || ]
I ntedface: [ [+

Out Itefece: [ [~

PaketMark | |~
ConmectionMark [ |~
FoutngMarke ||+

* Add adrop rule in
input chain to drop
everyone else

Input

Filter Fules |NAT Mangle Service Portz  Connections | Addiess Lists  La

EIEI |?..Z Reset Counters || 00 Rezet All Cour

# | |Action |Ehain |Sn:. Address |Dst. Address |F'roto...|8n::. Pt

General Advanced Estra  Action |Statistics

Il New Firewall Rule ]

pctor: EE +| | | coce |

Apply

46
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Input Lab

[TomeHAnTe Ha BaweMm HoyTOyke IP address,
192.168.x.y

[MpoBepbTe nogkntoyeHne. Yoeantech B pabote
firewall

Bbl moxeTe nogkntoumntca no MAC-address, Firewall
Filter Tonbko ansa IP

47

Input

[ocTyn K Bawemy poyTtepy 3abrnoknpoBaH
(kpome BaLuero IP)

NHTEepHEeT He paboTaeT

OTkntounTte npasuna Filter rules 4to Obl y Bac
NOSIBUNCA UHTEPHET

[MoakntounTtecs K poyTtepy no [P

48




Input

Hzey Tistndlte] Traceroute Telnet Interfaces | \wWinBaox Interffaces  Active Sessions
Telnet Bandwidth Test & T MAL Ping Server
Pazzward BTest Server
Cerlificates Traffic banitor Lr?lterface v
M ake Supout. rif Packet Sniffer
M anual Torch

Graphing

E mail

IP Scan

Ping Speed

Flood Ping

Mebwatch

® Bbl MoxeTe oTknmounTb gocTyn no MAC B meHio MAC Server

Forward

® Lleno4ku npaBun KoTopble KOHTPONUPYIOT
nakeTbl NPOXOASLLME Yepes3 poyTep

® KoHTponb Tpaduka AO U OT KIIMEHTOB

50




Fo

rward

x|
[ ) Filter Rules | MAT  Mangle Service Ports Connections  Address Lists  Layer? Protocals
CosﬂaﬂMM El @ = Heset Counters ||00 Reset All Counters | |Fmd | |a|| ||3|
npaBMno KOTOpOe # | |Actinn |Ehain ‘Src Addiess |Dst Address |F’rntn ‘Src Port |Dst Part |In Inter. |Dut It ‘Bytl'l
x|
3a6nOKM pyeT TCP General ‘Advanced Extra  Action  Statistics
port 80 (Web Chair: | fonward |i| Cancel
. Src. Address: & Apply
browsing) AT
o Must Select Protacol: [ |6 [tep) F‘ - Comment
Src. Port: - Copy
protocol to block papor o Ja || P |
ports 4 I Ay, Port I—I i | Reset Counters |
O iterns P2 I—I i | Reset All Counters |
51
W Firewall x|
Filter Rules ‘ MAT  Mangle Service Ports  Connections  Address Lists  Laper? Protocols
L]
CosﬂaﬂMM EIEI @ = FReset Counters ||uu Fieset All Counters | |F.l'nd ‘ all F‘
npaBMno KOTOpOe # | |Acliun |Cha\n ‘SIC. Address |Dsl. Address |PrUlD. |Src:. Port |Dsl Part ||n. Inlel...‘Dut. Int. .|Byﬂ"
3a6nOKMpyeT TCP General Advanced Estia Action |Slatislics ok
Action: | drop ”3 Cancel
po we
accept
1 dd d ddress | Appl
brOWS| n g ) S et kb i =
Disable
* Must select Conmon

protocol to block
ports

Qitems

g
passthrough
reject
retun
tarpit

Copy

Remove

Reset Counters

Fieset All Counters

i)

52
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Forward

3abnokupynte Web browsing
MonpobynTte oTKpbITE Www.aitec.md
MonpobynTte oTkpbITh http://192.168.X.1

web cTpaHuua poyTtepa paboTaet noTomy
YTO Halle nNpaBusio paboTtaeT Angd
6noknposku chain=forward Tpaduka

53

List of well-known ports

( Port X Protocol >( Service )

80 TCP WWW, HTTP

22 TCP SSH

23 TCP Telnet

53 TCP/UDP DNS
21,20 TCP FTP
8291 TCP Winbox

123 UDP NTP

443 TCP HTTPS, SSL
5678 UDP MNDP
8080 TGP MikroTik Proxy
20561 upp MAC-Winbox

1| ICMP Pings 54

5

27



Forward

e Create a rule that
will block client’s
p2p traffic

B New Firewall Rule '

General  Advanced Estra Action  Statistics

Chairi: | fonward *
Src. Address: i
Dst. Address: hd
Pratocal hd
2P
In. Interface: bit-tlrent
blubster
Out. Interface: direct connect

edonkey
fasttrack [kazaa)

Packet b ark:

Connection b ark:

Routing kark:
Connection Type: -
Connection State: -
o)

Ed

o
ra

Caticel
Apply
Dizable
Comment
Copy

Remove

Reset Counters

Reset Al Counters

Forward

e Create a rule that
will block client’s
p2p traffic

General Advanced Eutra  Aetion | Statistics

Actiorn: ¥

B New Firewall Rule '

X]

]
e

Caticel
Apply
Dizable
Comment
Copy

Remave

Reset Counters

Reset All Counters

28



I
F- II L General |.&dvanced Extra  Action  Statistics
Irewa Og Chair: |input ||3| Cancel
Sro. Address: | | - Lpply
Dst. Address: | | -
° Let,s Iog Cllent plngs Fratacal [ |icmp F‘ - Comrment
to the router Sre. Port: | |~ Copy
L4 Log rule ShOU|d be Dzt Part: | |v Remowve
added before other st |~
action w2 -
In. Interface: | | -
Out. Interface: | | -
Packet Mark: | | -
Connection Mark: | | -
Fouting b ark: | | -
Connection Type: | [
Cormection Shate: | | -
|disa§|ed |

Firewall Log

Let’s log client pings
to the router

Log rule should be
added before other
action

B New Firewall Rule

General Advanced Extra Action | Statistics

-

Action; | log

Lag Prefis: | ICHP

3

!

o
)

Carcel
Apply
Diizable
Comment
Copy

Remove

Reset Counters

Feset Al Counters

29



Firewall Log

IP
Raouting f al >
Parts | Jand02/1970 234181 firewall info ICMP farward: in:etherl outbridgel, sre-mac 00:0c:42:00:08:30, proto ~
ICHMP [type 0, code 0], 216.239.59.147->192.168.100.253. |len 84
Gueues Jan/02/1970 23:41:52  firewall info ICMP forward: incbridge] outetherl, sre-mac 00:17:2,35:02;ce, proto
Biivaie ICMP [type 8, code 0], 192.168.100.253-> 216.239.59.147, len 84
; |Jan/02/1970 23:41:52  firewall info ICMP fomward: incether] outbridge, sre-mac 00:Oc: 42:00:08:30, proto
System ICMP (type 0, code 0], 216.239.59.147-3192.168.100.253, len 84
Files | Jand02/1970 23:41:53  firewall info ICMP farward: incbridage] outetherl, src-mac 00:17:F2: 35:02:ce, prota
ICMFP (type 8, code 0], 192.168.100.253-> 216.239.59.147, len 84
Log Jand0241970 23:41:53  firewall infa ICHP fomward: incether! outbridge, src-mac 00:0c:42:00:08: 30, proto
SHEP ICMP [type 0, code 0], 216.239.59.147->192.168.100.253, len 84
Jand02/1970 23:41:54  firewall info ICMP fomward: incbridge] outetherl, sre-mac 00:17:F2:35:02;ce. proto
Users ICMP [type 8, code 0], 192.168.100.253-> 216.239.59.147 . len 84
B adius |Jan/02/1970 23:41:54  firewall info ICMP forward: incether! outbridge, src-mac 00;Oc; 42:00:08: 30, proto
| ICMP [type O, code 0], 216.239.59.147->192.168.100.253, len 84
Tools | Jan/02/1970 23:41:55  firewall infa ICMP fomnward: incbrnidge] outetherl, src-mac 00:17:F2:35:02:ce, proto
Mew Terminal | ICMP (twpe B, code 0), 192.168.100.253->216.239.59.147, len 84
Telnet Jan /0241970 23:41:55  firewall infa ICMP farward: incetherl outbridgel, sre-mac 00:0c:42:00:08: 30, proto
ICHP [type 0, code 0], 216.239.59.147->192.168.100.253, len 84
Paszword Jan/02/1970 23:.41.58  firewall info ICMP forward: incbridge] outetherl, sre-mac 00:17:2,35:02;ce, proto
Cortificates ICMP [type 8, code 0], 192.168.100.253-> 216.239.59.147, len 84
|Jan/02/1970 23:41:56  firewall info ICMP fomward: incether] outbridge, sre-mac 00:Oc: 42:00:08:30, proto
P ake Supout.rif | IEMP [type 0, code 0, 216.239.59.147-:192.168.100. 253, |len 84
W arual | Jan/02/1970 23:41:57  firewall info ICMP farward: incbridage] outetherl, src-mac 00:17:F2: 35:02:ce, prota
ICMFP (type 8, code 0], 192.168.100.253-> 216.239.59.147, len 84
Exit Jand0241970 23:41:57  firewall infa ICHP fomward: incether! outbridge, src-mac 00:0c:42:00:08: 30, proto
| | ICHE [type 0, code 0), 216.233.59.147-:192.168.100.253, len 84 v
Firewall chain Lab
Ypanute Bce npasuna firewall
3akpoiiTe JOCTYN Ha poyTep C BHELLHEro
nHTepenca(wlan1) no winbox
- 11 ”
® 3akpoiite goctyn B IHTEpHET “NnoxvmM” nonb3oBaTensm
(192.168.x.34 ; 192.168.x.54; 192.168.x.65 — 89)
[ J

Baw poytep 6yget BoinonHaTe oyHKumMn VPN cepBepa,

OTKPOWTE NOopThl AN AocTyna K Hemy (UDP 1701, TCP
1723)

3akpounTe O4HOKITAaCCHUKOB (MO KOHTEHTY)
3akpouTe ping go canra aitec.md

3abnokupynte nopt Ha poyTepe telnet (TCP — 23) T.k
3T0 He Be3onacHo

® lMonb3oBaTenam 192.168.x.24, 192.168.x25 — HyXHO
3aKTbIpTb 4OCTYN Ha cepBep 212.0.3.43 Ha nopThl
110,25,143,80

Baw poytep He pgormkeH nuHrosaTb 212.0.200.1
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Firewall chain Lab

Ypanute Bce npasuna firewall

Bam Heobxogumo caenaTb rpynny nosib3oBaTtesiemn
Group1 (IP — x.43, x.56, x89, x.2) KOTOpPbIM pa3peLleHHO
nonb3oBaTbcs Tonbko WEB Tpadydukom B MHTEPHETE
(ocTanbHoOM BHelWHUX Tpadhdurk 610KMpoBaTh), TakK Xe
Ha KOMMbloTepe X.2 CTOUT cepBUC Ha NOPTY 888, HYKHO
AaTb OOCTYN K 9TOMY flokanbHOMY cepBepy ¢ VIHTepHeTa
Ha yKa3aHHbI NOpT.
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Firewall chains

[ToMmnuMo cTaHOapTHbIX Lenodek (input,
forward, output), nonb3oBaTtenun moryT
co3gaBaTb CBOU

® 370 NomoraeT ynpocTutb cTpyKTYpY firewall
® N cHwxaeT HarpysKky Ha poyTep
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Firewall chains in Action

Forward
Firewall rule viruses
Seql_Jence of el il Firewall rule
the firewall _
. action=jump Firewall rule
custom chains jump-target=viruses —_—
Custom chains Firewall rule \ action=return
can be for ~ .
. Firewall rule Firewall rule
viruses, TCP,
Y The last The last rule
UtDP prOtOCOIS’ firewall rule
elcC.
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Connections (CoeanHeHuns)

Firewall
0
Bl—E —EF E-E-E

[

) . BN E—E Il B E]
==~ E ~E —~E —E ~E]

| N

[] I . MER—E ~E < E]

: B F —~E——E~E| Il 1N
- invalid ! established
- new - related
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® PekomeHayem, bnokuposaTs invalid

Connection State

coeHeHud

Firewall gpormkeH pabotaTb TONMbKO C HOBbIMU
nakeTamum, U peKoMeHAyeTCcs nponyckaTb
OCTalbHbl€ COCTOSIHUS MaKeToB

[MpaBuna dpuneTpaummn nMeroT “connection
state”
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Connection State

Ypanute Bce npasuna firewall

[lo6asbTe npasuno drop invalid packets
[ob6asbTe npaBuno accept established packets
[o6asbTe npaBuno accept related packets

Hante Firewall paboTtaTb TONbKO C hew
naketTamu
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Firewall Actions

Accept

Drop

Reject

Tarpit

log
add-src-to-address-
list(dst)

Jump, Return
Passthrough

6

34



