9  Bandwidth Limit

& ] |
Mikror 1k

Bandwidth Limit




Simple Queue

® Camblin npocTo cnocob orpaHnuYnTb
CKOPOCTb:

® client download
® client upload
® client aggregate, download+upload

Simple Queue

® B Simple Queue Bbl AOIMKHbI
ncnosnb3oBaTtb Target-Address

® BaxxeH nopsaaok npasun.




Interfaces
éridge
==
Switch
Mesh

1= - W Simple Queues

Simple Queue

Uptime{2dd 17:02:31 Iemany{80.0 MiB CPUJ4% [ Hide Passwords B (3

Interface Queues  QueueTree | Queus Types.

Izl@ @ |o°: FReset Colnters || 00 Reset All Counters |

MPLS

@E

[Mame  [TargetA [PeMaxLi. [TeMexLi. [Pack.. |

|-

Routing

'S?.yste m

Files

Lo g

Radius

Tools

MNew Terminal
Make Su pout.tif
Manual

Exit

0 packets queued

Simple Queue

o
~

U o)
Target Address: |192.168.1.2 [
Target U\Dad Target Download
M Limit: [unlimited ~ \\ | # | [unlimited | % | bits/s
e \
Burst Limnit: |un|imited \ || ¥ | |un|imited || ¥ |bits,."s
\
Burst Threshald: |un|imited \ || ¥ | |un|imited || ¥ |bits,."s
Burst Time: |U \ | |D |s
IP address
KITUMeHTa
|enab|ed |

® OrpaHnumm cBol HoyTOYK - 64k Upload, 128k Download




Simple Queue

nple Queue

General ‘Advanced Statistics Traffic Total Total Statistics
MName: by comp |

Target Address: |192.166.1.2 |
Target Upload Target Download

Max Limit: B4k | ¥ [1esk | %] bitss

—— Burst
Burst Limit: |unlimited N [ #] [uniimited | # | bitsfs
Burst Threshold: |un|imited \ || ¥ | |un|imited || ¥ | hits/s
Burst Time: |U \ | |U |s

YKa3biBaeM CKOpPOCTHU

|enab|ed |

® OrpaHnunm ceoit HoyTByk - 64k Upload, 128k Download

Simple Queue

Swtch
Mesh Queue List
IF

IPwE
MFLS
Fouting

Simple Queues | Interface Queuas Queue Tree Queue Types

IE”EI @ |8: Feset Counters ||DD Feset All Counters |

# ]  [Name [Target Addr... [Fxbax Limit  [Tx Max Limit  [Pack... |
n Bhdvcomp 19216812 Bk 128k

w w v w | w

Swstem
Queues
Files
Log
Radius
Tools >
INew Tetrminal
Make Supout.rif
hManual

Exit

0B queued 0 packets gueued

® OrpaHnunm ceoit HoyTByk - 64k Upload, 128k Download




Simple Queue

® OrpaHunubTe cBol HOYTOYK 128k / 256k
® MpoBepbTe cBOE OrpaHnyeHne
® Torch

Torch

» [lnarHocTmnyeckas YTUINnTa

* [loka3blBaeT B peasibHOM BpeMeHU Tpapuk
NpoXoasLnn Yepes yKkasaHHbIN MHTepdenc




Log
Radius

MNew Terminal
Make Supout.rif
hanual

Exit

BTest Server
Bandwidth Test
Email

Flood Fing
Graphing

IF Scan

MAC Server
Metwatch
Packet Sniffer
Fing

Fing Speed
Profile

ShAS

Telnet

Torch

K cnanpy

q Tarch ,

Traceroute

unningg

Using Torch

- Basic

— Filters

Interface: |ether1 2

Start

Src. Address: |0.0.0.0/0

Entry Timeaout: |DD:DD:DS

|s  Dst Address: [0.0.0.0/0

— Collect
Sre. Address
Dst. Address
[ MAC Protocal
[] Protocal

ew Window

N\ Src. Addressh: |::,-"D

Ste. Addre Det Addresst: | /0
Dst. Address st resst: |-/
O Port MAC Protocol: |a||

O wLANId Protocol: [any

BblsupaeM Fort: |any

M HTep¢eﬁc\a’LAN Il |any

=

[Eth. .. |Protocal [Sre. [Dst, [WLA.. [TxRate ©[PxRate TxPac.[RxPa. | [»
an0 fip 1203133 89.28.88.22 92,7 kbps 4.4 kho 10 B =
800 (ip) 1303133 89.28.89.73 91.9kbps 2.4 khps a 4
800 (ip) 1303133 46.158.86.174 91.5 kbps 2.8 khps a 5
800 (ip) 1303133 89.41.106.151 81.9kbps 3.6 khps 7 [ =
800 {ip) 13.0.3133 13031 335 kbps 4.4 kbps 5 4
800 (ip) 1303133 g9.258.112.109 243 kbps 826 bps 2 1
800 (ip) 1303133 §9.25.83.204 91 kbps 512 bps 1 1
800 (ip) 1303133 89.28.27.3 5.6 kbps 5.8 kbps 1 2
800 (ip) 1303133 89.28.31.45 5.6 kbps 5.8 kbps 1 2
800 {ip) 13.0.3133 92.114.201.245 4.5 khps 5.1 khps 2 3
800 (ip) 1303133 109.185.143.31 42 kbps 4.0 kbps 2 1
800 (ip) 1303133 89.28.41.43 40 kbps 4.0 kbps 1 1
800 {ip) 13.03133 178.168.12.8 3B khps 3.3 kbps 0 0
800 (ip) 1303133 §9.25.51.227 34kbps 3.3 kbps 1] 1] =
OO0 fimt 12021372 170160 22 OF D lebme 2 A L 2 3 *

Total Tx: 488.3 kbps

| Total Poc 81.3 khps

| Total T Pagket B0

| Total Fox Packet: 55




Using Torch

- Basic ~Filters : Stan :
Interface: |ether12 || ¥ | Src. Address: |D.D.D.D,-"D |
Entry Timeout |00:00:03 |5 Dst Address: [0.0.0.0/0 |
~ Collect Sre. Addressh: |::,-"D | -
Src. Address Src. Addressh et et | 0 | Mew Window
] Dst. Address [ Dst. Addressé st Address: |-/
[ AAC Protacal [ Part MAC Pratocal: [all =l
[ Brotocal [ WLaN 1d Frotacol: |any " ¥ |
Fart: |any || ¥ |
WLAN Id: [any I=
|Eth. |Pr0tocol |Src. |Dst. |\u-’LA |Tx Rate \‘|Rx Fate |Tx Pac...|Rx Pa... | |v
800 {ip) 1303133 0.0.0.0 6.2 Mbhps 214.4k... 559 296
300 rim 13.0.3.118 0.0.0.0 288 bps 1456 b... 0 2
300 fim 156.0.0.239 0.0.0.0 0bps 264 bps 0 0

Total Tx: 6.2 Mbps

Total Fx: 216.1 kbps

Total Tx Packet: 559

Total Rx Packet: 298

Using Torch

—Basic

~Filters

Src Address: [13.0.3.133

Entry Timeout: |00:00:03

Dst Address: [0.0.0.0/0

—Collect
Src. Address

[] Dst. Address

Src. Addressh: |::,-"D

Src. Addressh

Start

D=t Addressh: |::,-"D

[] Dst. Address

|
|
| INew Window
|
|

[] MAC Pratacal [ Part MAC Frotocal: |al| " i
] Protocal [ wLam 1d Frotocal: |any " ¥
Part: |any || ¥
WLAN Id: [any I=
[Eth. .. [Pratocol [Src. [D=t. [WiA. [TxRate v|FxRate [TxPac. [FxPa. | |+
300 (ip) 1303133 n.0.0.0 32 Mbps 1157 k.. 335 174

Tatal Tx: 3.2 Mbps

| Total Foc 115.7 kbos |Tatal Tx PﬁI.CkBt 335

[Total R Packet 179




Using Torch
i r
. Inline Comments
Interface |Ethern Tunnel WLAN “RRP Bonding LTE
Show Columns »
(] [=] [l
Name Find Ctri+F [L2 MT.[Tx [P [TxPa.. [P Pa..[Tx

R <#other? Find Mext Cirl+i 1600 13.1 kh.. 1745 kbos 18 25

WAN-3-Oran
B 4i*ctherd Select Al CHrl+A 160015854 .. 3169 kbps 232 147

o DMEZ-SAWAN G-
R #*ctherd Add » 1526 321.7 k.. 1596.7 kb... 148 225
RS 4i*cthers 1626 Ohps Nhps i
S 4tctherd e R 1626 Ohps Nhps I 0

o2 Priveate Metun
R 4bether? Enable E 1526 35kbps| 65 kbps 5 7
RS 4*ctherd Cisable [»] 1526 0bps 0bps 0 0
RS 4*ctherd 1526 0bps 0bps 1] 1]
RS #Potherg  comment € 1526 Ohps 0bps 0 0
1R26 0bps 0bps 1] 1]

= Torch
. = -7 B— 1526, 4.5 Mbns. 1544 kb 422 216

; - Switch b Port

4i*etherl 3 Ethernet 1526 0bps 0bps 0 0
S 4i*etherl Ethernet 1526 0bps 0bps 0 0
S 4i*etherls Ethernet 1526 0bps 0bps 0 0
S 4i*etherlb Ethernet 1526 0bps 0bps 0 0
S %i*ather]? Ethernet 1526 0 bns 0 bns 0 i
S %i*ather]d Ethernet 1526 0 bns 0 bns 0 i
S 4i*etherld Ethernet 1526 0 bps 0 bps 0 il
X% 2tp-out] LZTF Client 0 bps 0 bps 0 i
o %Hun-999.md 0PI Client 0 bps 0 bps 0 i
15

+ [
33 items (1 selected)

Simple Queue Specific Server Limit

General |Advanced Statistics  Traffic Total  Total Statistics

Lo ]

Mame: |L0cal Comp to Atec.md | | Cancel |

Target Address: |192.168.1.2) [ | Apply |
Target Upload Target Download | Disable |

e Limit: | T [E2REL ['# ] ity | Comment |

—a— Byrst | Copy |
Burst Limit: |unlimited | # | lunlimited [#]bitsts | | PRemove |
Burst Threshold: |un|imited || ¥ | |un|imited || ES | hitsfs | Eeset Counters |
Burst Time: |D | |D |S | Feset All Counters |

v Time | Tarch |

enabled




Simple Queue Specific Server Limit

GenerStatistics Traffic Total Total Statistics

L ook ]
P2p: | Rs | Cancel |
Facket barks: | - | Apply |
Dst Address: |217.26.147.23 '+ || Disshle |
Interface: |a|| \ || ¥ | | Comment |
Tar | Copy |
et Upldgd Target Download

. . A = . — . | Femowve |

Lirnit At: |un||m|ted || ¥ | |un||m|ted || ¥ | hitsfs
Quewe Type: |defau|t—smal| || * | |defau|t—smal| || * | | REEISHORIIE] |

Feset All Counters

| |
Farent: |none || ¥ | | Torch |

Friority: |B |

I|enab|ed

Simple Queue Specific Server Limit

Clueue List

simple Cueues ‘ Interface Quauss CQueue Tree Queus Types

E”E‘ .@ . . ‘°_ Reset Counters HDD Feset All Counters |

[Name |TargetAddress |PxhdaxLimit  [TxMaxLimit  [Pack.. | [+
D & v comp 19216812 Bk, 128k
1 & | ocal Comp to Aitecmd  192.168.1.2 1hd 2hd

2 items 0B queued [ packets queued




Simple Queue Specific Server Limit

Cueue List

Simple Cueues |Interfac:e Quaues Queus Tree Queua Types

EE‘ .@ . . ‘°_ Reset Counters HIJD Reset All Counters |
[Name |Target Address |Fxhdax Limit [T baxLimit  [Pack.. | [+
D 2| ocal Comnto Atecmd. 192 168,12 1k 2hd
1 B My comp 192.1681.2 B4k 128k
2 items 0 E gueued 0 packets gqueued

Specific Server Limit

® Cpoenaiite orpaHuyeHne ansa canta
aitec.md

® CkopocTb Ang aToro cainTa JoSmKHa ObITb
BblLLIE YEM OCHOBHOE OrpaHu4eHune

20

10



Simple Queue Burst

21

Simple Queue Burst

Burst-Limit

Actual Rate

Max-Limit

| Limit-At Burst-Threshold

Disallow

Average Rate

0 I 2 3 4 5 7 8 9 1011 12 13 14 15

22

11



Simple Queue Burst

Mew Simple Queue
General |Advanced Statistice  Traffic Total Total Statistics | (0] |
MName: |L0cal Comp to Aitec.md | Cancel |
Target Address: |192.168.1.2) [ | Apply |
Target Upload Target Dawnload | DIEEIE |
Mex Limit. |10 =] (2 [+ bitsse | L Comment |
-a— Burst | Copy |
Burst Limit: |unlimited | # | lunlimited [#]bitsts | | PRemove |
Burst Threshald: |unlimited | # | lunlimited |3 |bitsfs | [ ResetCounters |
Burst Time: |D | |D |S | Feset All Counters |
=T | Torch |

enabled

Simple Queue Burst

Simple Cueue <Local Comp to Aitec.md>

Genetal ‘Advanced Statistics  Traffic Total Total Statistics

ok |

| | Cancel |

Target Address: |192.168.1.2 |$ | Apply |

Target Upload Target Download | DlEEl |

Mece Limit: | Th [#] |21 [#]bitsss | L Comment |

——Burst | S0y |

Burst Lirnit: |un|imited || ¥ | |5M || ¥ | hits/s | Femove |

Burst Threshald: |un|imited || ¥ | |1M || ¥ | hits/s | Reset Counters |

Burst Time: |EI | |1EI |5 | Feset All Counters |

—v-Time | Tarch |
lenahlad

12



Bandwidth Test Utility

Bandwidth test moxeT ncnonb3oBatbca gnsa
MOHUTOPUHIra nponyckHOM crnocobHOCTH
KaHana (4o yaaneHHOro ycTtpomcTea).

Bandwidth test paboTaet mexay 2 poytepamm
MikroTik

Bandwidth test utility ectb 1 gna Windows

Bandwidth test goctynHa Ha cante
MikroTik.com

25

Bandwidth Test on Router

Nn@13.0.3.1 {(DC-Core] - WinBox v5.14 on RB600A +RE616 (powerpc) - |El|,£|
Safe Mt Uptime:24d 20:56:33 Memary{78.5 MiB CPU{33% [ Hide Passwards B )

Interfaces
Brid ge
‘Swich
Mesh
= I
IPvE P
MPLS ¥
Riauting P
’System :1‘.
::Cfuiéu’é_e?;‘ ;
BTest Server
\ Bandhwicith Test

Fload Ping
Graphing

IP Scan
MAC Server
Metwatch
Packst Sniffer
Ping

13



Bandwidth Test on Router

Muwem IP address ygan.p
Bbibupaewm protocol

TCP count connections
Authentication

Bandwidth Test

TestTa: LI Start
Protocal: & udp  top
Local UDP Tx Size: [ 1500

|
Remote UDP Tx Size: [1500 |
|

Direction: |receive || ¥

TCF Connection Count: |ED |

Local Tx Speed: l:l * hps

Remote Tx Speed: l:l ¥ bps
[ | Randam Data

ser [~

Passwor: [ |~

Lost Packets: |D

TP Current; |U bpsdl bps

TP 105 Average: |D bpsdl bps

TofFox Tatal Average: |D bpsil bps

T
P

Bandwidth Test on Router

Muwem IP address ygan.p
Bbibupaewm protocol

TCP count connections
Authentication

TestTo: [15.0.0.1 | stan

Pratacal: & udp Ctep | Stop
Local UDP Tx Size: 1500

|
Remate UDP Tx Size: 1500 |
|

Direction: |Send || ¥

TCF Caonnectiah Caunt: |ED |

Local Tx Speed: I:I ¥ bps

Rermote Tx Speed: l:l * bps
[l Random Data

User -

Password: -

Lost Packets: |U

TxfPoc Current: |73.4 Mhps/0 bps

TwfFx 108 Average: |55.3 tdbps/l bps

TxfFix Total Average: |4?.? tbps/0 bps

ITx: 75.0 Mbps
P |I|||‘

14



Bandwidth Test on Router

Muwem IP address ygan.p
Bbibupaem protocol

TCP count connections
Authentication

Uptirna]24d 21:06:10 Memony]78.2 MIB CPU{100%

TestTa: [15.0.01 | Feen |

Pratocal: € udp
Local UDP Tx Size: [1500

|
Fiemnte UDP Tx Size: [1500 |
|

Direction: |Send || ¥

TCP Connection Count; |1 |

Local Tx Speed: I:I ¥ bps
Femate Tx Speed: I:I ¥ bps

[] Random Data

User |admin -

SehAchhoACAICK "

Fasgword:

Lost Packets: |D

TofFix Current. [16.0 Mbps/0 bps

TP 105 Average: |1 3.4 Mbpsi0bps
Tx/Fex Total Average: |1 3.4 Mhpsi0 bps

Tx 16.0 kbps
P TR

Bandwidth Test Server

Swsterm 2
Cueles

Files

Log

FRadius

Tools [ Bandwidth Test
Mew Terminal Ermail
tdake Supout.rif Flaod Fing
banual Graphing
Exit IF Scan
bALC Server
Metwatch

Parkat Sniffar

ETesk Server E
IE‘ ETest Server Settings I:I

|F\ddress i |Pr0t0c0l |Directi0n |L|ser || v|
Enabled. . oK

Authenticate
Allocate UDP Ports From: 2000
Appl
Max Sessions:

0 items

15



Mo>HO BbICTaBUTb
HauBbICLLINWA
npuopuTeT
Priority 1 is higher
than 8

[OmKHO ObITb XOTS
Obl 2 npuoputeTa

Traffic Priority

M Simple Queue <Limit_Neighbor_Bandwidih=

General Advanced | Statistics  Traffic Total  Total Statistics
Packet Marks: - Apply
st e M
riece =t ’
opy
Target Upload Target Download
Limnit &t | unlimited * | unlimited * | hitz/z
Reset Counters
Queue Type: | default-small * | | default-zmall ¥
Rezet &ll Counters
Pricrity: |1

~

Set Higher Priority

31

(TCP / UDP)

[MpoBepbTe ckOpOCTb A0 poytepa 192.168.111.1

MoxxeTe NpoBepuTb CKOPOCTb MeXay BallMMu
BHELLUHMMW poyTepamm

Cospgante npasuno Burst n nposepbTe ero paboTty

Ncnonbsysa ytunuty Torch nocCMOTpUTE NO Kakomy
nopty paboTtaet nporpamma Bandwidth Test

Bandwidth Test

32
3

2

16



Advanced Queuing

® 3ameHuTb coTHM npasun simple
queues BCero HecCKobKUMU

® YcTtaHoBUTbL 0OQHO orpaHMyeHne ang
BCEX Nosib3oBaTeneun

® MopennTb NOPOBHY NOMOCY MeXAY
nonb3oBaTensaMm

33

PCQ

® PCQ s advanced Queue type

® PCQ uses classifier to divide traffic (from
client point of view; src-address is upload,
dst-address is download)

34

17



PCQ, one limit to all

® PCQ nossonseT ycTaHOBWUTL OAHO NIUMUTUPYIOLLIEE NPaBUo
And BCce nonb3oBaTtenen

¢ 3A0AYA — ogHOM MPaBUMOM AaTb OrpaHUYEHUE KaKOooMy
nonb3oBaTeso B JIOKanbHOM CeTN (OrpaHnNYnTb BCEX
nonb3osaTernemn)

35

PCQ, one limit to all

simple Queuss | Interface Queues Queue Tree Oueue Types

@ |3Z Feset Counters ||uu Reset All Counters E

[#[[=]

nple Queus
General |Advanced Statistics Traffic Tatal Taotal Statistics Ij
Name: [AI1512k | Cance
Target Address: |192.166.1.0/24 |+ Apply
Target Upload Target Download Iﬂ
b Limit: |unlimitsd | #| |unlimited | # | bits/s | Comme
—+— Burst Copy
Burst Limit: |un|imited || ¥ | |un|imited || ¥ | hits/s I@
Burst Threshald: |un|imited || ¥ | |un|imited || ¥ | hits/s @
Burst Time: |D | |D |S I@
v Time Tarch

0 items

18



PCQ, one limit to all

Simple Cusues  Interface Queues  Queue Tres (Queus Types |

+ |Kind =] E3
* pfifo
* piifo Type Ma :|PCO-DownIDadS ‘ | 0K, |
* pfifo )
* hotspot-default st Kin&_ pcg ||ﬂ
* mult-queue-ethernet-d... mo pfifol —
* onby-hardware-queue none P\ate([512k) | Apply
* svnchronous-default red ’
*  wireless-default sty iz |50 | Copy

Tatal Limit |2000 |

BustPate:| |~
Burst Threshold: |:| v

Burst Time: |00:00:10 |

- Classifier
[ Stz Address Dst. Address
[ Src. Part [ I"st. Fart

Sre. Address Mask: |32 \

PCQ, one limit to all

Simple Queues  Interface Queues  Queue Tree( Clueue Types )
[#][=]

W Type Mame + [Kind Queus Type A

CO-Diawnloads poo

* ault pfifo Type Namg: |PCO-UpIDad | 0K, |

* deMglt-small pfifo

*  etheMet-default fifo Kin®& |pcg | = Cancel

*  hotspot-default sy — <

* rulti-gueue-ethernet-d... mao pfifo matel 7561 Apphy

* onby-hardware-gueus none

* gynchronous-default red Limit: |50

* wireless-default sty ; |

Total Limit: |2000

BustPate: | |~
Burst Threshold: l:l A

Burst Tirme: |00:00:10 |

- Classifier
[] Dst. Address
[] [] Dst. Part

S Adckess Mask: |32
9 3
items - - A |




PCQ, one limit to all

simple Queuss | Interface Queues Queue Tree Oueue Types

EE @ |3Z Feset Counters ||uu Reset All Counters
#

T4 ale Clueue

General |Advanced Statistics  Traffic Total Total Statistics

=]
oy

ame: |All512k

Targ ddress: |1 92.168.1.0/24

Target Upload Target Download

hiex Limit. |unlimited | =] [unlimited

| # | itsys

—— Burst

Burst Limit: |un|imited || ¥ | |un|imited

| # | itsys

Burst Threshald: |un|imited || ¥ | |un|imited

| = | bits/=

Burst Time: |D | |D

|s

-¥-Time

0iterns

CalP:

2| o
Jlz2 g olg 2] |x|e
= = 0 I = == e
glleligllz =z lzl =z

PCQ, one limit to all

Simple Queuss | Intetface Queues Queus Tree Clueue Types

General Advanced |Statistics Trafic Tatal Total Statistics

o |

=

| - Cancel

Facket barks: |

- Apply

Dst Address: |

|+ Disable

|| s | Comment

Interface: |a||
C
Target Upload Target Download Ry
Limit &t |unlimited [ =] |unlimited [3] itsfs Remove
Queue Type: |default-small | = [Pco-Downloads | = Fieset Counters

FPCO-Downloads

Farent:

Feset All Counters
Tarch

Priarity: |default-small

ethernet-default
hotspot-cefault

multi-queue-ethemet-default N
only-harchware-ueue
synchronous-default

wireless-default

0 items

\

20



PCQ, one limit to all

Cluzue List

Simple Qusues ‘ Interface Queues | Clueue Tree | Cueue Types |

IE”E' @ |8: Feset Counters ||u|] Reset All Counters |
# |

|Name |Target Address [P hdax Limit [T Mex Limit [Pack.. |
n B AlR12K 1321681024 unlimited unlimited

N

PCQ, one limit to all

Clueue List

Simple Cueues |Inten‘ace Queues | Queue Tree | Cueue Types |

EE @ |3Z Feset Counters ||uu Reset All Counters |
#

MNew Simple Queue

General |Advanced | Statistics | Traffic | Total | Total Statistics | oK.
Name: [AI1512k | Cance
Target Address: [192.168.1.0/24 |+ Apply
Target Upload Target Download I:Disabls
b Limit: |unlimitsd | #| |unlimited | # | bits/s [ Comme
—4— Burst I:Copy
Burst Limit: |un|imited || ¥ | |un|imited || ¥ | hits/s Femov
Burst Threshald: |un|imited || ¥ | |un|imited || ¥ | hits/s Feset Coul
Burst Time: |D | |D | & FesetAll Co

0 items

21



PCQ, one limit to all

zimple Queue <AllR12k>

General |Advanced Statistics  Traffic Total Tatal Statistics | oK |
Narme: [Al512k | Cancel |
Target Address: |132.168.1.0/24 |# | Apply |
Target Upload Target Download | Disable |
M Lirmit. 100 | =] [1oM [ ] witsys | Comment |
—a— Burst | Copy |
Burst Limit. |unlimitsd | # | |unlimitsd [#]|oitsss | | Remove |
Burst Threshold: |un|imited || L | |un|imited || L | hits/s | Feset Counters |
Burst Time: |D | |D |S | Fesetall Counters |
~w-Time | Taorch |
PCQ, one limit to all
pcq-rate=128000
2 users 4 users 7 users
128k 13K
73k
» 128K |73k |>
queue=pcqg-down
max-limit=512k 3k 1>
128k 128k 73k >
128k 13k
128k 73k
44
4

22



PCQ, equalize bandwidth

® PCAQ TakK xe no3sonseT NoaenuTb NopoBHY BECb KaHar

Mexay BcemMun nonb3oBaTtesidaMun

¢ 3A0AYA — ogHOM NpaBUoM AaTh HE OrPaHUYMBaTL HUKOTO,
HO 4EeNUTb KaHan Mexay BceMn nosib3oBaTensiMm NopoBHY

45

PCQ, equalize bandwidth

Simple Queues  Interface Queues Cusue Tree QUEUETYF'ES|

[+[=] [v]

[Type Name 2 [Kind
PCO-Downloads pco
PCO-Upload faluts]
default pfifa
default-small pfifa
ethernet-default pfifo
hotspot-default sfg

multi-gueue-ethernetd... mog pfifo
only-hardware-gueuse none
synchronous-default red
wireless-default sfoy

B E ¥ E E E K B

(O[]

] G
Type MName: |PCQ-DDwnIDads | | OK |
Kind: |pcq || ¥ | Cancel
( Fiate: |D ) |
Limit: |50 |
|

Total Limit 2000

BustPate: | |~
Burst Threshold: l:l v

Buret Time: |00:00:10

-~ Classifier
[ Src. Address Dst. Address
[ Src. Port [] Dst. Port

Src. Address Mask: |32

Met Arddrass Mask: |72
-

23



PCQ, equalize bandwidth

pcq-rate=0

queue=pcq-down
max-limit=512k

1 users 2 users 7 users

73k

256k 73k
73k
73k |
73k
256k 73k

73k

!

512k

VVVV

® Cospaite 1 npaBuno kotopoe GyaeT Bce
KOMMbIOTEPLI B Ballen NokarbHOW ceTu
orpaHnymnBaTb ckopocTbio 128k Upload n 256k

Download

® Ho 1 koMnbloTepy (aAMUHUCTPATOPY) HYXHO
Aatb ckopocTb 512k/512k

® MoxeTe ycnoxHuTb cebe 3agady Ucrnonb3ys
Burst (ero Tak xxe MoXxHO ncrnonos3osatb B PCQ)

PCQ Lab

48
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graph

49

graph

® padmk npeacraBnseT cobor UHCTPYMEHT ANs
MOHUTOPWHra passinyHbIX
napameTpoB RouterOS Bo BpeMeHHOM
NPOMEXYTKM cobmpaeT UX U CTPOUT rpadmkm

Ytunuta Graphing MoxeT cTpouTb rpadoukn ons:

* Routerboard health (voltage and temperature)

* Wcnonb3oBaHue pecypcos (CPU, Memory and
Disk usage)

» Traffic npoxogsawmn yepes interfaces

» Traffic npoxogawmn no npasunam simple queues

50

5

Q
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Graph - HacTponka

kAEL 2

Fouting ¥

owystem 2

Clueues

Files

Log

Fadius BTestServer

Toaols [~ Bandwidth Test

MNew Terminal Ernail

tMake Supoutrif  Flood Ping

bdanual ( Graphing )

Exit IF Scan
bAAC Serser
Metwatch
Facket Sniffer
Fing

Graph - HacTponka

Graphing

Interface Rules |Queue Fules | Fiesource Rules | |

(+)

[Interface o [Allow Address [Store an...|

etherl 0.0.0.0/0 ves
ether? 0.0.0.0/0 WES
etherd 0.0.0.0/0 ves

ahing Rule

Interface: |all

DK

<pptp-TunOffice?>
<pptp-sergeyf>
Tl

TUIT T
TunPrivat20
TunPrivat20-2
TunFrivat21
TunPrivat21-2
TunPrivat22
T
Tunel to Office-Aitec

Allow Address:

Jitemns

{i¥i

Cancel
Apply

Copy

Femaowve
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Graph - HacTponka

Graphing

Interface Fules Cueus Fules ‘P\esaurce Fules | |

()

|Sirmple Que.. « [Allow Address |Store on.. [Allow Ta. [+

MNew Queue Graphing Rule

Simple Queue: |a|| ;8 |

~|Lacal Comp to Altec.md
Allow Address: |y oo Cancel
Apply

Allow Target

0 iterns

b »n

Graph - npocmoTp

[nsa gocTtyna K npocMoTpy rpadpukoB HaNUWnTe
http://[Router_IP_address]/graphs/

€« C |@192.168 .1/graphs/iface/ether2;

@ Hosadernz <@ [ BemoareH wvno.., (1 CROpMATEI MUK, ..

[k . . -
Eﬂ HA3bIK 3TOM CTpaHWUbI | aHTIMACKKIA ~ | X0THTe NepeeecTM ee? | [lepet

Interface Statistics

ether2
Last update: Thu Feb 12 06:31:40 1370

"Daily" Graph (5 Minute Average)

4.00 Hb

300 Mo

2,00 Mb

Bits per second

L1.00 Hb o e
: Wl

G 2 4 6 & 1o 12 14 16 16 20 E o I 4 @
MaxIn: 16373 Kb Average In:2545Kb  Current In: 225 Kb
Max Cut: 392 Mb - Average Out: 226.59 Kb Cusrent Out: 267 Kb

Q.00 Mb




Simple Queue Monitor

<| ¢ | |E |+ 'i"\http‘,-flgz.lsa.100.1fgraphs;queue;um|tf

. - -
Graphs are Queue Statistics
available on Limit
WWw St 32601

. Max-limit: unlimited/unlimited (Total: unlimi

® To view graphs Linieat i (oL i)

Last update: Thu Jan 1 21:45:44 1970

http://router_IP
® Ortobpasute "Daily" Graph (5 Minute Average)
rpadoukun Bawumnx "
CUCTEMHbIX
pecypcoB N

) .
BaLLIMX Slmple o 4 16 18 20 22 0 2 4 & 8 10 12 14 16 18 Z0

Queue Max [n:0b  Average n:0b  Current In: 0 b
Max Out: 0 b Average Out: 0 b Current Out: 0 b

3h

zh

Bits per second
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Mangle

Mangle 3To kak 6bl "Mapkep" KOTOpbI MapKUpyeT NakeTbl
cneumarnbHbIMKM MapkamMmu ans ganbHenwen obpaboTku.
MHorne gpyrmne cpeactsa B RouterOS ncnonb3ytoT aTn
MapKu, Hanpumep Takue Kak gepesbs odepenen n NAT.
OHW naeHTNPUUMPYIOT NakKeTbl MO UX Mapkam U
COOTBETCTBEHHO 0bpabaTtbiBaa ux. Mapku mangle
MCMNONb3YKTCSA TOMNBbKO MapLLPYyTU3aTOPOM, OHU He
nepegarTcs NoO ceTn

56
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Mangle

Mangle ncnonbayeTca anss MapKUpPOBKU
naketoB (mark packets)

[Mo3BonsieT oTAENNTb pasnnUyHbIe TUNbI
Tpaduka

Ncnonb3yeTcs Ansa orpaHnudeHuns pasnmnyHoro
Tpaduka, npuopuTepmsaumio.

Mangle He MeHSieT CTPYKTypy nakeTa
(ncknrovyeHne DSCP, TTL)

57

Mangle Actions

Mark-Connection

| connection Packet > Packet »  Packet
Marking Marked Marked
2 connection Packet »|  Packet »  Packet
Marking Marked Marked

Mark-Packet

| connection Packet >  Packet »  Packet
Marking Marking Marking
2 connection Packet #| Packet >  Packet
Marking Marking Marking 58

b »n
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Mangle Actions

® Mark-connection ucnonbayet
connection tracking

® MHdopmauusa o HOBOM NOAKMOYEHUN
nobasngaetcsa B Tabnuuy connection
tracking

® Mark-packet paboTtaeTt HenocpeaCTBEHHO
C naketamu

59

Optimal Mangle

® Queues nMetoT TOMbKO onuuto packet-mark

Combine Mark-Connection
and Mark-Packet

| connection Packet »|  Packet »  Packet

mark=connection Marked Marked
mark-packet

2 connection Packet »| Packet #  Packet

mark-connection Marked Marked
mark-packet

60
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Optimal Mangle

® MapkupyiiTe HOBble cOeaNHEHUS
ncnosiL3yd mark-connection

® N3 npoMapKnpoBaHHbIX COeaUHEHWI
npomMapkupymnTe naketbl - mark-
packet

61

Mangle Example

® Mbl x0TUM orpaHnunTb Tonsbko WEB Tpaduk

® Imagine you have second client on the router network
with 192.168.X.55 IP address

® Let's create two different marks (Gold, Silver), one for
your computer and second for 192.168.X.55

62
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Bridge
PPP
Switch Filter Fules  MAL Mangle | rvice Ports | Connections | Address Lists  Layer? Protocols
EE @ @ m |32 Reset Counters ||IJIJ Reset All Counters |
_ bARP # | |Ac1iun |Chain |Sr:.Address |D5t Address \Prot...\Src. Port |Dst. Port |In.|
IPA6 " Accounting - FTP-DMZ
MELS P Addresses D FrP—IDmg prerouting G ftc 20-21.5
Routing I DHCP Clignt i # .. prerouting 171 50000-5
S 2 2T A i S Dma g
Queues DHCP Server 9 #ma... prerouting
Files DS 5 # ma... prerouting
& #ma.. I
Log oo ) || S vosnosior ™™™
Fadius IFsec 7 # ma... prerouting
Mew Terminal Packing 9 # ma... prerouting
hake Supoutnf Fool 16; LAN # ma.. | prerouting
hanusl Routes 1% | ma. [forward unk
i 12[% | #ma.. forward unk
* B 13 # ma.. forward
ShMP 2 CardSharing
14 < ma... prerouting G (... 7600
SERIEEs 2 DMZ2-Oranne
Socks 15 # ma... prerouting
TFTP ... DMZ2
18 & ma... prerouting
Traffic Flow o DMZZ
63
6
2

Chain

Src. Address:
Dst Address:

Fratocal:
Src. Fort:
Dst. Port:
Ay, Port:
P2p:

In. Interface:

QOut. Interface:

Packet bark:

Connection Mark:

Mark Connection

angle Rule

General Advanced Exra Acdtion |Statistics

Action: |mark connection

Mew Connection Mark: |web—connedion‘

Passthraugh

64
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Mark Packet

gle Rule

General |Aduanced Extta Action Statistici General Adwvanced Extra Action ‘Statistic:s

Action: |mark packet

S, Address: |

New Packet kMark: |web—p acket

Dst Address: |

[Passthrough

Pratocal: |

Src. Part: |

Dist. Part: |

Ay, Port: |
PP |

In. Interface:

Ciut. Interdace:

Facket Marl: |

Connection Mark: |:||web-cunnedi0n

Fouting hark: |

FRouting Takle: |

[ IS

Simple queue
[Tl[=]fin 3
General |Advanced Statistics  Traffic Total Total Statistics
Marme: |Web—|imit
Target Address: | General Advanced |Statistics Traffic Total Total Statistics
PP |
Target Upload TargetD)
o Facket harks: |Web-packeﬂ
heue Limit: |10 | =] [1om
D=t Address: |
~4— Burst
Burst Limit: |un|imited " ¥ | |un|imited Interface: |al|
Burst Threshald: |un|imited || ¥ | |un|imited Target Upload Target Dawnlc
Burst Time: [0 | [0 Limit At: [unlimited [#] [unlimited
~v-Time Queue Type: |default-small | =] [defaul-smal
Parent: |n0ne
Priority: |8
enabled
T e P S P biwm 10 NAMAR
6
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Simple — PCQ — Mangle

Coenante TyHHenb co cBouMMm cocenom L2TP

OrpaHun4ybTe BCeEX NONb3oBaTENIEN CBOEU
nokanbHon ceTtn no 128kbit

[Monb3oBaTensm B rpynne BOSS ckopocTb
256kbit

[na Web copenante csonm nonb3oBaTtensam
nokanbHoun cetun burst 512k — 256k

BHumaHne! 3T cKopocTn He OOSKHbI
pacrnpocTpaHAaATcAa Ha Tpadouk mexay
nokanbHbIMU ceTAMU ( TYHHESTb C cCoceloM),
Hawm xBaTtuT 2Mbps -

-
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