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Succeed with Quality

* becpoporpbie ceTr 0071a1ar0T THOKOCTHIOTIPH

KHITypaliyl ¥ pacIUpeHin. MIyT CITyKUTh KaK
JOOaBIICHIM, TaK U 3aMEDIIPOBOHBIX CETel Mpr

TOCTPOCHUH CETEBOM HPPACTPYKTYPbI

* [bm30BaTemMMIyT CBOOODIICpMATIATHCS, T.K.
O€ CIpoBY/HbIE CETH 00€ CITEUMBAIOT JOCTYIT K CETEBbEM
pecypcav KMIHII 13 JFOO0TOMECTA.

* becrpoBopbie CeTH He TOIBKO 00€ CIIeUMBAFOT MOOMTEHbIA
JOCTYIT, D U CaMMMOOWTEHBI, T.K. MOKHD JIETKO
TEPEMECTUTDH CETh B APYTOEMECTO. bbICTpast v JETKast

WHCTaJUIALIAA.




Cdepbl npuMeHeHusi 0eCIIPOBOIHBIX CeTeH

» Cetn npoBangepoB NHTepHET

* Pacwmnpenune cetn nposangepoB HTEPHET:
NOAKITIOYEeHME KIMEHTOB TaM, rae HeT
BO3MOXHOCTU NPOTSHYTb Kabernb

* BHyTproducHble ceTu (+rocteBon 4OCTynN)

» [lomawiHue cetun

» BblCTaBOYHbIE KOMMJIEKCHI N KOH)EepEHL-3arbl
* [loctyn K UHTepHeT B rocTnHuUax, kadge,
bnbnmnoTekax, aspornopTax, napkax u 1.4. (Hot
Spot)

* N T.A.

CemelicTBO CTAHAAPTOB 0eCIPOBOJAHBIX CeTeH

IEEE 802.11

Cragnapt IEEE 802.11 Bxomut B cepmro cTaHmapToB
IEEE 802.X, omDesmpxcst K CeTsM M KMYHIKALFSM, CEOIa TaKKe
BXOIAT Takue ctaHmapthl, kak 802.3 Ethernet, 802.5 Token
Ring u T.1.

Taxkmoopasom, ctagnapt IEEE 802.11 apenenser kovoHHTBI
M XapaKTEPUCTUKN CETH Ha (DU3HIECKM YPOBHE IIePEeIavu JaHbIX 1
HA YPOBHE JOCTYIA K CPe/Ie ¢ yueTaM OCCIpoBOFDIO (rboda repe/iadn
JaHEBIX U BOMYKDCTH B3arMYICHCTBUS C CYIICCTBYHIIFMA CETSMIL.




CemelicTBO CTAHAAPTOB 0€CIPOBOJAHBIX CeTeH

IEEE 802.11

IEEE 802.11 — kaHanbHas ckopocTb Jo 2MowuT/c (2,4 I'ru, 1997T)

IEEE 802.11a — kaHanbHas ckopocTb Ao 54M6wut/c (5 'y, 1999r)

IEEE 802.11b — kaHanbHas ckopocTb o 11M6uTt/c (2,4 'ru, 1999r)

IEEE 802.11g — kaHanbHas ckopocTb Jo 54M6uTt/c (2,4 I'ru, 2003r)

IEEE 802.11n — kaHanbHas ckopocTb Ao 300M6ut/c (2,4 'ru n 5ry, 2009r)

IEEE 802.11b+
IEEE 802.11G Turbo (Super) — kaHanbHas ckopoctb Ao 108M6uT/c

MikroTik - Nstream
MikroTik - Nstream Dual
MikroTik — NV2

Crangaptel O0ecnpoBoanbix ceteii - IEEE 802.11b

* Pacnpoctpanessiii craHnapT, copvecTiM ¢ mpepytyim craniaptm IEEE
802.11

* PaGoraer Ha yactore 2,4 I'Tu

* Hanib3yeTcs MeTo NPsMIATIEIISI0BATEBDCTU ¢ Pa3HECEHUM CHTHAIA [D
mporMy arasay (DSSS)

* IhmepxuBaeT cropocts coemmams 1, 2, 5.5, 11 Mowut/c (peanbhas
CKOpOCTH mepeaaun JaHHbIX oT 4 10 6 MouT/c), aBTOMaTHYE CKUA WK

(MK CHPOBaHBIT BHIOOP CKOPOCTH
+ Sanmra qampX npu aiurpposaaus VW EP




Crangaptel O0ecnpoBoanbIx ceteii - IEEE 802.11a

* FBornee criosasi iepeioBasi TEXHYDIUS

* Paboraer Ha yactore S [T11

*  Hanne3yeTcst METOIMYITh TUTTICK CHPOBAHISI C OP TOTCHATTEHBM JIETTCHIEM 9aCTOT
(OFDM)

* TbmiepxuBaeT ckopocTh coemvrenst 10 54 Mour/c (48, 36, 24, 18, 12,9 u
6Mout/c), peasibHasi CKOPOCTH Mepeaayn JaHHbIX oT 20 - 24 MouT/c

* 12 omDBpeVEHD JOCTYIEBIX s pabOThI KaHATOB

* 3Banmra nampx npu marmivpposaans WEP WPA,802.1x

Crangaptel O0ecmpoBoanbIx ceteii - IEEE 802.11g

* (fpamHas corvecTIMCTH ¢ ycTporicTBavm ctannapta IEEE 802.11b
* PaboraerHa yactore 2.4 I'Tu

* Haois3yeTcs MeTon PsMITIEIETIOBATEEDCTH ¢ Pa3HEeCeHIeM CUTHAIA ID
mporMy anasy (DSSS) nmetonMyss THTIEK CHpOBaHAST ¢ OP TOTCHATTHHEM
nenermem yactor (OFDM)

* CropocTh coempHewst 10 54 Mout/c, peanbHasa CKOpOCTb nepeaayn
JaHHbIX oT 20 - 24 M6uT/c

*  aBTMATUYECKUN WM (PUKCUPOBAHBIA BHIOOP CKOPOCTH

 Banmra namex npu o WPA (Wi Fi Protected Access), 802.1x




802.11n

*Yeernu4yeHue ckopocmu rnepedadyu 0aHHbIX
*YeeriuyeHue 30HbI MoKPbIMUSs

*YgenuyeHue HadexxHocmu repedayu
cuzHana

*Yeeriu4deHue rporyckHou criocobHocmu.

802.11n

e PaGoraerHa yactotax 2.4 n 5.0 'y,

» TeopeTunyeckasi CKOpPoCTb nepenadun gaHHbIx oo 600
M6uT/c (Mcnonb3ysi 4 aHTEHHbI)

* Moppepxka TexHonornn MIMO (Multiple Input
Multiple Output, MHOrokaHanbHbI BXOA/BbIX0OA).

* YBenunyeHue wmnpuHbl kaHarna c 20 go 40 Mlu.

» ObpaTHasi coBMeCTUMOCTb CO CTaHaapTamu a/b/g




Maximum Theoretical Application-Level Throughput *

Maximum | Maximum | Maximum

Modulation Link Rate | TCP Rate | UDP Rate

802.11b CCK & 11Mbps 5,9Mbps 7,1Mbps
802.11g (with 11b) OFDM/CCK 54Mbps 14,4Mbps | 19,5Mbps
802.11g (11g-only mode)| OFDM/CCK 54Mbps | 24,4Mbps | 30,5Mbps
g802.11a OFDM 54Mbps 24, 4Mbps | 30,5Mbps
802.11a TURBO™ OFDM 108Mbps | 42,9Mbps | 54,8Mbps

* Mo gaHHeM komnanun Atheros™ Communications

TexHonorua MIMO

I 1 1 I

| Analog Front 1 | Analog Front |

! End H/W | ! End H/W |

y duplication I Signal1 | duplication

High Rate ! | Data Stream #1 ! \ High Rate
Data I 1 ] Data

: A :

I 1 1 I

— I 1 1 I
Transmitter : ! : :

1 1
___________ o Signaiz TSR
Data Stream #2

OpHOBpPEMEHHO NepeaaéTcs MHOXXECTBO CUrHAIoB, yBENMYMBas
CYMMapHY0 MponyckHy cnocobHocTb. C nomoLbto Spatial Division
Multiplexing (SDM) — curHan nepegaércs no O4HOW 4YacToTe U pasHbiM
HanpaeneHusM, Nocne NpMéma npeBpaLlaschb B €4NHbI CKOPOCTHOM
NMOTOK AAHHbIX.

[ns peannszauymm MIMO Heo6xoauMo, YTOObI AN KaXKA0ro NoToka
AaHHbIX MCMNOSb30BaNMCb CBOM aHTEHHbLI NPUéMa/nepenaydn, Luenu B‘—I1124
ALLM.
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CKOpOCTb

Bornee Bbicokasi CKOPOCTb ynyylwaeT
NPOMYCKHYO CNOCOBHOCTb

Bonee HU3Kasi CKOPOCTb YBENMYMBaeT
ANCTaHLNIO U HAZEXHOCTb

ABTOMaTMNYECKUN NN HPUKCUPOBAHHbLIN BbIOOP
CKOpPOCTU
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Regulatory parameters related fo Annex 3
Frequency Band Power Duty cycle Channel spacing ECC/ERC Notes
Decision
a 2400.0-24835MHz 100 mW eirp No Restriction No spacing ERC/DEC/(01)07 For wide band modulations other then

FHSS (e.g. DSSS, OFDM. .)). the
maximum e ir.p. density is limited to 10
mW/1 MHz

b 5150 -3250 MHz 200 mW Max mean  No Restriction ECC/DEC/(04)08 Restricted to indoor use.
The maximum mean e.1.1.p. density shall be
limited to 0.25 mW/25 kHz in any 25 kHz
band.

c 5250 — 5350 MHz 200 mW Max mean  No Restriction ECC/DEC/(04)08 Restricted to indoor use.
The maximum mean .ir.p. density shall be
limited to 10 mW/MHz in any 1 MHz band.

d 5470 - 5725 MHz 1 W Max mean No Restriction ECC/DEC/(04)08 Indoor as well as outdoor use allowed.
The maximum mean ¢.1i.r.p. density shall be
restricted to 50 mW/MHz in any 1 MHz
band

e 17.1-17.3 GHz 100 mW earp. No Restriction No spacing




Kon-Bo kaHanoB ans ctpaH (2,4ru) REC7003E

EBpona (3a NCKMKYeHNEM 2.412-2.472 Ty 13
®paHunn n UcnaHum)
®paHyma n McnaHna A7 -2.4721TyY 4
CUWA u KaHapna 2412-24621TTy 11
AnoHna 2412-2484 1Ty 14
Kopen 2412-24721Ty 13
Yunu 2412-24721Ty 13
AscTpanus 2412-24721Ty 13
KOxHaa Adpuka 2412-2472T1Ty 13
KOro-BocTouHas f:\SMH (BKNOYasn 2.412-2.472 Ty 13
CwHranyp, Manansuwo, TaunaHg)
15
1
KaHan YacroTa
1 2412TTu
YacToTbl KaHanoB 2 24171y
3 24221y
Kakzblil kaHan 3aHUMaeT 4acTOTHBbI guanasoH B 22 My, L 2427174
Hanpumep, kaHan 1 paboTaeT B guanasoHe : i::i FF”
oT 2401y Ao 2,423IMu, Te 2412y +11Mru. - 2:442 rrﬁ
8 2 4471TU
9 2,452y
: 10 2 457U
¢ 11 2,462 Ty
12 2467 U
13 24721y
NS IRRER RN AT
| . 22 '\[[-lz - - 2-2 _\[[—Iz ~ B ?..l \le ' | Fljeque;lc‘\'
| |
2.401 : 2,483
GHz 3MHz 3 MHz GHz




802.11a Channels

36 40 42 44 48 50 52 56 58 60 64

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350

149 152 153 157 160 161

5735 5745 5765 5785 805 5815

® (12) 20 MHz wide channels
® (5) 40MHz wide turbo channels

135

30Ha PpeHens

e d >

mll § - el

PagvoBonHa B npouecce pacnpocTpaHeHusi B NPOCTOPHbIE
3aHnmaeT o6bem B Buae annunconaa obpawieHus ¢
MaKkcMMarnbHbIM pagnycoM B cepeamHe nporeTa, KoTopbIn
Ha3blBalOT 30HON PpeHens.

EctecTBeHHble (3emnsi, ropbbl, AepeBbs1) U UCKYCCTBEHHbIE
(3@aHus, cTonbbl) NPensaTCTBUSA, KOTOPbIE NONaZATCs B 3TO
NPOCTPAHCTBO OCNabnsioT curHan.




30Ha PpeHens

MoHATMe 30H OpeHens ocHoBaHO Ha npuHumne MonreHca,
COrfacHO KOTOPOMY KaXkaasa Touka cpeAbl 40 KOTOPOM
[O0X0OAUT BO3MYLLEHUe, cama CTaHOBUTCA UCTOYHMKOM
BTOPUYHbIX BOJIH, 1 MOJSIE U3NYYEHNS] MOXET
paccMaTpuBaTbCs Kak Cyneprno3numst BCeX BTOPUYHBLIX BOJTH.

Ha ocHoBe 3TOro npvHLMNa MOXHO NoKa3aTb, YTO OO BbEKTHI
nexaine BHYTPU KOHLEHTPUYECKMX OKPY>KHOCTEN,
NPOBEeAEHHbIX BOKPYF IMHUM NPSIMON BUOAUMOCTM OBYX
TPaHCMBEPOB, MOTYT BfIUSATb HA KAYECTBO KaK MOMOXUTENbHO,
Tak u oTpuuyaTenbHo. Bce npensTcTBus, nonagatoLime BHyTPb
NepBOW OKPY>XHOCTU, NepBOoi 30HbI DpeHens, okasbiBaloT
Hanbonee HeraTMBHOE BIVSIHME.

3o0Ha PpeHens

PaccMoTpuM TOYKy, HaxoasLLYyHCsa Ha NPAMOM TpaKkTe
MeXay nepegaTynkomM U MPUEMHUKOM, NpUYeM
paccTosiHMe OT TOYKU A0 nepeaaTymka paBHoO S, a
paccTosiHME OT TOYKU A0 NpueMHuKa paBHo D, T.e.
paccTosiHUe Mexay nepeaaTynkom 1 NPUEMHUKOM PaBHO

S +D.
KI\R
TIEMEMHEE
8 \.) o

MepaLamive

10



30Ha PpeHensa

paguyc nepsBom 30Hbl PpeHensd B 3TON TOYKE:

roe R, S n D namepsoTcs B OQHUX U TEX Xe egumHuuax, a
? obo3Ha4vaeT AnvHy BOSTHbI cUrHana Baonb Tpakrta. [ns
yaobcTBa hopMyny MOXHO nepenncaTb CreayoLwmnm
obpasowm:

L &0,

Jrru Swae + Dray

rae R BblpaXaeTCd B MeTpax, ABa OCTaJIbHbIX

pacCToAHNA - B KWITIOMETpPaAXx, a 4aCcTtoTa CurHana - B
rmrarepliax

R, =173

be3onacHocTh B 0eCIIPOBOAHBIX CETAX

Jnst obecriewennst 6e3aacieTH B O€ CIPOBOIHBIX CETAX UCTNIB3YET CS HECKOITBKO
CPEICTB:

= KHrpartb 3a IDIKEOUEHAEM K ToUKe JocTyna Ha oaose MAC-aapecoB u

MaH CeTH

= [1ppoBarme Ha oaoee npooria WEP, WPA,WPA2

= Krports 3a IOCTYIMK Cpe/ie repeiayun Ha ocose npotorkaia 802.1x

= Hacrpoiika VPN roBepx 0e ¢ IporoFDIO 0O HHEHHS

= Boroc GecrpoBoiii CeTr 3a MEKCETEBOW IKPaH, KaK CETH C HU3KIM

JOBEpUEM

11



IloaaepkuBaeMble YaCTOThI
MikroTik RouterOS

* 2.4GHz: 2312 - 2499 MHz
* 5GHz: 4920 - 6100 MHz

B 3aBUCUMOCTH OT peruoHa

PaccmatpuBaemMbie pexxuMbl wireless
MTCNA

12



Point-to-multipoint
"

O

Mikrotik AP

WDS

o

Mikrotik AP

N

Mikrotik AP Mikrotik AP
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Point-to-point

\ P

OOwume HacTpoUKun

14



|nterfaces
Bridge
PFF
Swtibch
Mezh
IF
MPLS
WPLS
Routing
System
Queues
Files
Log

R adiuz
Taools

Mews Termninal

Wireless Configuration

I Wireless Tables

Interfaces | Mstreme Dual  Access List | Registration  Connect List | Security Profiles

(==l [ [5] [=] )

|Name

! |T_l,lpe

[L2MTU [Tx

Rx

R dwlanl

Wwireless [Atheros 11M) 2290 0 bps

0 bps

|Tx Pac... |F|H Pac... |Tx|'|
0 0

1

1 itern out of 5

BbiGOp pernoHanbHbIX HAaCTPOEK

Interfaces
Bridge
PFF

Switch
Mesh

MPLS
WPLS

Queues
Files
Log
Radius

Mew Terminal
MetaROUTER
Make Supout.if

IP [*

Routing 2
Spstem 2

Tools ¥

Il Interface List

Interface |Ethemet Eol

[#-][=] [wl[x] |

Name 2
R +3bridgel

4 ether
R ##ether2

4% ether3

Gt
F  &bwlan

4
Eitems [1 selected)

M Interface -
Genera HT HT MCS wWDS  Mstreme

opbide |3 Cancel
: [BGHz-a/n = Apply
- 5180 |3/ Mhz Disable
(2P |~
Cornmert
| |~
Torch
: [ default |= o

b ode:

Band

Frequency:

SSID:

Sean List:

Security Profile:

Default AP Tx Rate:

Default Client Tx Rate:

Default Authenticate
Default Fomnvward
[ Hide 5SID

I
. 4

Scan...
Freg. Usage...
Align...
Sniff...

Snhooper...

i

Fiezet Configuration

Advanced Mode

15



Bbi6Op pernoHanbHbIX HAaCTPOEK

Ml Interface <wlanl>

General ‘Wireless |Dala Rates Advanced HT ..

X

Ok
Mode: |ap bridge " 3| Cancel
Band: [5GHz a/n =] Apply
N ] e
SSID: [4P |~

Fiadio Mame: |000C42B44E 20 |

Scan List: | | =

Security Profile: ||:Iefau\l " 3|

Comment
Torch
Scan...

Freq. Usage

o~ —
Frequency Modg! |regu|atory domain " ¥ n
Countriy ramaria ¥

gremaGan o [as

DFS Mode: [none =
Proprietary Extensions: |post-2.9.25 || 3|
‘WM Suppart: |disablad || 3|

Default AP Tx Rate: l:l * bps
Diefault Clignt Tx Fiate: l:l ¥ bps

Default Authenticate
Defavlt Fonward
[ ] Hide 5510

Align...
Sriff

Snooper...

Reset Configuration

] iiidludi

Simple Mode

RADIO Name

identity

Mol 6yaem mncnonb3oBate RADIO Name gns
TeX Xe Leneun 4YTo u ucnonb3oBanu router

® YcraHoesute RADIO Name : Baw Homep(X) +

Bawe nma

32
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Hactpounka poyTtepa Kak KnuMeHT
(station)

i
)

Hactpoilika kinueHTa (Station)

YcTaHoBuTe MHTEPdENC
mode=station

Ykaxute band (4acToTy)

Ykaxute SSID, Wireless
Network Identity

YKasaHune 4acToTbl He
ABNSeTCA HEOOXOANUMbIM
nonem, Tak xe kak SSID,
MOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

M Interface <wlan1>

General ‘Wisless  WwDS  Mstreme Status ..

sation

* | station preudobridge
station preudobridge clone
shation wds

wids dlave

Scan List

X

oK
Cancel
Apply
Disable

Commert

Torch

Security Prafile:

Artenna Mode: | antenna a

Default AP Tx Rate:
Default Client Tx Fate:

Default Authenticate

Compression

unning

* bps

* bps

Scan...
Freq Usage.

Align...

Shiff...

Shooper...
Fieset Configuration

Advanced Mode

[t

unning ap
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Hactpolika kinueHTa (Station)

YcTaHoBuUTE MHTEPENC
mode=station

Ykaxunte band (4acTtoTy)

Ykaxute SSID, Wireless
Network Identity

YKasaHune 4acToTbl He
ABNSeTCA HEOOXOANUMbIM
nonem, Tak xe kak SSID,
MOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

M Interface <wlani>

General  Wieless WDS  Nstreme  Status . K

X

o

Mode: | station Cancel

¥
> Apply

. |5GHz-turbo Dizable

Comrent

2.4GHz-onl-G
2.4GHz-G-turbo

Scan List
BGHz-10MHz Torch

GGHz-5MHz

Security Profile:

Antenna Mode: gg::gﬂmﬂz Sean..
Freq. Usage
Default AP Tx Rate: ¥ bps Pl
Default Client T= Rate: * bps S
Default Authenticate Snoaper...

Rezet Configuration

Compression Advanced Mods

unning Tunning ap

h W

Hactpolika kinueHTa (Station)

YcTaHoBuUTeE MHTEPENC
mode=station

Ykaxute band (4acToTy)

Ykaxute SSID, Wireless
Network Identity

YKasaHue 4acToTbl He
SBNSeTCA HEOOXOAUMBIM
nonem, Tak xe kak SSID,
MOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

M Interface <wlanf =

!

General ‘Wirsless

o
Fat

i

tode: | station Cancel

Band:  24GHz-only-G

Apply

Fi 3
RRE Diszble

Comment

Torch
;| default

- Scan...
: |antenna a *

Freq. Usage...

Default AP T Rate: w bps align.

Default Client Tx Rate: ¥ bps Srif..

Shooper...

Fiezet Configuration

Compression

Advanced Mode

TuAning TuAnIng ap

18



Hacrpoiika kiauenTa (Station)
(rrr—

B

o General ‘Wireless |WDS  Mstieme  Status __DK

* YcTaHoBUTE MHTEP(ENC Mode: [ster =
mode=station Bant 24Hz oy s e

Frequency: | 2422 ¥ MHz _
*  YkaxuTe band (vacToTy) C jp—— )
*  Ykaxute SSID, Wireless S i N o
. Security Profile: | default *
Network |dentlty Antenna Mode: | antenna a ¥ Sen.

* YKasaHue 4acToTbl He ot 4 T et v b
aBdeTcd HeO6XOnMMb|M Diefault Client Tx Rate: ¥ bps
nonem, Tak xe kak SSID,
MOTOMY YTO MOXHO
ncnonb3oBatb scan-list Fomeressen

unning TUnnIng ap
3
Station Configuration - scan
Il Scan <wlanl > {running} 5[
| Fing (H Stark |

|addiess ¢ |s5ID |Band

|Frequ...| Signa...| Noise...| Signa...| R adio Mame

ABR O0:0C:42:64:AF:20 AP SGHz-a/n 5180

BT

13 73 D00C42645E20 415

|F|outerD...||v§| \L‘

/

Cloze

Cannect

Uze Mebwork,

1 item [1 selected]

Bo BpeMsi CkaHNPOBaHWs GecnpoBOAHON MHTepdeEc NoTepseT coeanHeHne (oTkmouTcs)
3

Q
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Station Configuration Lab

® MoakntounTtecsk Kk Trainers Todkn goctyna (AP)
ncnonb3ysa yTunuTy noucka ceten Scan

® Y6enutechb 4YTo coeamHeHune yctaHoBneHo (R)

39

Connect List

- x|
Interfaces  Mstreme Dual - Access List HegistratioSecurit}l Prafiles
& N
# Interface MALC Address Connect Area Prefis | Signal Str... | Security ... -
Bl New Station Connect Rule @
Interface: ¥
MAL Address: -
v| Conmect
pply
Area Prefis: b
Signal Strength Range: |-120.120
Security Profile: | default ¥

0itemns

® CosaaHue npasBun ANg NOAKMNOYEHUs K ToYkaM gocTyna

(access-point)
4

40
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Connect List Lab

® Ceityac Ball poyTep NOAKMYEH K
TpenHepcKkon Touke gocTtyna (access-point)

® CpenaiTte npaBuno KOTOpoe OTKIHYUT Bac
OT TOYKM JOCTyna

® Vcnonb3ayinTe ansa atoro connect-list

41

Hactpounka poytepa Kak TOUYKY
aoctyna (Access point)

r

21



Access Point Configuration

Hacrorika Touku gocryna

YcTaHoBuTe nHTEPdEnc
mode=ap-bridge
Select band

Ykaxute SSID, Wireless
Network Identity

YcrtaHoBute Frequency

M Interface <wlani >

General Wieless DS Nstreme  Status ...

" |nstreme dual slave
. | station
station pseudobridge
. |station pseudobridge clone
* | station wds
. [wds slave

(X

o

Cancel
Apply
Dizable

Camrment

Tarch

Artenna Mode: | antenna a ¥
efault AP Tx Rate: ¥ bps
Default Client Tx Rate: * bpe

w| Default Authenticate

v Default Forward
Hide 551D
Compression

running

Scar...
Freq. Usage...
Align..
Snilf...

Shooper..

il
||z
FRRE
= [l
2%
@[3

2
= |=
g
2|z
s |8

g

TuNhing ap

3

Access Point Configuration

Hactonka To4ku gocrtyna

YcTaHoBuTe MHTEPdENC
mode=ap-bridge
Select band

Ykaxute SSID, Wireless
Network Identity

YcrtaHoBute Frequency

General ‘Wireless wDS  Nstieme Status

Mode: | ap bridge ¥

ScILEL |5 4GHz-G turho
sonillboie, |35z 10MHz
ecuilf Profle: | SRz B2
ol Vo, |25Hz10MHz

2GHzEMHz

Diefglt AP Tx Rate: * bps

Defatlt Client Tx Rate: * bps

v Default duthenticate
| Default Fonward
Hidz 5510

Compression

running

—

oK

Cancel

Apply
Dizable
Comment

Torch
Scan.
Freq. Usage...

Align...
Sniff....

Snooper...

Reset Configuration

Sy ey —  — | —) — S— —y S— S— —  — —

Advanced Mode

funhing ap

22



Access Point Configuration
HacTounka To4km goctyna

M nterface <wlan2>

General | Witeless | WDS  Mstieme  Status
tode: | ap bridge
Band: | 24GHz-B/G

YcTaHoBuTe MHTEPdEnc Frequen:y g
mode=ap-bridge okl
Select band "

Ykaxute SSID, Wireless | ccgffrina
Network Identity Defayl¥lient Tx Rate:

v Default Authenticate
/| Default Forward
YcraHosute Frequency i

Compression

ey ey s s § s s— | — —y s— o— s—  o— —

o~

Access Point Configuration

Hactonka To4ku gocrtyna

M nterface <wlan2> @
General | Witeless WDS  Mstieme  Status

tode: | ap bridge
Band: |2 4GHz-B/G

Frequency: | 2412

YcTaHoBuTe MHTEPdENC
mode=ap-bridge
Select band

yKa)‘KMTe SSID, Wireless Drefault AT = Fate: ]
Network Identity Default Yt Tx Fiate: ~ bps -

v/ Default Authenticate Shooper. ..
YcrtaHoBute Frequency

5510 _bdikraTi

v Default Forward
Hide 551D

Compression Advanced Mode

funhing 1unhing ap

p
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Snooper wireless monitor

M Snooper <wlani > (running)
——
° ~ i
Wcnonb3ynte Snooper, i i
Frequenc... | Band Address 551D OF Freq. (%] OF Traf. [%]  Bandwidth |+
gﬂ - lose
‘-|T06b| & 2412 24GHz.. 00:0C:420.. hotspot 00 0o Ob |
G 2412 24GHz. DD:0C:420.. Kis 00 00 b
|'|0j'|yl-|[/|Tb 06U_lee G 2412 2.4GHz.. 00:0B:EE:4... hotspat 08 a0 T.2kb
&) 2412 24GHz. DO:0C421... hotspot 08 80 7.2kb
&) 2427 24GHz ili] b
rlpe,El,CTaBJ'IeHVIe o 6ecn (&) 2452 2.4GHz 18 B.0kb
) 2447 24GHz 14 1.2 khy
poBOAOHbLIX CETAX, U © 2437 246tz 40 142Kk
)2 24GHz. O0OC420. den [iX 128 41kb
)2 24GHz. 001958 defaul 07 195 5.9kb
MC”Oﬂb3yeMb|X ) 2442 24GHz 26 18.3 kb
)2, 24GHz.. O0.0B:EB:3... seta 10 353 82kb
4yacToTax © 2482 24GHz 25 200kh
° )2 24GHz. O01D:7E . linksys SE. 08 264 7.3kb
(&) 2432 24GHz 47 20.8 kby
B 3TO BpeMﬂ )2 24GHz. OODE:2E-F.. MY_NEW. 11 248 10.7 kby
o #2457 24GHz 30 24.3
6eCHpOBO,D,HOI/I 2. 24GHz. DDOCA20. stendi 10 329 80
)2, 24GHz.. 00.0C420.. stendi 10 23 20
o © : L
VIHTepCbeVIC o _5_2552 g:g:: 00:0B:68:3... stendi ;g 340
#2417 24GH= 9.2
OTKITHOYUTCA 2. 2aGHz. 0000420 0o
<
31 iteme
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Wireless AP(To4ka goctyna)
and Station

® Pa6orta B rpynne rae oavH U3 rpynnbl caenaeT us
CBO€ro poyTtepa To4ky goctyna (AP), a
ocCTarnbHbI€ YNeHbl FPYMMbl K HEW nogknoyaTca

® OpuH 13 rpynnbl co3aanTe TOYKYy AOCTyna Ha
becnpoBogHoOM MHTepdence wlan1, paboTtatoLyyro
Ha 2Ghz, ¢ SSID “AP_Y_X, roe Y Homep Balleu
rpynnel, a X Bawl JIMYHbIA HOMEP.

[ J

OcTanbHble YSeHbI rPynnbl HACTPOUTE HA CBOEM
poyTepe nHTepdenc wlan1 kak station n
NOAKITIOYNTECH K TOYKE JOCTyrna CBOero cocefa B
BaLlen rpynne.

48
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Interfaces MW

Registration Table

Wireless Tables

streme Dual | Access List

Fegistration | Conmect List

Security Prafiles

i
Fadio Marne MALC Address Interface Liptirne AP W Last Activit... Signal Strengt...| T#/Rx Rate |
< 00156030... 00:15:60:90:01:71 wlanl 00:08:51 ves 0.670 -26 48Mbps/1Mbps

1 itemn

® [MokasbiBaeT BCeX NOAKIMHOYEHHbIX K
GecnpoBogHoMy nHTEphercy

4
Q.

49

Registration Table

Interfaces  Access List  Registration |E0nnect Lizt  Security Prafiles

I ¥ireless Table:

| <p Copy to Access List || 00 Reset |

|Intarface

[Radio Mame # [MAC Address s

rwlanl

#_unknown

Wl AP Client <00:0C:42:05:00:1C

General |Signa| Mstreme  Statistics

Fiadio Mame: |%_unknown

MAC Address:

Interface:

Lptime:

Ack. Timeout:

Router0S Yersion

AP T Limnit:

Client T Lirnit:

Last |P:

s | 00:0C:42:05:00:1C
wland
s | 00:01:37

00:0C:42:05:00:1C no Sdkbps

Il AP Client <00:0C:42:05:00:1

Gereral Signal |Nstreme Statistice

Last Activity: |0.000 3
Signal Strength: |-58 dBm
Tw Signal Strength: |-53 dBm

|Tx.-"F|x Fiate |Last Activit., |Signal Slrengt...lW’DS |Uptime
0.000

B8 no 00:01:37

Ml AP Client <00:0C:42:05:00:1C

General Signal Mstreme Statistics|

X

Tu/Fix CCQ
— Signal Strengths

Signal To Moige:

:93/95 p:4

37 db

| Rate | Strength |

O ap
w5

Ehbps 54
Shbps 54
12Mbps -5
18Mbps -G8
24Mbps  -B0
3EMbps B2
48Mbps B4
Sdkbps B8

Tw/Fx Rate:
Tr/Rx Packets:

Tx/Fx Butes:

Tr/Fx Frames:

Tx/Rx Frame Bytes:

T=/Rx Hw Frames:

Tw/Rx Hw. Frame Butes:

|Bdhdops

SE0/734745
41576/1 202638377

5604734804
3BE30/1197770772

550/734813
51830/1216846302

Cancel

25



Security on Access Point

-
Interffaces  Mstreme Dual  Access List | Registration  Connect List - Security Profiles
4 i
# MAC &ddreg Interface Signal Str... | Authentication Forwarding
MAC Address
Interface: | al A
Signal Strength Range: | -120.120 Apply
AP T Limit: -
Client T Limit: -
v Authentication
v Fonwarding
Frivate Key: | none *+ | O
0 iternz
Frivate Pre Shared Key:
¥ Time

® Access-list ucnonb3yetcsi Ans unbTPaLUM KNMUEHTOB

no MAC-address

5

4

Security on

AR
M Interface =wlanfl/> @
Gereral ‘Wieless WDS  Nstreme  Status
Band: |24GHzB/5 s
Frequency: | 2412 *+  MHz
SSI0: |RBEOOUM -
Scan List: A
Otkniounte Default- - _
. . Security Profile; | default ¥
AUthentlcatlon 4TO Antenna Mode: | antenna a ¥
Freq. Usage...
bl WKUTb JOCTYN
6 pa3pe p'oc y Default &P Tx Rate: ¥ bps
K TOYKE TOJIbKO Default Client Tx Fate: ¥ bps
yCTpOMCTBaM iDefault Authenticate
nponnMcaHHbIM B
phonnoa
ccess-liIs .
B Essan Advanced Mode
dizabled dizabled

26



Default Authentication

® Yes, npaBuna Access-List npoeepstoTtcs,
nonb3oBaTenn MOryT NOAKNKYaTbCS €CIN HET
3anpeLyatoLero npasuna

® No, JocTyn K TOYKe TONbKO Mo npaBunam
Access-List

53

Access-List Lab

® CKOHUrypupyiTe CBOM POyTEpPLI B PEXNM
station 1 nogknNOYNTECH K TPEHEPCKOW TOYKMU
poctyna SSID “AP_Trainers”

® OTKnMoYMM TONbKO onpeaeneHHbIX KNMEHTOB
® Paspelunm gocTyn onpeneneHHbIM KneHTam

54
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Security

® Celiyac Mbl BKIHOYMM LLUMdPOBaHUE ANs
Hawen 6ecnpoBogHON CETH

® Bbl gomkHbl ucrnons3osatb WPA nnn WPA2

LuncppoBaHme

® Bce ycTpolicTBa B CETU AOMKHbI UMETb
OZIMHaKoBble NapameTpbl be3onacHOCTU

h O

55

Cenyac Mbl BKITHOYUM
wnpposanne WPA gnsa
Haluen 6ecnpoBoaHOM
cetu

WPA Pre-Shared Key
oynet mikrotiktraining

Security

Wireless Tables

Interfaces Mstreme Dual  AccessList  Registration  Connect List EEEUFIWPVDFHES‘

E lE‘ New Security Profile E
name o |mo Sereral |RADIUS EAP  StaticKeys
default ol L

MName: |profilel Cancel
Mnde:‘[dynamic keys ” i) | Apply |
— ftheptication Types
[ wPa EAP || WPAZ EAP
— Unicast Ciphers
thip aes com
— aroup Ciphers
thip aes com
WP Pre-shared Key §
e
‘WPAZ Pre-Shared Keyv
1 item

Supplicant Identity: l:l
Group Key Update: |00:05:00

Management Frotection: |alowed | %
Management Prokection Key: l:l

28



BnoknpoBka coeuHEHUs1 Mexay
KnneHTamu

M Interface =wlani =

!

Gereral ‘Wieless | \wWDS  Nstieme Stalus ..

Bond
e o
Default-Forwarding SSID- Mo *

Scan List: hd
Mcnonb3yeTCﬂ Anﬂ OTKnmquMﬂ Security Profile: | default ¥
CBSI3N MEXIY KIMeHTamu s :
NOAKNIOYEHHbIX K OJHOMN U TOMN BT o b
Xe TOYKN ﬂocTyna Diefault Client Tx Fiate: ¥ bp:
v Dafault Autherticate

v Default Fonvard
Compression
dizgabled digabled

e}
-

Default Forwarding

® MpaBuna Access-List nmetoT BbICLLWIA
npuopuTeT

® Ecnu mexay KnMeHTamu ecTb CBA3b, TO
npoBepbTe NpaBunia B access-list

b 00
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802.11n cneunanbHble HACTPOWKMK

® data-rates / HT-MCS
HT - (High Throughput)

Ctangapt 802.11n onpegenset MHaekc mogynaumm mn
cxeMbl kogupoBaHusa MCS (Modulation and Coding
Scheme). MCS - npocTtoe uenoe 41cno, npuceamsaemoe
KaXKOoMY BapuaHTy Mogynsumm (BCero BO3MOXHO 77
BapuaHToB). Kaxxabin BapnaHT onpegensiet Tmn
mMoaynsumnn pagmodvactoThl (Type), CKOpOCTb
koanposaHus (Coding Rate), 3awmtHbIn nHTEepBan (Short
Guard Interval) n 3HayeHuMs1 CKOPOCTU Nepenayn JaHHbIX.
Co4eTaHune Bcex aTnX hakTopoB onpeaesnsieT peasibHyo
dusmyeckyto (PHY) ckopocTb nepefayun gaHHbIX,
Ha4duHas ot 6,5 Mout/c go 600 MoéuTt/c

59

Dhata Rate (Mbps) E:T:; Eg*:;{';:tg;[]
MCS Coding | Spatial | with 20 MHz CH : ;

Index Type Rate Streams — 300 ne e 300 e

™ | (san ™ | (sGl)
0 BPRESK 112 i G50 T.20 13.50 15.00
| OPsK Ii2 | 1300 14.40 27.00 3000
2 OPSK 3/4 | 19,50 2190 40.50 45.00
i 16=CrAM 112 I 26.00 TE.90 S54.00 60,00
4 16-03AM 3/4 I 2900 4320 100 90.00
5 H4-03AM /3 | 5100 ST.80 108.00 120.00
[i] fd-0AM 34 | SR.50 &5.00 121,350 135.00
7T 6= 1AM 5/6 ] 6500 7220 13500 150,00
£ BPSK 142 2 13.06) 14,40 2708 30,00
Q QPSE 112 2 2600 200 S4.00 G000
o QPsK 3/4 7. 29.00 43,30 B1.00 S0.00
11 16-0AM L2 2 5200 ST.80 10800 120,00
j2 163AM 3/ 4 2 TE.00 B 70 162.080 180,00
13 Ha-Chal 243 2 104.00 115.60 216,00 240,00
T4 G3-03AM ifd 2 11700 120,00 243,00 2700
15 fd-13AM 54 2 130,00 144,40 270,00 300,00
& BPSK 112 3 19.50 Z1.70 4050 4500

31 63-03AM 506 4 26000 2BE.30 S40.00 &0, 00 60




802.11n cneunanbHble HACTPOWKMK

® HT chains

Kakon aHTeHHbIN pasbem byaeT
ncnonbdoBaTtbea ang TX unn RX

61

802.11n cneumnarnbHble HACTPOUKU

® HT guard interval

OnpepnenseT nHTepBan BpEMEHN MeXay nepegaBaembiMu
cMMBONamm (HaMMeHbLLaa eguMHuLa AaHHbIX,
nepenaBaeMblX 3a OAUH pa3). ATOT UHTepBan nomoraeT
npv Nnpueme AaHHbIX n3bexartb 3agepKkn n3-3a
MeXCMMBOIbHbIX NoMex Inter-Symbol Interference (ISI) n
npeoaoneTb 3X0 (OTpaKeHNe 3BYKOBbIX BOJSIH).

802.11b/g ncnonb3syetcs 3awmTHbIN MHTepBan 800 Hc, a B
yctponcteax 802.11n MoxHo yctaHoBuTb 400 Hc.

any = 400ns long = 800ns

62
6

2
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MikroTik wireless protocol

® Nstream
® Nsteram Dual

® NV2 (TDMA)

63

b O

Nstreme

CobcTBEHHBIN NpoTOKON 6ecnpoBOgHON
cBa3n MikroTik

YnyJwaet kadecTBo 6€CnpoBOAHON CBA3MN,
yBenMuMBaeTCcAa NponyckHas CnocobHOCTb,
yBennyumBaeTca AanbHOCTb JIMHKOB

YT00ObI MCNONb30BaTh B BalLLEWN CETH,
BKITHOUMTE AaHHbIN MPOTOKOM Ha BCEX
B6ecnpoBoAHbIX YCTPONCTBAX B BaLLEN CETU

64
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Nstreme Lab

M |nterface <wlanf|=

(X

WD5 Msteme | Status Advanced Status .
- EE::H: Pz"::ge Cancel
® Bkniounte .
Nstreme Ha Framer Limit: | 3200 Commen t
BalLLeM poyTepe
® Nstreme JomkeH =
ObITb BKMOYEH Ha
obounx(Bcex)
poyTepax

h o

Nstreme Dual

CobcTBEHHBIN NpoToKoN 6ecnpoBOgHON
cBa3n MikroTik

YnyJwaet kadecTBo 6€CnpoBOAHON CBA3MN,
yBenMuMBaeTCca NponyckHas CnocobHOCTb,
yBennyumBaeTcsa AanbHOCTb JIMHKOB

Nstream2 paboTtaeT ¢ napon 6ecrnpoBOAHbLIX
KapT - 04Ha Ans nepegayvn daHHbIX U ogHa
Ons npuema.

® Demo Video

66
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NV2

® Cob6cTBeHHbIN NpoTokon 6ecnposoaHon cesA3n MikroTik
OCHOBaHHbIN Ha TexHonorun TDMA

TDMA (Time Division Multiple Access) - napannenbHbIn
AoCTyn ¢ pacnpeneneHHbiM BpemeHeM (Time division
multiple access, TDMA) - aTo undpoBasi TEXHONOrMs
nepenayu curHana, no3BonsawLas nonyvyarte 4OCTynN K
OAHOMY pagMo4acTOTHOMY KaHasny 6osbLomMy Yncny
nosib3oBaTernien ogHOBpPeMEHHO. [1pn aTOM He npoucxoauT
MHTepdepeHLNN, NOCKOSbKY KaXXgoMy Nonb30BaTento B
npegenax Kaxaoro kaHana BblAenarTcs YHUKaNbHble
TanuM-CrnoTbl (MPOMEXYTKM BPEMEHM)

He coBmecTuM € gpyrumm yctponcreamm
(nponsBoguTenammn) ucnonb3yrowme TexHonorno TDMA!

67

Summary

68

b O
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Bridging

69

Bridge Wireless Network

Your Laptop Your Router Cl.ass AP

- 1 /_L Internet ’

192.168.X. 192.168.X.25 F\ —
1 4 DHCP-Client

* Let’s get back to our configuration

70
7
Qa
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Bridge Wireless Network

We are going to create
one big network

.

e

7

Bridge Wireless Network

We are going to create
one big network

P
I ™

72
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Bridge

® Mbl coenaem bridge nokanbHoOro
nHTepdenca c becnpoBogHbIM UHTEPdENCOM

® Bce Bawu HoyTOykM ByayT B OOHOW CETU

73

Bridge

® [nsa cospganus bridge Bam
Heobxoamnmo co3gaThb bridge
nHTepdenc

® U nobaButb UHTEpdeickl B bridge
ports

74
74
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Wireless

PPP

Bridge

Il Bridge

Bridge | F'orts| Filters| MaT | Hnsls|

il
Mesh Mame /[ Tupe [LzMTU [T [Fx [TxPac. |Rx
P ) ]
MPLS General |STP Status | Traffic 0K
WPLS
. Mame: | Cancel
Fouting [
Stz - Type: |Blidge | Iﬂl
ey MTU: :1500 :
Files L2 MTL:
-Eomrnent
Log MAL Address: | |
Radius ARP: [enabled |=
EMOVE
Vel y Admin. MAC Address: | e
Mew Temminal Taorch
4
MetaROUTER n—l_
75
FRF BridgeFiIters| NAT Hosts
Switch v
esh
B I |Interface / |Blidge |Pli0lil_',l [h... |F'ath Cost |HDliZDI"I |F|0|e |F
eLs x
YPLS General ‘ Clatuz |
fodrg | .merfal_@
SHSlE y BridgeN biidzs1 /. # e |
Queues
Files Pricrity: |BD | hex
Log Path Cost: |'ID |
Radiuz Harizan: | | bl Copy
Toals I
R
Wew Terminal Edge: |auto 3]
76
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Bridge

HeT npobnem 3abpumxmeate Ethernet
NHTEepdencol

Wireless Clients (mode=station) He
nogaepxusaet bridging aTo orpaHnyeHune
ctaHgapTta 802.11

v

Bridge Wireless

WDS nosBonsaeTt gob6aBunTb KIIMEHTOB
wireless B bridge

WDS (Wireless Distribution System)
NO3BONSIET NOCTPOUTL CBSA3b MeXay Access
Point n Access Point

78
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YcTtaHoBka pexuma WDS

]

Interface <wlanl >

o]
=

el

General ‘Wircless |WDS Mstreme  Status

EE R ([t ation vids Cancel

Band: |2.4GHz-B/G |= Apply

Stati o n -st 3TO Freguency: |2412 ” * | MHz Enable
Cneu”an bH b”;l 310 |abc | - Comment

v Scan List: | | -
KIMTMEHTCKUN o - Torch
Security Profile: |default || o—l
pe)KI/I M C Antenna Mode: |antenna a || ¢| SR
o Freq. Usage...
rl Oﬂ'ﬂe p)i(KOM Default AP Tx Rate: | | ¥ bps align...
W DS Default Client Tx Rate: | | ¥ bps ——
Default Authenticate Snooper. ..
Default Forward
] Hide 551D Reset Configuration

Advanced Mode

Add Bridge Ports

Bridee lNew bridge Port ]|
Eridge Ports |Filters MAT Hosts General |Status

[lobasbTe )] [][] Teertace =1
o U Eridge: |bridgel " 3“ | Apphy |
1 ttetherl bridgel J)

ny6anHb“\{l M Priority: |80 |hex
JTOKalibHbIN Path Cost: |10 |
NHTEPJdENCHI B | e |
brldge Edge: |auto ||3|

Faint Ta Paint: |aut0 ||3|

Ether1 (local)’ External FDB: |aut0 ||3|

wlan1 (public)

1 [disabled
—_— |




Access Point WDS

Ona sknoveHna WDS Ha AP-bridge,
ncnonb3ynte pexkum mode=dynamic-mesh

WDS unHTepdencel byayT co3gaBaTbCsl Ha
nety

Use default bridge for WDS interfaces

[o6asut Wireless nntepdenc Interface B
Bridge

81

AP-bridge

Interface <wlanl>

[x]
General Wireless | wWDS Mstreme Status  Traffic

Frequency: 2412 * MHz

Enable
551D |abc -~
Camment t
Scan List: A
:
Security Profile: |default ¥
= Scan
Antenna Mode: |antenna a *

® Set AP-bridge
g Default AP Tx Rate: ¥ bps
Setti n g S Default Client Tx Rate: ¥ bps
v Default Authenticate SNOOpEr ...
| Default Forward

.
® Add Wireless
interface to bridge e

disabled disabled
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WDS configuration

Interface <wlanl>

General Wireless WDS |Nstreme Status  Traffic oK

|

Cancel

Apply

|| WDS Ignare 551D Enable

Camment

Scan...

® Use dynamic-mesh
WDS mode

Sniff...

® WDS interfaces are e |

created on the fly

® Others AP should use
dynamic-mesh too

|disabied disabled

WDS

M Wireless Tables

Interfaces | Mstreme Dual  Access List Registiaion  Connect List  Security Profiles

E3

| = 7
Mame Type Tx Rx Tx Pac... Rx Pac.. MAC Addiess -
R 4®wlan “wireless [Atheros ARD... 0bps 0bps 0 0 00:0C:42.714:07.ED

d WDS ||nk |S Rial sy WD Obps  Obes 0 0 00,0C.421407ED
established

® Dynamic interface
is present

Ll

2 itemsz out of 4 [1 selected)
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WDS Lab

OTkntounTe npasuiio masquerade

Otkntounte DHCP-client Ha Bawem poyTtepe Ha wlan1
UHTepdgence

Mcnonbaynte pexxum mode=station-wds Ha BaLuem
poyTepe A5 NOAKNIYEeHUs K TpeHepCcKon TOYKN JoCcTyna

Bkntounte DHCP Ha Bawwem HoyTOyke

Tenepb Bbl MOXeTe MUHroBaTb BalLMX COCeneNn, Bbl B
oaHou cetn 192.168.111.0/24

85
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