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* becrpoBOHBIE CETH 00a1ar0T THOKOCThIO MIPHU
KOH(PUT'ypaliy U pacIIupeHUNU. MOTyT CIyKUTh Kak
N00aBJICHUEM, TaK U 3aMEHOM IMPOBOJHBIX CETCU
P MOCTPOCHUM CETEBOU MHPPACTPYKTYPHI

* ITomp30Barenu MOryT CBOOOJHO IIEPEMEIIATHCS, T.K.
OCCIIPOBOJHEIEC CETH 00ECHECUYMBAIOT JOCTYII K
CETEBBIM pecypcaM KOMIIAHUM M3 JII0OOr0 MECTa.

* becnpoBOAHBIC CETH HE TOJIBKO 00CCIICYUBAIOT
MOOWJIBHBIM JOCTYIH, HO U CAaMH MOOHJIbHEI, T.K.
MO>KHO JIETKO IEPEMECTUTh CETh B JIPYTO€ MECTO.
beicTpas v JIErkas HHCTAJUIALHUA.



Cdepbl npuMeHeHHs1 0€CIIPOBOAHBIX CeTEH

* Cetn npoBangepoB NHTepHeT

* PacwinpeHue cetn nposanaepoB IHTEPHET:
NOAKMIOYEHNE KITMEHTOB TaMm, rae HeT
BO3MOXXHOCTU MPOTAHYTb Kaberb

* BHyTpUOMUCHbIE CETU (+rocTeBON OOCTYN)

» [lomaluHne ceTtu

* BbicTaBOYHbIE KOMMSIEKCHI U KOHMEpEHL-3anbl
» [locTyn K NIHTEpHET B roctnHMuax, kame,
bnbnunoTtekax, asponopTax, napkax u 1.4. (Hot
Spot)

*UT.AO.



CeMelcCTBO CTAaHAAPTOB 0eCIIPOBOAHBIX ceTel
IEEE 802.11

Crangapt IEEE 802.11 BxoauT B cepuio CTaHAAPTOB
IEEE 802.X, oTHOCSIIMXCS K CETAM M KOMMYHHKAITHSIM,
cI0Ja TaK)Ke BXOJAT Takue craHmapThl, kak 802.3
Ethernet, 802.5 Token Ring u T.1.

Takum obpaszomMm, ctangapt IEEE 802.11 onpenenser
KOMIIOHEHTBI U XapaKTEPUCTUKHU CETU Ha (PU3UYCCKOM
YPOBHE MEpeaun JaHHBIX U HA YPOBHE JOCTyHa K CPEJIE C
y4e€TOM OCCIPOBOJHOrO CIIOCO0Aa Nepeaadyr JaHHBIX U
BO3MOKHOCTH B3aUMOJEHCTBHUA C CYIIECTBYIOMIUMHU

CCTIAMMU. 4



CeMelcTBO CTAaHAAPTOB 0ECIIPOBOAHBIX ceTel
IEEE 802.11

EEE 802.11 — kaHanbHas ckopocTtb o 2Mowut/c (2,4 T'ru, 1997T)

EEE 802.11a — kaHanbHaga ckopocTb Ao 54Mowut/c (5 'ru, 1999r)

EEE 802.11b — kaHanbHaga ckopoctb Ao 11Mowut/c (2,4 T'ru, 1999r)

EEE 802.11g — kaHanbHaga ckopocTb Ao 54Mowut/c (2,4 T'ru, 2003r)

EEE 802.11n — kaHanbHaga ckopocTb Ao 300Mowut/c (2,4 I'ry, n Slru, 2009r)

IEEE 802.11b+
IEEE 802.11G Turbo (Super) — kaHanbHas ckopocTb A0 108MbuT/c

MikroTik - Nstream
MikroTik - Nstream Dual



Crangaprtsl OecnpoBoanbix cereil - IEEE 802.11b

* PacnpocTpaHeHHBIA CTaHAAPT, COBMECTUM C MPEALIAYIIUM CTaHAAPTOM

IEEE 802.11

 PaGoraer Ha wactore 2,4 I'T'1

 Hcnoabs3yercss MeTO/I MPSMOM IOCIIEIOBATCIILHOCTH C pa3HECCHHEM
CUTHaJa 1o mupokoMmy auamaszony (DSSS)

* IlommepkuBaeT ckopocTh coequnaenus 1, 2, 5.5, 11 Mout/c (peaabnasn
CKOPOCTh nepeaavu JaHHbIX oT 4 10 6 MoOuT/c), aBTOMaTUYECKUI HIIH
(PMKCUPOBAHHBIM BHIOOP CKOPOCTHU

* 3ammuTa JaHHBIX npu momony mudpoanus WEP



Crangaprtsl OecnpoBoanbix cereil - IEEE 802.11a

boiee cimokHas nepeaoBas TSXHOJIOTUS

PaOoraeT Ha yactoTre S I'T11

Mcnonb3yeTcs MeTOA MYJIbTUINICKCUPOBAHUS C OPTOTOHAIHHBIM
neneuneMm yactoT (OFDM)

[TognepxuBaeT ckopocTh coenuHenus 1o 94 Mout/c (48, 36, 24, 18,
12, 9 u 6 Mo6ur/c), peajdbHasi CKOPOCTh mepeaadyu JaHHBIX oT 20 - 24
MowuT/c

12 0gHOBPEMEHHO JTOCTYIHBIX IJIS paOOTHI KAaHAJIOB

3amuTa gaHaeX npu noMmomu mudposanus WEP,WPA,802.1x



Cranaaprtsl OecnpoBoanbix cereil - IEEE 802.11¢g

OOpaTHas COBMECTUMOCTh ¢ ycTporictBamu ctanmapTa IEEE 802.11b
PaGoraer Ha yactore 2.4 ['T11

Hcmonp3yeTcss METo A IMPSIMOi IOCIIETOBATEIIFHOCTH C Pa3HECCHUEM
CUTHAaJa 1Mo mupokoMy auama3zony (DSSS) u meron
MYJIbTHIUICKCUPOBAHMS C OPTOTOHAIBHBIM aeneHreM dactor (OFDM)

Ckopocth coenuaeHus 10 94 MouTt/c, pearnibHaa CKOPOCTb nNepenayu
naHHbIX oT 20 - 24 MowuT/c

ABTOMATUYECKUU WM (DMKCUPOBAHHBIM BEIOOP CKOPOCTH

3amura ganaeix npu nomomu WPA (Wi Fi Protected Access), 802.1x



802.11n

OcoO0eHHOCTH CTaHAapTa

® B0o3MOXHOCTh MCHOIL30BaHUS IBYX auana3oHoB — 2,4 ' wim S I'T1;
B Bo3MOXHOCTH MCHONL30BaHus KaHainoB ¢ mupuHoi 20 u 40MIn;

® OOparHas COBMECTUMOCTD ¢ npeapiaymumMu crangapramu WIiFI opu pabdore ¢
monyisamusmu CCK u OFDM B kxanane mupunoit 20MI 1;



IIpenmyinecrea 802.11n

a. BeIicokuli ypoBEeHb 0€30MMaCHOCTHU

b. Ilognepxka 2x quana3onos (2.4GHz u 5GHz)

C. MeHb111e noIBEPKEH ITOMEXaM

d. Ucnonp3oBanne MIMO nosrimmaeT ckopocTh nmepegaun JaHHBIX
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Maximum Theoretical Application-Level Throughput *

Modulation

Maximum
Link Rate

Maximum
TCP Rate

Maximum
UDP Rate

802.11b CCK 11Mbps 5,9Mbps 7, 1Mbps
802.11¢g (with 11b) OFDM/CCK 54Mbps 14,4Mbps | 19,5Mbps
802.11g (11g-only mode)| OFDM/CCK 94Mbps 24, 4Mbps | 30,5Mbps
802.11a OFDM S54Mbps | 24,4Mbps | 30,5Mbps
802.11a TURBO™ OFDM 108Mbps | 42,9Mbps | 54,8Mbps

* Mo gasHeiv komnanuy Atheros™ Communications
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Wireless

Transmitter

TexHONnNoOorms

e I L L E PR
i
Analog Front Analog Front
End H/W : End H/W
duplication | Signal 1 duplication
I
I
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CKopoCTb

boree BbICOKasi CKOPOCTb yryyllaeT
MNPOMNYCKHYIO CMNOCODOHOCTDL

Bonee HM3Kasa cKOpoCTb yBENNYMBAET
ONCTaHUMIO U HaOEeXHOCTb

ABTOMAaTUYECKNN NN PUKCUPOBAHHBLIN BbIOOP
CKOPOCTHU

13



tegulatory parameters related fo Annex 3

Frequency Band

Power

REC7003E

Duty cycle

Channel spacing ECC/ERC

Decision

Notes

d

2400.0-2483.5 MHz

5150 -5250 MHz

5250 -5350 MH=

5470-5725 MH=

17.1-173 GHz

100 mW eirp.

200 mW Max mean

200 mW Max mean

1 W Max mean

100 mW e1rp.

No Restriction

Mo Bestriction

Mo Restriction

Mo Restriction

Mo Bestriction

No spacing

No spacing

ERC/DEC/(01)07

ECC/DEC/(04)08

ECC/DEC/(04)08

ECC/DEC/(04)08

For wide band modulations other then
FHSS (e.g. DSSS, OFDM, ). the
maximum e.1.1.p. density 15 limited to 10
mW/1 MHz

Restricted to mndoor use.

The maximum mean e.1.r.p. density shall b
limited to 0.25 mW/25 kHz 1n any 25 kHz
band.

ERestricted to indoor use.
The maximum mean e1.1r.p. density shall b

limited to 10 mW/MHz in any 1 MHz banc

Indoor as well as outdoor use allowed.
The maximum mean e1.1r.p. density shall b
restricted to 30 mW/MHz in any 1 MHz
band.
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Kon-Bo kaHanoB ang ctpaH (2,4'ru) REC7003E

EBpona (3a UCKNHYEHNEM

®paHuun n VicnaHuu) L =
®paHuma 1 KMicnaHus :{Q45? -24721T0 4
CLUA n KaHaga 2412-24621TU 11
AnoHus 2412-2484 T 14
Kopes 2412-24721TU 13
Hunu 2412-24721TU 13
ABCTpanus 2412-2472 1T 13
HOxKHaa AdpuKa 2412-2472 1T 13
HOro-BocTo4vHaa A3ua (BKNo4vasa 2412 - 2472 U 13

CuHranyp, Manawnauwo, TannaHa)
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Kaxdbll KaHan 3aHMMaeT YacToTHbIV AManasoH B 22 My,
Hanpumep, kaHan 1 paboTtaeT B gManasoHe
or 24011y go 2,423MuU, e 2412IMuy £11MI'y.

Power

KaHan

YacToTa

b

24121TU

YacToTbl KaHanos

24171TyY

24221TuU

24271TU

24321TY

2437TTU

244271TU

24471TU

oo = | Jun e fla R

2452TTY

ik
i |

2457 TuU

—
—

24621TU

ik
[

2467 1TU

2 4721TUL

Frequency




802.11a Channels

36 40 42 44 48 50 52 56 58 60 64

5210 5250 5290

5150 5180 5200 522 5240 5260 5280 5300 5320 5350

149 152 153 15 160 161

5735 5745 5765 5785 5805 5815

® (12) 20 MHz wide channels
® (5) 40MHz wide turbo channels



OO0Ha YpeHens
e d B

PagnoBonHa B npoLecce pacnpocTpaHeHUs B NPOCTOPHbIE

* it i A

3aHMMaeT obbeM B BMae annunconga obpalleHus ¢
MaKCMMarbHbIM paanycom B cepeaunHe rnposieta, KOTopbIN
Ha3bIBalOT 30HOMN PpeHens.

EcTtecTBeHHble (3eMnsi, ropbbl, 4EPEBbS) U UCKYCCTBEHHbIE
(3gaHus, cTondbl) NPENATCTBUA, KOTOPbIE NONagatTCcs B 3TO

- -



30Ha PpeHens

[ToHsATME 30H PpeHensa ocHOBaHO Ha nNpuHuune MNounreHca,
COrflacHO KOTOPOMY Ka)Xaas To4YKa cpeAbl 4O KOTOPOU
AoxoaAuT BO3MYyLLeHUe, camMma CTaHOBUTCHA UCTOYHUKOM
BTOPUYHbIX BOJIH, U NMOne N3ny4yeHnsa MoxeT
paccmMmaTpuBaTbCs Kak cynepno3numsa BceX BTOPUYHBLIX BOJIH.

Ha ocHoBe 3TOro NpuHUMna MOXHO NokKa3saTb, YTO OO BLEKTH
nexatline BHYTPU KOHLEHTPUYECKNX OKPYXXHOCTEMWN,
npoBeAeHHbIX BOKPYT IMHUU MPAMOU BUOUMOCTU OBYX
TPaHCUBEPOB, MOTYT BIIMATL HA KA4eCTBO KakK MONOXUTENbLHO,
TaK U oTpuuaTtenbHo. Bce npenatcTeugd, nonagaroline BHYTPb
NepBON OKPY>XXHOCTW, NepBoU 30HbI PpeHens, okasblBalOT
Hanbonee HeraTMBHOE BIUSIHUE.



30Ha ®peHensd

PaccMoTpuM TOUYKY, HAXOASLLYIOCS HA MPSIMOM TpakTe
MeXay nepenaTtynkom U NPUEMHUKOM, NMPUYEM
PACCTOSIHME OT TOYKU [0 rnepenartymka paBHo S, a
paccTosHNEe OT TOYKU A0 npuemHuka pasHo D, T.e.
pPacCTosiHMe MexXxay nepegaTtymkomM U MPUEMHUKOM PaBHO
S + D.

I-IEF::!:.HII"R e | |_II_'IH|_-|MHHH




30Ha PpeHens

pagnyc nepBoun 30Hbl PpeHena B 3TON TOYKE:

ASL)
S+

roe R, S u D namepsatoTca B OOHUX U TEX XKe eanHuuax, a
? 0003Ha4aeT ANnHY BOSTHbI CUrHana BAob Tpakra. Ons
yaobcTBa doopmMyIsly MOXHO nepenucaTtb CneayoLwmm
obpa3om:

R

L 80

\ Sy Swr + Dras

roe R BbIpaXXa€eTCAd B METpPaAX, ABaA OCTAllbHbIX
PaCCTOAHNA - B KUWIIOMETPAX, a 4HaCT1OTa CUIrHalia - B




be3onmacHOCTH B 0eCIIPOBOAHBIX CETHAX

Jl1a oOecrieueHnst 0€30IMaCHOCTH B OECIIPOBOIHBIX CETAX MCIOJIb3YETCS
HECKOJIbKO CPEJICTB:
» KOHTpOJIb 32 TOAKIIFOYSHHEM K TOUKe mocTtyna Ha ocHoBe MAC-
a7peCcoOB U UMCHU CCTH
» [[ludpposanme Ha ocHOBE TTpoTokoaa WEP, WPA WPA2
= KOoHTpOJIb 3a TOCTYIIOM K Cpejie IIepeaadl Ha OCHOBE IIPOTOKOJIA
802.1x
» Hactpoiika VPN moBepx 0ecnpoBOIHOr0 COCTUHCHUS
* BeIHOC O€CIPOBOJHOM CETH 3a MEKCETEBOM AKpaH, KaK CETH C

HU3KHUM JOBCPHUCM



llognepxruBaeMbie 4aCTOTHI
MikroTik RouterOS

e 2.4GHz: 2312 - 2499 MHzZ
e SGHz: 4920 - 6100 MHzZ

B 3aBHUCUMOCTH OT peruoHa



PaccmarpuBaeMbIe peKUMBI wireless
MTCNA



Point-to-multipoint

r

I
%1}?“ Client Route
1 e

i Mikrotik AP




WDS




Point-to-point




OOLwune HaCTPOUKMU



Wireless Configuration

Interfaces

Bridge

PFF

Switch

Mesh

IP [*
MPLS

VPLS

Il Wireless Tables X

Interfaces | M ztrerme Dual | Booceszs List | Heqistration | Connect List | Securty Profiles |

=] [ Il Fin

M arne £ Tupe L2 kTU | T H= TePac... RxPac.. T ™
B dwlan Wireless [Atheros 11N 2230 0 bps 0 bps I 0

Routing [*
Syztem I
Uueues

Files

Log

Radiusg

Tools [*

1 itermn out of 5

Mew Terrminal




Bbi60p pernoHanbHbIX HACTPOEK

Interfaces
Bndge
PPP
Switch
Mezh
P
MPLS

YPLS

Fouting

Syztem

Hueues

Files

Log

Radius

Tools

Mew Terminal
MetaROUTER
b ake Supaut. it

Il Interface List

F 3 wlan

«

Interface | Ethernet  Eol
+1r = i H: I:
M ame {
R 4tbrdgel
418 etherl
=] 410 ether?
5 ether3
= - -1 tE

b itemsz [1 zelected)

Genera HT HT MCS WD3  Mstreme ak,
Mode: ETIT R ¥ Cancel |
Band: |5GHz-a/n |® Apply rl
F : 15180 * | hH
A : Disahle
S5I0: (AP e
Comment
scan Lisk: b
_ _ — Torch
security Profile; | default || ¥
Scan...

Default AP T= Bate:

Default Chent T= B ate:

I Interface <wlanl =

Default Authenticate
Drefault Fanward
| Hide 551D

bpz

bpz

Freq. Uzage...

Aligr...

Shiff...

Shooper...

Reszet Configuration

Advanced Mode ’




Bbi6op permoHanbHbIX HacTpoek

I Interface <wlanl =

General “Wireless |Data Rates Advanced HT

ak.
b ode: |a|:| bridge " ¥ Cancel
Band: |5GHz-a/n |* Sl
F : /15180 * | hH
requency: | 3] Mz Disable
S5ID: | AP P8
Comment
Radio Mame: | 000C42644E 20 |
Tarch
Scan List: | | - o
Scan...
Securty Profile: ||:Iefault || il =en
Freq. Uzage...
Frequency Mod@ | regulatany domain Aligr..
Count '
oLntriNg romaria it
Antenna Gain: |0 dBi
Snhooper...
LIFS buoc: |r'u:|r'|e " hd Reset Configuration
Froprietary E ztenzions: ||:u:|3t-E.El.25 " ¥
Simple Mode
wiMM Suppart: | disabled | *
Default AF Tx Hate: | | * bps
Default Client Tx Hate: | | * bps

Default Authenticate
Default Forward
| Hide 551D




RADIO Name

® Mbl 6ygem ucnonb3oBatb RADIO Name ans
TeX XKe uenen 4Yto n ncnornb3oBanu router

identity
® YcraHosute RADIO Name : Baw Homep(X) +
Bawe nms
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NaCcTpPOUKa poyTepa KakK KITMeHT

(station)
i




Hactporika knuenTa (Station)

YcTtaHoBUTE NHTEPMENC
mode=station

Ykaxunte band (4acToTy)

Ykaxute SSID, Wireless
Network Identity

YKasaHue 4acToTbl He
ABNAeTca HeobxoanMbIM
nonem, Tak xe kak SSID,
NOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

Bl Interface <wlani >

General ‘Wireless WDS  Mstreme  Statuz

Scan List:
Security Profile:

Antenna Mode:

Default AF T= Bate:

Default Client T Rate:

station

OF.

aligrment anly

- | ap bridge

bridge

| nstreme dual slave

" | station pzeudobridge
station pzeudobridge clone
station wds

wiz zlave

L L=l L) |8

Cancel

Apply

Dizable

Carmment

Tarch

antenna a

Default Authenticate

Compression

TLINAIg

Scan...

Freq. Uzage...

Align...

aniff....

SHooper. ..

Reset Configuration | |

Advanced Mode

rUnKing ap




Hactporika knuenTa (Station)

YcTtaHoBUTE UHTEPMENC
mode=station

Ykaxunte band (4acToTy)

Ykaxute SSID, Wireless
Network Identity

YKasaHue 4acToTbl He
ABNAeTca HeobxoanMbIM
nonem, Tak xe kak SSID,
NOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

M Interface <wlani =

General “Wieless WDS  Mstreme Statuz .

b ode:
Band:

Securty Profile;

Antenna Mode:

Default AF Tx Hate:

Default Client Tx Rate:

station

Ok,

Cancel

RGHz-turbo

o 2 AGH=z-B/G

Scan List:

2. 4GHz-only-G
2 AGHz-G-turbo
AGHz-10MHz
AGHz-5kHz
2GHz-10MHz
2GHz-5Hz

Apply

Dizable

Carmment

Tarch

Scan...

Default Authenticate

Compression

TLINAIg

Freq. Uzage...

Aligr...

sniff...

Shooper...

Feset Configuration |

Advanced bMode

ILRRING ap




Hactporika knuenTa (Station)

YcTtaHoBUTE UHTEPMENC
mode=station

Ykaxunte band (4acToTy)

Ykaxute SSID, Wireless
Network Identity

YKasaHue 4acToTbl He
ABNAeTca HeobxoanMbIM
nonem, Tak xe kak SSID,
NOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

M Interface <wlan1 =

b ode:
Band:

Frequency:

Default AP T Rate:

Default Client Tx R ate:

station

2 4GHz-only-(3

©ankenna a

Ok,

Cancel

Apply

Dizable

Cammett

Tarch

Scan...

Freq. Uzage...

Align...

Shiff...

V| iDefault Authenticate

Compression

ranmng

SnoopEr. ..

Reset Configuration

Advanced Mode

runrning ap




Hactporika knuenTa (Station)

M Interface <wlan1 =

General ‘Wirelesz WDS  Mstreme  Statuz

YcTtaHoBUTE UHTEPMENC

kode: | ztation

Ok,

Cancel

Apply

Dizable

Cammett

Tarch

Freq. Uzage...

Align...

Shiff...

mode=station

Ykaxunte band (4acToTy) |

Ykaxute SSID, Wireless Sean List

Network Identity ——
YKasaHue 4acToTbl He et AP T Fate
ABMAETCS HEOOXOANUMbIM Default Cient T e

nonem, Tak xe kak SSID, v el Aiericats

NOTOMY YTO MOXHO
ncnonb3oBaTb scan-list

Compression

ranmng

SnoopEr. ..

Reset Configuration

Advanced Mode

runrning ap




Station Configuration - scan

Il S5can <wlanl = {running)

Address

f)

SalD

Band

Frequ...

| MNaze..

Sigha...

Hadio Mame

Houterd. ..

ABR 00:0C:42-64.AE:20 AP

_______________________________________________________________________ TROEESELS

RGHz-a/n

51580

40

113

/3 O00C4264AE20 415

Use Metwark,

1 item [1 selected)

30 BpEMS CKaHMpPOBaHWS 6ecnpoBOAHON MHTepdeNc noTepseT coeanHeHne (oTKmounTes )



Station Configuration Lab ‘

® Mopkntounteck Kk Trainers Toukn goctyna (AP)
MCMonNb3ys YTUINUTY NOUCKa CETEN Scan

® Yb6egutech 4to coegmHeHune yctaHosrneHo (R)
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Connect List

Interfaces Mstreme Dual  Access List  FegistratioConnect Lizt JSeciyity Prafiles

7 = [T

Irterface MALC Addresz Connect &rea Prefis | Signal Str... Securnity ...
Bl New Station Connect Rule

Interface: + Ok

MAC Address: Cancel

v Connect Apply

551D Disable

Area Prefi:

Carrment

Signal Strength Range:  -120..120 Copy

Securty Profile; | default Remove

0 items

® CospgaHuve npaBun AnA NOAKMIOYEHNS K TOYKaMm gocTyna
(access-point)



Connect List Lab

® Celtyac Ball poyTep NOAKIOYEH K
TpPenHepCcKon ToYKe gocTtyna (access-point)

® CpenainTe npaBuno KOTOPOe OTKITIYUT Bac
OT TOYKM JOCTyna

® Wcnonbaynte ansa atoro connect-list

41



NaCcTpOUKa poyTepa KakK TOYKY
aoctyna (Access point)

r




ACCESS Ot Lonliguration
Hactonka Touku gocrymna

YcTaHOBUTE NHTEPMENC
mode=ap-bridge
Select band

Ykaxunte SSID, Wireless
Network Identity

YcTtaHoBuTe Frequency

M Interface <wlan] =
General ‘wireless WS Mstreme  Statuz

todced ap bridge

Ok

alignment onl

~|bridge

* [natreme dual slave

| station

" | gtation pegeudobridge

. |station pzeudobridge clone
* | gtation wds
o |wds slave
L L = L] LN

Cancel

Apply

Dizable

Comment

Tarch

Bntenna Maode: | antenna a

efault AP Tx Fate:
Default Client T+ Rate:
v [Default Authenticate

v [efault Fansvard
Hide 551D

Comprezsion

rLnning

Scan...

Freq. Uzage...

Aligr...

aniff...

SHooper. ..

Fezet Configuration

Advanced Mode

running ap




ACLCSoSS FOINL LOTNgulratoll
HacTonka To4kn goctyna

I Interface <wlan2>

General ‘Wireless WDS  Mstreme  Statuz ak
tMode: | ap bridge Cancel
Apply
YcTaHOBUTE NHTEPMENC T
mode=ap-bridge Comen
: : | %I;I-Ell:'lzﬂf?ﬂtlfll;bn Tarch
Select band W A
yKa>KMTe SSID, WireIeSS Detgilt &P T= Rate: * bps F[EL;T.QE“.
N etWO rk I d e ntity Defadlt Client Tx Fate; * bps St
v [Default Authenticate Shooper...
YctaHoBute Frequency “ Defaul Forwar

Hide 551D R eset Configuration

Compression Advanced Mode

rUnning ILINKing ap



ACLCSoSS FOINL LOTNgulratoll
HacTonka To4kn goctyna

M Interface <wlan? >

General ‘“Wireleszz WDS  Matreme  Status

Mode: | ap bridge Cancel

Band: |2.4GHz-B/G Apply

YcTaHOBUTE NHTEPMENC Frecuency S
mode=ap-bridge : Penmery

Torch

Select band | Soan
Ykaxute SSID, Wireless | ——

Network Identity TR Snif..
v| Default Authenticate Shooper...

YcTtaHoBuTe Frequency e e e

Hide 551D R eset Configuration

Compression Advanced Mode

TLInAirg rLnking ap




ACLCSoSS FOINL LOTNgulratoll
HacTonka To4kn goctyna

M Interface <wlan? >

General ‘Wireless WDS  Mstreme  Status QK
kMode: | ap bridge Cancel
Band: |2.4GHz-B/G Apply
YcTaHoBUTE NHTEpdEenc ;PN D
mode=ap-bridge - Conment
Tarch
Select band oy =
yKa>KMTe SS I D y Wi re I eSS Drefault AT« B ate: * bps Frellijée"'
N etWO rk Identity Default C¥nt Tx R ate: ¥ bps St
v| Default Authenticate Shooper...
yCTa H O B I/I Te F re q u e n cy Y a;j:'-;t;;fwmd R eset Configuration
Compression Advanced Mode

TLINAINGg ILINKINg ap



Snooper wireless monitor

B Snooper, <wlani > (running)
® Metworks | Stations E]
Mcnonb3ynte Snooper LS
T IFr
L‘ITO6b| Eiijﬂn:p.uann:: Band Address S5ID Of Freq. [%] 0F Traf. (%) | Bandwidth |+ Stop
G 2412 24GHz... D0:0C:420... hot af | Close
G 2412 24GHz.. 0000420, e o 0o Ob
NOJTIYHUTD 00 luiee %a% 2412 2. 4GHz... O0:0B:EE:4.. ngspnt gg EE Oby || Setings..
§1 0 2412 24GHz.. 00:0C421.. hot ' ' f.2 kb
npeacrtaBrieHne o becn| ¢ 22 24t chpet 03 20 72K
OBO E-::% 2457 2 4GHz.. 13 enﬂhl
@ 2447 24GHz.. ' 0 kby
p AHbIX CETAX, U @.EM? 2 4GHz.. 13 11.2kby
G2 24GHz.. 00:0C:42, ' 14.2 khy
NCMONb3yeMbIX B2 246Ha (0195, dfut | 07 128 L1k
) 2442 24GHz.. ' - 5.3 kby
YHaCTOTax § 2. 24GHz.. DD0B:EE:3.. seta 123 18.3 kby
o @ 2452 2.4GHz.. SE 3.9 8.2 kby
g2 2 AreTE. T : 20.0 kb
B 3710 Bpems e L B
6ec “Eﬂz._ 24GHz.. DO0E:2EF.. MY _NEW.. 1.1 248 07k
Mn A ) 2457 2.4GHz.. = : Tk
POBOAOHON 2. 24GHe. 0DOC420.. stend 0
— f 2. 24GHz.. O0:0C:420.. stend '
MHTepCbeMC 4 2. 24GHz.. 00:08:68:3.. Eﬂl 13
@ 2422 2 4GHz.. e
OTKIMKOYUNTCH @ 2417 24GHz... 35
L2 24GHz. 000C420. 0.0
N o
3 kems
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Wireless AP(To4ka goctyna)
and Station

® Pabota B rpynne roe ogviH U3 rpynnbl caenaeT U3
cBoero poyrtepa Touyky goctyna (AP), a
oCTallbHble YfleHbl rpynmnbl K HEN NOAKoYaTCS

OaunH 13 rpynnbl co3ganTe TOYKY OOCTyna Ha
becnpoeogHom uHTEepdence wlan1, paboTatoLLyto
Ha 2Ghz, ¢ SSID “AP_Y X, roe Y Homep Balleun

rpynnbl, a X BaLl JIMYHbIA HOMEDP.

OcTanbHble YfeHbl rpynnbl HACTPOUTE HA CBOEM
poyTepe nHrepdenc wlan1 kak station n
NOAKNYNTECH K TOYKE OOCTyna CBOEro cocena B
BaLleW rpynne.

48



Registration Table

B Wireless Tahles

Interfaces  Mstreme Dual  Access List  Redistration  Connect List Security Profiles

g

Hadio Mame + MAC Address Interface I phirme AP W Last Achivit.. Signal Strengt.. | T«/Fx Hate
500156090, 00:15%:60:90:01:71 wlan FI

® [lokasbiBaeT Bcex NOAKMIOYEHHbIX K
becnpoBOAHOMY UHTEPdENCY
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Reqistrati [abl
- X
Interfaces Access List Redistration | Compect List Security Profiles

< Copyto Access List || 00 Reset

Interface Radio Mame «  MALC Address AP T#/Rx Bate Last Activit...|Signal Strenat... D5 | Uptime
e wland #_unknown 00:0C: 42:05:00:1C glu) A4k bps 0.000 -68 no o037

B AP Client <00:0C:42:0! Il AP Client <00:0C:42:0

B AP Client <00:0C:42:0

General | Signal Mstreme  Statistics General  Sanal | MNstreme  Statistics Gereral Signal Msheme  Statistics 0K
Radio Mame: | #_unknown Last Actraty: | 0.000 g T«/FAx Rate:  hdkbps Cancel
AL Address: |00:0C:42:05:00:1C Signal Strength: |-58 dBEm T=/RAx Packets: |BA0/734745
Interface; | wlanl Tw Signal Strength: |-53 dBm Tu/Ru Bytes: | 415761 2020638577
ptirne: | 00:01:37 Signal To Moize: | 37 dB
T«/R= Frames: 550734804
Ack. Timeaut: |25 g Tw/R= CCQ: |93/595 %
_ T#/Fx Frame Butes: | 386301197 770772
Router0S Version: | 2.9 3% Signal Strengths
Rate Strength Tu/Fs Hw Frames: | 5504734813
AF T Limit; Bhbps -o4
Ibpsz 54 Tu/Fs Hw. Frame Bytes: (5183041 216846302
Client Ta Limit; 12Mbpsz  -BE
18Mbpz 58
Last [P 24tbps B0
IBMbp: B2
43Mbp: B4
AP GdMbps 52
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Security on Access Point

Interffaces  Mstreme Dual Access List - Registration  Connect List S ecurity Profiles

ot f T

e M AL Sddreg Interface Signal Str...  Authentication Forwarding
" A New AP Access Rule

MAC Address:; | [WXERENNER NN ]

Interface:;  all Cancel

Signal Strength Hange:  -120..720 Apply

AF Tw Lirnit; Dizable

Client T Limit; Comrment

v Authentication Copy

v Forwarding Hemove

Private Few:

0 ikems
Frivate Pre Shared Fey:

* Time

® Access-list ucnonb3yetca ansa punbTpaLumn KINEeHTOB
™ N |\l|l\r‘_ar|r|roee



Security on A

B [nterface <wlan1 > E]
General ‘Wireless wWDS  Mstreme  Status 0k
bMode: | station + Cancel
Band 2.4GHz-B/G ¥ Apply
Frequency: 2412 + MHz Erabls
S5I0: RBEOOUM FN
Comment
P Scan List: -
OTtkntounte Default- o _ =
i _ Secunty Profile; | default ¥
Scan...
AUthentl catlon 4TO Antenna Mode: | antenna a ¥ can
Obl pa3pelunTb AOCTYnN Freq. Usage..
Default &F Tx Rate: * bpz Align
K TOYKE TOJ1bKO Drefault Client Tx B ate: * bps S piff
CTpOUCTBaM e %
y p D efault Authenticate .. | SHOOPET...
NPONnMcaHHbIM B
. Heszet Configuration
ACCGSS-IISt Comprezsion
2 Advanced Mode

dizabled dizabled




Default Authentication

® Yes, npaBuna Access-List nposepstoTcs,
nofib3oBaTeNn MOryT NOAKMHYAaTLCA €CINN HET
3anpeLyatoLlero npasuna

® No, gocTyn K ToYke TONbKOo Mo npasunam
Access-List
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Access-List Lab ‘

® CkoHUrypmpymnte cBOU poyTepbl B PEXUM
station n noakn4YnNTECH K TPEHEPCKOU TOYKMU
poctyna SSID "AP_Trainers”

® OTkntoYMM TOMNBKO onpeaernieHHbIX KIMEHTOB
® Paspelumm goctyn onpeaeneHHbIM KIMeHTam
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Security

® Cenyac Mbl BKNIOYMM LLMPpOBaHMe Ans
HalLlen 6ecrnpoBOOHON CETH

® Bbl gomkHbl ncnonb3osats WPA vnu WPA2
LUNdppoBaHME

® Bce ycTpoincTBa B ceTu JOMMKHblI UMETb
OJMHaKOBbIE NapamMeTpbl 6e30nacHOCTH
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Security

Wirele=ss Table= E

Interfaces Mstreme Dual  Access Lisk  Registration  Conneck Lisk  Security F'F'I'Fi|l35|

|| = [T New Security Profile B
|Name ; |M|:| zeneral |R.'5.DIUS EaP Static Keys )
defaulk noil :

° Marne: ||:|r|:|F|Iel | Cancel
* Cenyac Mbl BKIOYUM vode(Gynamic eys 1) | [ aply
— futhentication Types
LIJI/ICprOBaHI/Ie WPA AN =
HalLleu 6eC|'| pOBOﬂ'HOM | wPa EAR | WPAZ EAP Remaove
— Unicast Ciphers
ceTun thip aes com

* WPA Pre-Shared Key e
bygeT mikrotiktraining

WP Pre-Shared Key

WPAZ Pre-Shared Kew:§

i
gl —
n1]
3

Supplicant Idenkity: |

Group Key Update: |IIIIII:IIIS:IIIIII

Management Prokection: |a||u:uwe-:|

Managemenk Protection Kesy: |




BJIOKMPOBKa CoeaUHEHNA MeXOY
KITMEHTAMWU

- Default-Forwarding
MCrnonb3yeTcs ANA OTKMHYEHUS
CBSA3U MeXay KnMeHTamum
NOAKIMOYEHHbLIX K OOHOU N TOWU
K€ TOYKKM JocTyna

M Interface =wlanl =

General ‘Wireless wWDS  Mstreme  Status

Mode: [E ¥

Band: |BlGHz +
Frequency: 5180 + MHz

5510 | MikraTik -

Scan List: b

Securty Profile; | default *
Antenna Mode: | antenna a +
Default &P Tx Bate: * bpz
Default Client Tx R ate: * hbpz

v Default Authenticate

vl Default Fonward

v Hide 551D
Compression

dizabled

k.

Cancel

Apply

Enable

Carment

Tarch

Scan...

Freq. Uszage...

Align...

Sniff...

Shooper...

Reszet Configuration

Advanced Mode

dizabled



Default Forwarding

® MpaBuna Access-List MeloT BbiCLLUNIA
npuopuTeT

® Ecnu mexay KnMeHTamn ecTb CBA3b, TO
NpoOBEPbLTE NpaBuna B access-list
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Nstreme

® CobcTBEHHbIN NpoToKon 6ecnpoBOAHON
cBA3n MikroTik

® YnyywaeTt kavyecTBO 6€CnNPOBOAHONM CBSA3MN,
yYBENTMYNBAETCS NMPOnyckHasd CroCoOHOCTb,
yBernmMymBaeTcsa ganbHOCTb JIMHKOB

® Ut06bI MCcnoNb3oBaThL B BaLLEW ceTy,
BKIMIOYNTE AaHHbIN NPOTOKON Ha BCEX
b6ecnpoBOAHbIX YCTPOUCTBaX B BalLEN CETU
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Nstreme Lab

® Bkniouute
Nstreme Ha
BalLLEM poyTepe

® Nstreme gomxeH
ObITb BKIMHOYEH Ha
oboux(Bcex)
poyTepax

M Interface <wlani =

wiDS  Mstreme  Statue  Advanced Status

OF.

v Enable Palling
Dizable CShA

Framer Policy: | none

Framer Lirnit; | 3200

dizabled

Cancel

Apply

Enable

Cammert

Tarch

Scan...

Freq. Uzage...

Align...

Sniff...

Shooper...

Reset Configuration

Advanced Mode

dizabled




Summary



Briaging



Bridge Wireless Network

Class AP
Your Laptop Your Router 1

192.168.X. 192.168.X.25 S~

1 4 |
DHCP-Client

» Let's get back to our configuration
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Bridge Wireless Network

We are going to create
one big network
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Bridge Wireless Network

We are going to create
one big network




Bridge

® Mbl coenaem bridge nokanbHoro
nHTepdenca c becnpoBogHbIM MHTEPAENCOM

® Bce Balwu HoyTOYKM OyAyT B OOHOWM CETU
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Bridge

® [na cosgaHus bridge Bam
Heobxoanmo cosaaTth bridge
MHTEPMENC

® N nobaButb MHTEpPdelickl B bridge
ports
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(N LS N S LS L]

Wwireless

PEP Bridge | Parts Fiters NAT  Hosts
Switch @ = ||| 52 T Settings
Mesh M ame 4| Twpe L2 MTU [T= Ha TwFac.. RH=
P ’ E
MPLS General | GTP  Status  Traffic
WPLS . —

YEl 1 =lbridas1 Cancel
Houting [*

Tupe: |Bnd
Systom : vpe: | Bridge Apply
Lueues MTU: 1500 Dizable
F||E!3 LE I"."lTI_I

Comment
Log MALC Address:
| Copy
Radius &8RP | enabled *
Taal [+ Remowve
. Adrin, MAC Address: hl

Mew Terminal - I Tarch
MetaROUTER Ao e ok




Bridge
FFF
Switch
Mesh
IP
MPLS
VLS

F outing
Syzhem
Queues
Files
Liog
Fadius

Tools

Mew Terminal

o

Bridge - demo

Il Bridge

Bridge Filters  MAT  Hosts

@ - [

@2 |E] | T

|nterface

4 | Bndge

Friarity [h...

Fath Cost

Harizar

Raole

Il Mew Bridge Port

General | Status

Interfacs

Bridge

Frioriky:
Fath Coszt;

Harizam:

Edge:

X

¥ Cancel

* Apply
at hes Dizable
10 Cornrmerk

w Copy
. = Rermove




Bridge

® Het npobnem 3abpugxusath Ethernet
MHTepdreuncsl

® Wireless Clients (mode=station) He
nogaepxmeaeT bridging 310 orpaHnyeHue
ctaHaapTta 802.11
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Bridge Wireless

® WDS nosBonsgeTt 006aBuUTb KNUEHTOB
wireless B bridge

® WDS (Wireless Distribution System)

NO3BONAET NOCTPOUTL CBSA3b MeXxay Access
Point n Access Point
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YcTtaHoBKa pexunma WDS

Interface <wlanl > E

General Wireless | WDS  Mstreme  Status ... Ik

Mnde:w

* Cancel
Band: |2.4GHz-B/G * Apply
' ™
Statl o n -Wd s STO Frequency: 2412 *  [MHz Erable
Cneumaﬂ bH bl VI S5ID: |abc - _ommenkt
w Scan Lisk: hd
KITMEeHTCKUNI = Torch
Security Profile: | defaulk ¥
pe>|<|/| M C Antenna Mode: antenna a * 2ran...
Freq. Usage...

NoOAEPXKKOW Dofauk 67 Tx Rk s A
WDS Default Client Tx Rate: ¥ bps SnifF

v| Default Authenticate SNOCpet. .,

Reset Configuration

Advanced Mode




Add Bridge Ports

Erdoe 0 iew Bridge Port X

Bridge FPorts |Filkers MAT Hosks  General |SI:al:u5 Ok,
v |l T Interface: Cancel

STTdLE ouLslg)= Bridge: |I:|ri|:||;|el | appl
I Atetherl bridgel s

» lobaBbTe
NyOnmMYHbIN U

o Priarity: [S0 hex Disable
n O Kan b H bl I/I Path Cosk: |10 Caornrnent
MHTEpPdENCHI B stz v oo

Rerowe

b ri d g e Edge: |auto |E|
Paink To Poink: |auto |E|
=

4 Ether1 (lOcal), Exkernal FOB: |auko
wlan1 (public)

1 ikerm disabled
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Access Point WDS

® Nna sknodeHus WDS Ha AP-bridge,
ncnonb3ynte pexkum mode=dynamic-mesh

® WDS uHTepdeiicbl byayT co3gaBaTbcs Ha
nety
® Use default bridge for WDS interfaces

® No6asut Wireless nHtepdeic Interface B
Bridge
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AP-bridge

Interface <wlanl = E3

General 'Wireless |WDS  Mstreme  Stakus  Traffic oK

Mode: |ap bridge * iZancel
Band: |Z.45Hz-E/G ¥ Apply
Frequency: 2412 * | MHz
Enable
SSID: |abc -
_arnrnenk
Scan Lisk: b
— Torch
Security Profile: | default ¥
= Scan...
Antenna Mode: |antenna a *

. S t AP b - d Freq. Usage...
e = rl g e Default AP Tx Rate: ¥ bps Al
ign...
settings
v| Default Authenticate Snooper, .,

® Ad d Wi rel e S S ! E:: ;léll;mward Reset Configuration
interface to bridge

Default Client Tx Rate: ¥ b
efault Client Tx Rate ps SMifF. ..

disabled disabled




WDS configuration

&l | |
i1

WS Ignote SSI0 Enable

® Use dynamic-mesh
WDS mode =

® WDS interfaces are
created on the fly

® Others AP should use
dynamic-mesh too

disabled disabled




B Wireless Tables

Interfaces  Mstreme Dual  Access List  Registration  Connect List S ecurity Profiles

+'r- =] ?

M arme Type Tu R TwPac... RuxPac.. MaAC Address -
F dbwlani Wireless [Atheroz ARG, 0 bp= 0 bp= 1] 0 00:0C:42:14:07:ED

o WDS ||nk |S DR&  &bwds] WS 0 bps 0 bps 0 0 00:0C:42:14:07.ED
established

® Dynamic interface
IS present

<
& itemsz out of 4 [1 selected)
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WDS Lab

OTkntounTe npasuno masquerade

OTtkntounte DHCP-client Ha Balwlem poyTtepe Ha wlan1
NHTEpdence

Mcnonb3ynte pexmum mode=station-wds Ha Bawiem
poyTepe Onga noaknyveHna K TpeHepckon TOYKM gocTyna

Bkntounte DHCP Ha Balwlem HoyTOyKe

Tenepb Bbl MOXeTe NMUHIoBaTh BalUMX COCEOEWN, Bbl B
ogHoun cetn 192.168.111.0/24
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