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VPN

Virtual Private Networks
BuptyanbHble HacTHble CeTu

PPPOE
PPTP, L2TP



[lpenmyLiectea VPN

* [loszBonsieT cBA3aTbL(00HLEANHUTD)
KoprnopaTMBHbIE NPMUBATHbIE CETU Yepea:

» Ty6nunyHble ceTu

»  BblgeneHHblie nuHum
» becnpoBogHbie NUHKK

« KopnopaTunBHble pecypchl (e-mail, servers,
printers) moryTt ObITb AOCTYMHbI (6e3onacHo)
nonb3oBaTensam padboTarowmm B NyONUYHbIX
ceTax.(aoma B nyrtewecTtsum n 1.4.)



PPPOE

® Point to Point Protocol over Ethernet yacto
ncrnonb3yeTcda Angd KOHTPONSA NOAKN0YEHUSA
knneHtoB DSL, n Ethernet ceTsax

® PPPoE CeTteBoli MPOTOKON KaHamnbHOro
YPOBHS nepegauun kagpos PPP
yepes Ethernet

® MikroTik RouterOS noapepxmBaet PPPoE
client u PPPoE server



PPPOE

|P-3aronoBku B Ethernet cpeae urHopupytortcs.

Kaxkgoe coeguHeHne oTaeneHo ot gpyrux
(paboTaeT B CBOEM KaHarne)

HacTtpoukn (IP-agpec, agpec Luo3a,
agpeca DNS cepBepoB) MOryT nepegaBaTbCs
cepBepOM.

PPP coegnHeHne nerko ayTeHTMuunpyeTca u
obcunTbIBaETCH

PPP coeanHeHne MOXHO LUNdpoBaTh.
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HacTtpounka PPPoE Client

Il Interface List

Interface | Ethemnet

qe v KB

Mew Interface _—

Il New Interface
General  Djal Qut  Statuz  Traffic

EoIP Tunnel C (| Dial Out |18 Trafi

enera 13l U tatus rathic
IF Tunnel Mame:  pppoe-out] ok
WLAM c : :
AP Tupe: | PPPGE Cliert Service: | MikroTik . Cancel
Bonding Max MTL: | 1430 A Mame: d Apply
Bridge
PFP Server kaw MR 1430 Iy Dizable
PPP Client _
PPTP Server MRRL: Fazzword: Q7 Comment
PPTP Client ) —
LR Server Interface: (A Prafile; | default * Copy
LZTP Client
VPN Server Cial On Demand Hemise
CWPM Client v Add Diefault Boute Tarch
PPPoE Server

Uze Peer DMS

YirtualapP

Al
v pap v| chap

v mzchapl v mzchapd

Status:



Cxema cetn: Router - Internet

STATIC
r Router Class AP
Your Laptop (9)
192.168.X.2/24  192.168.X.1/24)/ 15 192.168.111.X/24 192.168.111.1
Gw 192.168.111.1 )

Dns 192.168.111.1



Cxema cetn: Router - Internet

DYNAMIC
r Router Class AP
Your Laptop (@)
192.168.X.2124 192 168.X.1/24Y 7 AUTO 192.16é1
Gw AUTO J

Dns AUTO



Cxema cetn: Router - Internet

DYNAMIC

r Router Class AP

Q«é})

DHCP Client 192.168.111.1

Your Laptop

oy

192.168.X.2124 195 168.X.1/24




Cxema cetn: Router - Internet

DYNAMIC

r Router Class AP

Q«é})

PPPoE Client 192.168.111.1

Your Laptop

o

192.168.X.2124 4195 168.X.1/24
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PPPoE Client Lab ‘

Ha TpeHepckom poyTepe HacTpoeH PPPoE
server

OTtknounte DHCP-client Ha ncxogailem
MHTEepdence poyrtepa

HacTtpoute PPPoE client Ha ncxogawem
MHTEepgence

YcTtaHoBute Username class, password
class
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PPPoE Client Setup‘

® MpoBepbte PPP coegnHenne (R)
® Otknounte PPPOE client

® Bknrounte DHCP client ans
BOCCTAHOBMEHUS npeabiayLien
KOHpUrypaumu
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PPPoE Server

 PPPoE Server npuHumaeTt coeanHeHns oT
PPPoE client Ha ykazaHHOM nHTepdence

* KnneHTbl MOryT NONy4YnTh
aBTOMaTM4yeCcKoe orpaHnyeHne CKOpPOCTU B
COOTBETCTBUU C UX Npodunem

) —
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HacTtponka PPPoE Server

Wireless [ s

Eridge

\Max MTU |Max MRL |[MRRL | Default Profile 4.

X

MPLS
YPLS

Ok

Cancel

Raouting &
Apply

Suztem I

ba MRL: | 1480 |
MRRL: | |-

Husues Dizable

Filez

Copy

Log K.eepalive Timeout: | | o

R adius

Remowve.

Drefault Profile: ||:|efault ||E|
[ | One Session Per Haost

_ﬂ_ taw Sessions: | | -

0 iker

Taals I

Hew Terminal
MetaROUTER

— Authentication
pap v chap
machap mzchapz

b ake Supout rif
bd ariuial

E mit

|dizabled

* Bbibepute nHtepdenc Ha KoTopom byaer
pabotatb PPPOE Server




PPP Secret

kMezh
= [ Interface PPPoE Server Prafiles  Active Connechions
Raouting [* @: o | s ’?I PPF Authentication & Accounting
Spstem F M arne e A |Saemice | Callar 10 [Profils
Lueues Ed
o Files QK
'EI'O 6a B bTe Log Pazzword: Cancel
nosrb3oBaTens: 3aaRis i [ .
emy Amsa n naponb ™ ' Caller ID: -
Mew Terminal Disable
¢ SeleCt se Nlce M ake Supout.nf Frefies | defaul " v Cornmernt
b anual Local AddresgP11.1.1.1 N~ Copy
E Rernote Addres i Femowve
lI_ Houtes: b

 PPP secret Tak Ha3biBaemasa nokanbHaa 6a3a gaHHbix PPP
nonb3oBaTteneun



Cxema cetn: Router - Internet

DYNAMIC
DYNAMIC )
r Router Class AP
Your Laptop (@)
IP,GW—zuto_ - %
PPPoE Client PPPoE server DHCP Client 192.168.111.1
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PPPoE Server lab ‘

HacTtpounte PPPoE server Ha Ether1

CosganTe oaHoro nonb3oBaTtens B PPP
Secret

HacTtpounTe Ha Bawwem HoyToyke PPPoOE —
Client n nogkntouuntecst Kk Bawemy PPPoE

cepBepy
[lpoBepbTE MHTEPHET HA HOYTOYKe (ecrnun ero
HeT, TO NOAKOPPEKTUPYNTE HACTPOUKN)
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PPP Profiles n IP Pools

Habop npasun ana PPP knneHTtoB

B0O3MOXHOCTb YCTAaHOBUTb O4MHAKOBbIE
HaCTPOUKM ONA pa3fnnYHbIX KITMEHTOB

Pool onpepenaet anana3soH I[P agpecoB ans
DHCP, PPP, HotSpot knneHToB.

DEMONSTRATION
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Pool

0

=] ¥

—

192.168.100.2-1 |

none |#]a | |

| cow |
[_penove |
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PPP Status

Interface  PPPoE Servers  Secretz  Profile@  Achive Connections

= | Finct
i anme 4 Service | Caller 1D Encoding | Addrezs I ptime
L 'E' NOrmis pppoe  000C:421C... 5.5.51 00:00:30
Il PPP Active User <normis: ﬂ
General | T DK .........
Marme: |normiz
Rerowve
Service: | pppoe
Fing

Caller ID; |00:0C:42:1C:81:48

Ehcoding:

Addrezs: |5.5.51

Uptirne: | 00:00:30

Seszgion |D: | 31a00000 hesx

e Limit Bwtes In: |

> N



PPPoE lab

 OTtknioumne PPPoE coeanHeHne Ha Bawiem
HOYTOVKe.

* [lpoBepbTe Hann4ine VIHTepHeTa
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PPTP and L2TP

Point-to-Point Tunnelling Protocol and
Layer 2 Tunnelling Protocol



PPTP

Point to Point Tunnel Protocol npegycmatpusaer
LUMPpOoBaHHbIe TYHHenn B IP ceTax

MikroTik RouterOS nopaepxuBaeTt kak kak PPTP
client Tak n PPTP server

Mcnonb3yeTtca ans 6e3onacHon CBs3U
nokanbHbIN ceTen Yepes Internet

[na mobunbHbIX, yaaneHHbIX nonb3oBaTenemn
Onsi yoaneHHoro JocTtyna ¢ nokarbHbIMU
pecypcamu

PPTP ncnonb3yet TCP nopTt 1723 n IP
npotokon 47/GRE 7

2



PPTP

T TN .
™,

& Internet -

| |

FACCCC g | | o | ol | e

2




|

FACACACAL™

S

PPTP

Internet 4

N
o
P
P

' 4
» & ~«-»

Secured Tunnel

FACC30A03
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PPTP

Gw 88.88.88.1 Gw 99.99.99.1
%r O
WAN: IP- IP ceTtw / internet /... WAN: |P-
88.88.88.88 99.99.99.99

192.168.10.1

192.168.11.1
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PPTP

Gw 88.88.88.1 Gw 99.99.99.1
"%— O

WAN: IP- IP cetb / internet /... WAN: IP-
88.88.88.88 99.99.99.99

O

R1 ,,, PPTP1: IP- PPTP1: IP- R2
% 192.168.1.1 192.168.1.2
C% S SE— —Tunnﬂl- — C— S—

192.168.10.1

LAN IP-
192.168.11.1




PPTP client

® Nob6aBuTtb

PPTP Interface

B Interface List

Interface  Ethermet  EolP Tunnel 1P Tunnel

o =T

EoIP Tunnel - Type il
IP Tunnel Ethernet

WLAMN . e

VERP E thermnet
Bonding Ethermet
Bridge

PPFP Server

PPP Client
PPTP Serwver
PPTP Client
LZTP Serwver
L2TP Clienk
DWPMN Server
PN Clienk
PPFPoE Server
PPPoE Client




PPTP client

B Mew Interface

General [hal Dut  Statuz  Traffic 0K

Connect To: .ﬁ.ddresd Cancel

¢ yKa3aTb IP o Uzer Apply
a .ulpec PPTP S premm— Disable

server Frofile; | default-encryption * Camment

Coapy

P yKa3aTb |Qg|n |/| &dd Default Route i
Al
password

v pap v| chap
v mschap v mschapd

Tarch

Status:



PPTP Client

® Bot 1 Bce no HacTpownku PPTP knueHTa

® NcnonbaynTte Add Default Route ans
MapLupyTusauum scero tpaduka yepes PPTP
TYHHENb

® Vcnonb3ynte ctaTtuyeckne mapLupyTbl Ans
nepeHanpaBneHna onpegeneHHoro Tpaduka
yepe3 PPTP TyHHenb
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PPTP Server

®* PPTP Server S F

Interfface | PPPoE Servers  Secetz Profiles  Active Connections

I-I Oﬂﬂ'e p}l{M Ba eTFIDutlng ok iTH LZ2TP Server O%PH Server

t amne Type T= R Tx Pac... R FPac...

o e K]
noaknoyeHuve | == = porp server

Sl v iE nabled 0K,
M H O>Ke CT B O Files (1460 Cancel

Log : 1460 tpply
KITMEHTOB SHMP v

Users F.eepalive Timeout; | 30 S

R adius Default Profile: | default-encrpption | ¥

BKIO4YUTb

MHew Terminal pap chap

P PT P S e rv e r Telmet v mschap] v| mschap2

FPassword

0 iterms out of 4

OYeHb MPOCTO ™~



PPTP

® No6asuTb nonb3osatenen PPTP u ux
HacTpounkn HaxoaaTcs B PPP SECRETS

® PPP SECRETS nokanbHas 6a3a gaHHbIX AN
PPP nonb3oBsatenen PPTP, L2TP, PPPoE u

ap.
® PPP SECRETS 6a3a gaHHbIX Nonb3oBaTerei
KOH(PUTypUpyeTCca Ha cepBepe
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PPP Secrets

kMezh
= [ Interface PPPoE Server Prafiles  Active Connechions
Raouting [* @: o | s ’?I PPF Authentication & Accounting
Spstem F M arne e A |Saemice | Callar 10 [Profils
Lueues Ed
o Files QK
'EI'O 6a B bTe Log Pazzword: Cancel
nosrb3oBaTens: 3aaRis i [ .
emy Amsa n naponb ™ ' Caller ID: -
Mew Terminal Disable
¢ SeleCt se Nlce M ake Supout.nf Frefies | defaul " v Cornmernt
b anual Local AddresgP11.1.1.1 N~ Copy
E Rernote Addres i Femowve
lI_ Houtes: b

 PPP secret Tak Ha3biBaemasa nokanbHaa 6a3a gaHHbix PPP
nonb3oBaTteneun

w



PPTP

Gw 88.88.88.1 Gw 99.99.99.1
%r O
WAN: IP- IP ceTtw / internet /... WAN: |P-
88.88.88.88 99.99.99.99

192.168.10.1

192.168.11.1
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PPTP

Gw 88.88.88.1 Gw 99.99.99.1
"%— O

WAN: IP- IP cetb / internet /... WAN: IP-
88.88.88.88 99.99.99.99

O

R1 ,,, PPTP1: IP- PPTP1: IP- R2
% 192.168.1.1 192.168.1.2
C% S SE— —Tunnﬂl- — C— S—

192.168.10.1

LAN IP-
192.168.11.1




PPTP Lab

B Tabnnue maplipyTtmsauum yoanmTte Bce
CTaTU4YECKME MapLUPYThbl KPOME LU3a Mo
yMosn4yaHuio. (Y Bac OOJTKHO ocTaTtbecs 3
MapLipyTa)

B Bawlen rpynne Y pasbentecb Ha napsbl

Co cBoum naptHepom co3gante PPTP
TYHHENb (3apaHee OOroBOPUBLLNCE YEN
poyTep byaeT cepBepOM, a Yen KITMEHTOM)

[obaBbTe cTaTn4yeckme MapLIpyThbl HA BaLUU
poOyTEpPbI, YTO Obl MEXAy BalLMMU
nokanbHbIMU ceTaMn X Oblna CB4A3b

[lponuHrynte HoyT6y|3<|/| apyr gpyra. *



PPP Profile

all demo



