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oeHTndukaumsa poyrtepa

« [1Ns Kayxgoro poytepa MOXXHO YCTAaHOBUTb UMS

Gam )

Queues

Files

Log

Radius
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Clock:,

Console
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UpeHTndomkauma poyrtepa
* iMa poyTepa OyaeT otobpaxaTbCs Ha 3KpaHe
B pa3HbIX MeTax

® admin@192.168.88. | (Your_Mame) - WinBox v4.11 on x86 (x86)
CR R |'II:I|:I12:32:I:IH bdernony: 30.9 MIB L

Interfaces
|
Bridge
FPFPF
b eszh
[F MMM MMM EFE I'T]
Routing MIMIMM MMM EFE I'T1
MMM OMMMM MMM O ITT EFE EEFEE  RFREREEREER aoooon
Spztern FE
Queues B MMM MM MMM ITIT EEEFIE FEE EREE 00O aon
Filez MMM MMM III FEEE EEE ERERERR ooo  ooo
Log EETE
_ MM MM TIIT EFKE EFE ERE EERER aoooaon
Hadius I
Toals [
MikroTik Router(3 4.11 (c) 1299-2010 http: A/

Mew Terminal

Jansll1/2003 11:51:57 system,error,critical login f£ail

Erom 1 ] = inbox
[adninffour Name] >

b alke Supout.nif

b anual

E =it




NoeHTndukaumsa poyrtepa - JlabopaTtopHas ‘

» YCTaHOBUTE M4 BalleMy poyTepy no
cheayloLlen cxeme:

your number + your name (X Y _ YourName)

NMpumep: 33 5 Oleg



NNabopaTopHas

» 3anauTte B MeHto Interface n yoeguTtech 4YTO y Bac
NMMerTCAa 2 nHtepdenca (nnm donee)

» AKTUBUPYUTE OTKMNIOYEHHbIE MHTEPMENCHI
» YbeOuTechb YTo nepen KaxabiMm MHTepdencom

cTouT 6ykBa R — 03Hayvatolas 4Tto nHTepdenc
noaKno4veH.(MMHUMYM 2 nHTepdenca c oykeson R)



Cxema ceTm:

Your Router Class AP

2(6)




Cxema ceTm:

Your Router Class AP

Q«é})

Appec cetun : 192.168.X.0/24



Cxema ceTm:

LAN IP Router
IP =192.168.X.1/24

Your Router
Your Laptop

Host (laptop)

IP =192.168.X.2/24
GW =192.168.X.1
DNS =192.168.X.1

Appec cetun : 192.168.X.0/24

Class AP
((9)




Laptop - Router
HacTtpounka HoyTOyka

OTkntounTe BCe becnpoBogHble MHTEPdENCHI
Ha BaLUMX HOYTOYKax

YctaHoBute 192.168.X.2 IP adress
YcTaHoBUTe 255.255.255.0 Subnet Mask
YctaHosute 192.168.X.1 Default Gateway
YctaHoBute 192.168.X.1 DNS server



Laptop - Router

® MponuckiBaem IP address Ha poyTepe:

IP ’ aRP
IPvE Accounting @— T U S T
MPLS Address Metwork, Eroadcast Inket
VRLS DHCP Client New Add 23 sthe
- EW ACCTESS I 66,255 ethe
ouHng DHCP Relay Address: |192,168.100.1/24 Ok
Swskem DHCP Server D
Mekbwork: w Cancel
Lueles DMS
. Broadcask: -
Files Firewwall Apply
— Haotspat IIT'tEH:E'EE:Ethe”—ﬂr Disable:
Radius IPsec Camment
Tools Meighbors
. _opy
Mew Terminal Packing
MetaRQOUTER Pool remave
Make Supout, rif Routes
Manual SHMP | = ikeme {1 eelecked




Laptop - Router

® Mopgkntounteck k poytepy no MAC-Winbox

® No6aBbTe 192.168.X.1/24 to Ether1 (Ha BaL
NoKanbHbIN MHTEPMEUNC K KOTOPOMY
NoaKrovYeH BaLl HOYTOYK)
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Laptop - Router ‘

® 3akpownTte Winbox 1 nogcoeauHmnTech
CHOBa K poyTtepy no |IP agpecy

® Mo MAC-address 3axogum Ha poyTep
TONbKO Korga Het goctyna no IP



Cxema ceTm:

aur Router Class AP

%

Your Laptop

BT 68

192.168.X.2/24
192.168.X.1/24
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Cxema ceTm:

r Router Class AP

%

Your Laptop

o

192.168.X.2124 4195 168.X.1/24
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Cxema cetm: Router - Internet

r Router Class AP

(@)
IP address %

Gateway
DNS J

Your Laptop

o

192.168.X.2124 4195 168.X.1/24
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Cxema cetn: Router - Internet

Your Laptop

o

192.168.X.2/24

r Router

Class AP

192.168.X.1/24

%

192.168.111.1

J

IP = 192.168.111.X/24
Gateway = 192.168.111.1
DNS = 192.168.111.1
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Router Internet ‘

[obaBbTe Ha Balwlem poytepe |IP agpec Ha
wlan1 nutepdence 192.168.111.X/24

wlan1 — 310 Baw BHelwHUU nHTEpdenc WAN



Cxema cetn: Router - Internet

r Router Class AP

Your Laptop ()

o

192.168.X.2/24
2% 192168X11241°797 168.111.X/24  192.168.111.

« Ha Baluem poyTtepe ocTanocb o0baBuTb:
» Gateway (LLno3 no ymon4yaHuio)
» DNS Server

18
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LLino3 no ymonyaHuro (gateway)

[obaBnseTca B Tabnuue mapLupyTtmsaumm

* Dst 0.0.0.0/0 gateway 192.168.111.1



Tabnuua mapLpyTmnsaymm
Addresses m

Al die Routes | Rules
Farts Poal
o Jk T al | w
Hueues ARP
_ _ Drestination (7 ateway [Fateway ... | Interface b
Dirivers Firewall D
System Sacks LAt P 192168.2.0/24 wilan]
. LaC P 192.168.100.0/24 ether
Files LIPHP
Log Traffic Flow
SHAMF Accounting
Uzers SEMvICES
Fadiuz Packing
Tools Meighbors
Mew Terminal DMS
Telhet Wwieb Froxy
Pazzword DHCP Clignt < a
Certificates DHCF Server 3 items
® ip route npaBuna onpenensaoT Kyga nakeTbl AOMKHbI OblTb
HalpaBJ1€HbI
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® Destination (ceTb Ha3HaL|e;|m=|)
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Dynamic Routes / luHamn4yeckue mapLipyTbl

B Address List

Broadcast Interface |
1921688 2,255 wilar
92.168.100.0 192.168.100.2595 etherl

® MapuwpyTtbl c DAC
— nobaBneHbl
aBTOMaTUYECKU

® DAC mapupyt
NOSABNAOTCA NpU
nobasneHun IP
agpeca

I Route List

Routez | Bules

ogF | == = | T all ¥
st

Pref. Source -

D estination (3 ateway Gateway ... | Interface

wlan 0 192.168.2.1
ether 0 192.168.100....

DAt F 1921682024
DAC = 192168.100.0/24

Jitemsz [1 zelected)
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[Hobasum LLUnto3 no ymonyaHuto(Gataway) Ha

Router Internet

Ballem poyTtepe: 192.168.111.1

R outing
Sughem
Queues
Files
Log
Hadius
T ool
Mew Terminal
take Supout.nf
M arial

E it

Accounting
Addrezzes
DHCF Client
DHCF Relay
DHCP Server
DMS
Firewall
|Pzec

M eighbors
Facking
Fool

o)

SHMF

DAC P 13.03.0/24
DAC B 1592168.88.0/...

I Mew Route

General | Attributes

Dgt, Address: (0.0.0.0/0

etherl reachable
etherl reachable

x
Routes | Nexthops Rules YRF
@.:. |52 T Find E
Dzt Address £ | Zateway -
A5 [ 0.0.0.0/0 13.0.3.1 reachable etherl
LAt P RESA 515 reachable

Gateway: |192.168.11.254

Check Gateway:

Type: |unicast

Diztance:

Scope; |30 2




Routes

Il Route List

Rules

Dizt... © | Pref. Source
DAS 0000 192.168.1001 0

DaAC F1592.168.2.0/24 0 132.168.2.1
DAL = 1921681000424 0 132.168.100....

A - active

D - dynamic
C - connected
S - static

3 itermns [1 zelected]
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DNS — Domain Name System

* DNS (Domain Name System — cncrtema 4OMEHHbIX UMEH) —

PacnpegeneHHaqa cuctema anga nonyyvyeHna nHgpopmaumm o
oomMmeHax. Yallue Bcero ncnonb3yertca Anga nonyyeHus IP-
ajpeca rno MMeHu xocTa



Router Internet

[1obaBum DNS cepBepa Ha HalleM poyTepe:
192.168.111.1

[ =tt |

AHFP
Routing Accounting Static | Cache
Syzten " Addresszes 2= =1 | == 5] | ’
Lueues DHCP Client H M ame Address TTL [z]
Files DHCP Relay
- oHEP ey x4
Hadius ( Y (Servers: |19216811.254 | &) Q.
Tools ’ Firewall IIu:uw Femote Requests Cancel
New Teming IPsec Max UDP Packet Size: | 512 Apply
e Cache Size: [2048 KiE
b anual Facking
it S Cache Uzed: |E




Router Internet ‘

1 — NobasbTte LLUnNto3 no ymonyaHuto(Gataway)
Ha BalleM poyTtepe: 192.168.111.1

2 — [1obaBbTe DNS cepBepa Ha Ballem
poyTepe: 192.168.111.1



Cxema cetn: Router - Internet

STATIC
r Router Class AP
Your Laptop (9)
192.168.X.2/24  192.168.X.1/24)/ 792.168.111.X/24 192.168.111.1
Gw 192.168.111.1 )

Dns 192.168.111.1
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Router — Internet

pIing

»ping — yTunuTta anga npoBepku coegmHeHUn B CETAX Ha OCHOBE
TCP/IP

»YTunmnta otnpasngaet 3anpockl (ICMP Echo-Request) npotokona
ICMP ykaszaHHOMY y3ny ceTu u UKCUPYET nocTynatoLine
otBeThbl (ICMP Echo-Reply). Bpemsa mexay otnpaskomn 3anpoca u
nony4yeHnem oTBeTa NO3BONAET onpeaenaTb ABYCTOPOHHNE
3agepxku (RTT) no mapLipyTy n yactoTy NnoTepu nakeTos, TO
eCTb KOCBEHHO OonpeaensaTb 3arpy>eHHOCTb Ha KaHanax
nepenayn gaHHbIX N MPOMEXYTOUYHbLIX YCTPOMNCTBAX.

28
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Router - Internet

Interfaces B
Eridge Gensral |f.a‘=‘~.‘i:1walw_:f¢ﬂ" Ping
PPP Ping Tef v mailny ) | Stop
tesh Interface: |any |F| e
IP I || ARP Ping E—
L ! _ e Window
Fouting J Facket Count; | | - -
Sust I
izl Tirneout: |'II:IEIEI | ms
Hueues
Sl # Host Tirmne Feply Size | TTL |Status | w|
1] 34.100.191.201 Tams a0 55
Log 1 3470079720 Famsz il Lt
G 2 94100191201 80ms 50 5
_ - 3 94100131.201 79ms 50 55
[ Taols ) BTestServer 4 94.100.191 201 S4ms 50 55
Mew Terminal T 5 94100191201 79ms 50 55
_ ] Ea”'_jw'dth et 3 94.100.191.201 79ms 50 55
Make Supaut.iif Ermai 7 594.100.191. 201 79ms F0 55
Mar Flood Ping 5 94100191 201 79ms 50 55
_ - 3 94.100.131.201 Bl -
Esit Graphing 10 594.100.191.201 79ms 50 55
o 11 34.100.191.201 3l 50 55
12 34100191201 Fams ] 55
MAC Sereer
Mebwatch
Facket Sniffer |
‘ 13 of 13 packets received |02 packet loss |h-1ir'|:- Fems |.-'-‘-.x-'g; Famz |Ma:-e: Bdms
ing
Fing Speed
° ﬂpOBepre NOoAKJITOYEHNE K UHTEPHETY IO
cpeacTBam ping 2
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i admin@192.168.88.1 (Your MName) - WinBox v4.11 on x86 (x36)

Router - Internet

"‘:‘-" .':f“| 111d 02:45:35 I'-e'lemnr_l,l:r?ﬂ:ﬂ MIB CPL: 2% Hide Pazsh
e
Bridge
PEP ¢ I'IpOBepre NOAKINMKYEeHUue K VIHTepHeTy no
Mesh cpeactBeaMm PING 4yepe3 CLI/ npepBaTtb
IF 2

+

Houting i Ctr C
Syztem o MM MMM KEK ITTTTTITTTI EEE
: M MM EEE Al A A A A EEE
Uueues MMM MMMM MMM @ III KEE EEE RERRER 000000 HPT III EEE EKEEK
Files MMM MM MMM III EEFEE ERE EER 000 000 TIT III EEFEE
- MMM MMM III KEE EEKE  RRERER ooo  0o0 TTT III EEE EFE
o4 MMM MMM III KFE FKEE RRER EER 000000 TTT III EFE FKEK
Radius
o [+ MikroTik Router0? 4.11 [(c) 1299-2010 http: vy, mikrotik. com /s

Hew Terminal

kake Supout.nf
M anual

Emit

[aduin@Vour Name] = Eing . mail. ru
24,100,191.201 &4 byte ping: ttl=55 Lime=735 ns
94,100.1921.201 64 byte ping: ttl=55 time=78 ms
94,100.1921.201 64 byte ping: ttl=55 time=30 ms
94.100.191. 201 &4 byte ping: TLtl=535 time=839 ms




Router — Internet
traceroute

» Traceroute — yTunuTa, npegHasHayeHHas anga onpeneneHuns
MapLIpyToB crnegoBaHuns aaHHblx B ceTtax TCP/IP

»YTunnura traceroute (B windows tracert) BbINONHAET OTNpaBKy
OaHHbIX YKa3aHHOMY Y31y CeTu, Npu 3ToOM oTobpakasa ceBeaeHus
O BCeX NPOMEXYTOYHbIX MapLupyTusaTopax, Yepes KoTopble
NPOLUNM OaHHble Ha NYTU K Lenesomy yany. B cnyyae npobnem
Npu gOoCTaBKe JaHHbIX A0 Kakoro-nnmbdo yana nporpamMmma

No3BOJIAET onpegerintb, Ha KakoOM MMEHHO Y4HaCTKe CETU
BO3HUKITN HENOJ1adKWN.

31



Router - Internet

Intertaces Bl Traceroute
Bridge —
Trscete Tol(umunains ) -
PEE . Traceroute
o Packet Size: |56 | Stop
= I Timeout: | 1 |3 Cloze
Fouting [ Pratocal: |icrp | # |
System I Fart: |68 |
Clueues
Files S Address | | .
. I_I O Be bTe Log Interface: | | i
p p Radius DSCF: | -
I/I H Te p H eT | BTest Sﬁ_rw-:er' R outing T able: | | -
New Terminal baarty #]  [Host Time1 [Time2 [Time2 ||
ye pe 3 b ake Supout.iif Email 0 13.0.3.1 Tms Tms s
. i 1 23411111 29ms tirmeout  timeout
b | -
TUNUT il Fiooa kha 2 1013226 29ms  30ms  29ms
y y Exit Graphing 3 BE 106 213157 29z 28z Fms
P Soan 4 BE.106.213.158 23mz tirmeout  3Tms
Traceroute - 5 2120199149 Ims  28ms  29ms
MALC Server G MNZ20200114 29ms 28ms Mz
7 195.239.127.217 B8z B9 B8z
Metwatch
= 8 194186158206 79ms  79ms  Blms
Facket Sniffer 3 135.68.135.66 80msz Fems 11 2ms
Ping 10 34.100.183.163 Bms timeouwt  88ms
11 94.100.131.20 105ms  ¥8ms ¥3ms
Fing Speed
Telnet
Torch

~




Laptop - Internet

® Hoytbyk nmeeTt gocTtyn K poyTepy, poyTtep
MMeeT OOCTYN K MHTEPHETY, He0bXxoanMMOo
caoenaTb ewe OOuH Lar.

® Cpenante npaBuno Masquerade 4To Obl
cnpsATaTh Bally NOKanbHYH CeTb 3a
poyTepoMm, 1 AaTb OOCTYN B UHTEPHET BalUen
rfloKarnbHOW ceTu (HOYTOYKY).
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Cxema cetn: Router - Internet

STATIC
r Router Class AP
Your Laptop (9)
192.168.X.2/24  192.168.X.1/24)/ 792.168.111.X/24 192.168.111.1
Gw 192.168.111.1 )

Dns 192.168.111.1

34



Private and Public space

. Internet *

Masquerading oyget nogmeHaTb I[P agpec n nopt nctovyHuka
nakeTta nopoxaeHHoro B cetn 192.168.x.0/24 Ha agpec
mMapLipyTunsaTtopa 192.168.111.x korga nakeT bygeTt npoxoauTb
4yepes Hero
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Masquarade
Cospgante npasuno Masquerade 4To Obl Ball HOYOYK UmMen
BbIXO B UHTEPHET
He 3abyabTe 4TO B Bawewm criydae Out Interface - wlan1

Fiouting ' Routes Filter Buld angle  Service Ports | Connections Address Lists Layer? Protocals
Parts Paal i {1 Fi— =
+ 1\ e | 3 o !:._.I ? - < =t Femp
Hueues ARE " - i B Hew NAT Rule
Dorivers N Bl New NAT Rule General  Advanced  Extra Action | Statistics
System ! Socks General Advanced Esxtra  Action  Statistics )
e e Action: |[IEEE= == Cancel
t Chair: | srchat
Log Traffic Flaw o Apply
rc. ress:
SHMP Accounting Dizahle
Heate Siaies D=t Addrezs: - ;
j ammen
e ok Frotocol;
Tools | keighbors =
MHew Terminal DHS Remove
Telnet Wweb Prosy : Reset Counters
Password DHEF Cliert N ‘
= 4 . Rezet &ll Counters
Certificates DHCP Server . In. Interfac .
. 0 iterns
ke, Spout if DHCF Relay Out. Interface: | | ethert E;
P atial Hotzpot - -
E xit IPzec Packet Mark:
Connection kark;
Routing tark:
Connection T ype: -
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[lpoBepKka NogKno4YeHUs

* [1lponunHrynte www.mikrotik.com ¢ Bawuero
HOYyTOYKa

® OO0 Terminal — sh — B5x13

sh-2.2# ping www.mikrotik.com

PING mikrotik.com {174.26.189.131): 56 data bytes

64 bytes from 174.26.189.131: icmp_seq=0 ttl=40 time=217.
64 bytes from 174.26.189.131: icmp_seqg=1 ttl1=40 time=211.
64 bytes from 174.26.189.131: icmp_seq=2 ttl1=40 time=211.06¢
04 bytes from 174.2326.189.131: icmp_seq=3 ttl1=40 time=212.
04 bytes from 174.26.189.121: icmp_seg=4 ttl=40 time=211.¢€

bytes from 174.26.189.131: icmp_sed=5 ttl1=40 time=211.

--- mikrotik.com ping statistics ---

6 packets transmitted, 6 packets received, ®% packet loss
round-trip min/savg/max/stddev = 211.044/212.630,/217.852/2.3280 ms
sh-3.2#

* windows: 'lyck-BeinonHntb-cmd : ping mail.md
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CTtaTtunyeckasa MmapLipyTunsayms
CTpyKTypa ceTu:

Internet -
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Route Networks

® Cocepckne HOYTOYKM UMeEIOT agpec
192.168.X.1

® Cenyac Mbl y3HaeM Kak Mcrnonb3oBaTb
npasuna mapLupyTtmsauum ans Toro 4to obl
NMMHroBaTb HOYTOYKM coceaen.
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Static Route
CTatnyeckasa MmapLupyTmnsauus

® [ononHUTENbHbIA CTAaTUYECKUIA MapPLLPYT
NOMOXET AOoCTy4yaTca 40 CEeTU BaLlero cocena

® MoTomy uTO gateway (yunTenbckuii poytep
teacher’s router) He meeT MHPOpMaLUM O
NIOKasrbHbIX CETAX CTYAEHTOB
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MapLipyTmnsauma 4o Ballnx coceneu

® MomMHUTE CTPYKTYpY ceTu
® JlokanbHble ceTn cocenen 192.168.x.0/24

® “BHewHu” IP agpecc cocepen wlan nmeert IP
address 192.168.111.x

41



MapLipyTmnsauma 4o Ballnx coceneu

® Ta6bnuua

MapLUpyTM3aLUum
HaXOAUTCHA B MEHIO

IP-Route

Gateway

Heobxoaumo ykasaTtb
Destination
(Ha3Ha4yeHune) 1

Bridge

FFPF

M ezh

IF

Haouting
Syzhemn
Lueues

Files

Log

R adius

Tools

Mew Terminal
kake Supout. it
b anual

E =it

) B~

Il Route List

Routes | Mesthops Fules VRF

(= [==||z] (& | T

Il Mew Route

'&"5[ General |.ﬁ.ttributes

DAl Dt Address: | 1921683 0/24
DA

+|

Gateway: |[192.168.11.%

Check Gateway:

Tupe: |unicast

Diztance:

Scope; |30

Target Scope; |10

ll_ R auting bMark:
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MapLipyTmnsauma 4o Ballnx coceneu

® [NobaBbTe 4* cTaTM4YecKknx MmapLupyTa Ha coceaien —
KOTOpble C BaMu B ogHou rpynne Y

YctaHoBute Destination(Ha3Ha4yeHue), Ha3Ha4YeHne
3TO JloOKafnbHasa CeTb BaLIUX cOoceaeu

YctaHoBute Gateway(Lwnto3), agpec KOTopbIN
Mcnonb3yeTcs AN OOCTUXKEHNSA Ha3HAYEHUS -

gateway IP agpec mapuipyTtmnsaTtopa 6ecnpoBogHOro
MHTEepdenca coceaeun

43
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MapLipyTmnsaumna 4o Ballnx cocegeu

» Cenvyac Bbl JOMKHbI MMHIOBaTb HOYTOYKN
cocefen KOTopble Haxoa4ATCsA B TaKoW Xe
rpynne Y Kak v Bbl

 [lpoBepbTE 3TO
* Ha HOyTOYyKax cocengen moryTt ctoATh firewall !
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Yn paBJieHne NnoJib3oBaTeJIAMN

® [ocTyn K poyTepy MOXHO KOHTPONMPOBaTb

® Bbl MOXeTe co3gaBaTtb pasnnyHblie TUMbI
nonb3oBaTteneun

(o )

Queles

Files

Log

Radius

Tools I"
Mew Terminal
MetaROLTER.
Make Supouk, rif
Manual

Exit

' =zers

#uko Upgrade
Cettificates
Clock
Console
Ditivers
Health
Histary
Idenkity
License
Logaging
MTP Clienk
MTP Server
Packages
Password
Parts
Reboot
Resources
Scheduler
Scripks
Shukdown

Sktares

U=ser Lisk E

sers |Gr|:u_||:|s Active Lsers  55H Eews

]

i

S84

[Fina |

|Name £ |Grnup

Al

& admin Full

i1 syskem defaulk user

A A I

Allowed Address: |:| -

WEI=H |"|"|:u_|r_Name Ok
Sroup: |F|_|II ||i| Zance|
Apply
Dizable
Zarnment
Copy
Remove
Passward. .,

1 item {1 selected)

disabled
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YnpaBneHue nonb3oBaTenamu -
nabopaTtopHas

® [lo6aBbTE HOBOrO MOrib3oBaTENA HA PoyTeEp
c nonHbiM goctynom (full access)

® Y6eamntechb 4TO Bbl 3aNOMHUMN UMS
nosib3oBaTens

® Bowngute Ha poyTep nop HOBbIM
nofib3oBaTenem
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YnpaBreHne nokanbHOU CeTbio



[1oCcTynbl B NOKaNbHYK CETb

® paMOTHO NNaHMpyNTE NOKanbHYO CEeTb

® Vcnonb3ynte dyHkuum RouterOS ans
obecne4yeHnsa 6e3onacHOCTU NnokKarnbHbIX

pecypcoB
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ARP

® Address Resolution Protocol (IMpoTokon
OnpepneneHuna Agpeca)

® ARP npepgHasHauyeHHbIV ona onpegeneHud
afpeca KaHalbHOro ypoBHS MO U3BECTHOMY
afpecy ceTeBoro

® ARP conoctaBngerT IP agpec knueHTa ¢
MAC-agpecom

® ARP operates dynamically, but can also be
manually configured
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Houting
Forts
Lueues
Cirivers
Suzhem
Files
Liog
SHMP
Uszers
Fadius
Tools
MNew Terminal
Telnet

Pazzword

Carhifi- zbas

Taomumna ARP

Addreszes
Routes
i

Foal
IP Address kAL Address

AHF =110.5.8.235 00:04:23:8E-BE-64
(9119216810096 0017F2:3502-CE
(1192165100200 00104203 26:57

Firewall
Socks
LPrF
Traffic Flow
Accounting
Services
Facking
Meighbors
DNS

Wwieh Promy
DHCF Client

3 tems

 ARP Tabnunua cogepxut: IP agpec,
MAC-agpec u iHTepdenc

|nterface
etherl
ethers
ether?
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Ctatndyeckaa tabnuua ARP

® Nna nosbiweHna 6e3onacHocTy cetn ARP
Tabrnmua MoxeT B6biTb co34aHa B PY4HYIO

® MNonb3oBaTenn He cMOryT UMeTb AOCTYN K
MHTEPHET npu cmeHe IP agpeca
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KoHurypuposaHue ctatnyeckou
Tadbnuubl ARP

|PvE
Houting
Suzkem
Lueues
Files
Laog
Hadiuz

Toaalz

Mew Terminal

|| | |

ARF
Accounting
Addrezzes
DHCF Client
DHCF Relay
DHCP Server
DMS

Firewall
Hotzpot

IPzec

x|
o || ] B e Fin
IP Addrezs £ MALC Address Interface -
O E150.0.234 00:25:03:78:6E:35 b ezh-Privat
O E15.0.0.249 00 26:5E:54:22:92 b ezh-Privat
O = 15.0.0.254 00:16:6F:53:C2:4C b esh-Priv at
D =1 192 168.858.1 00:E0:CH:65:01:BE etherl

&)
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KoHurypuposaHue ctatnyeckou
Tabnuubl ARP

Bl ARP List x|

e (== ¥ O T Finc
IP Address 4 | MALC Address |nterface w
b E15.0.0.234 00:25:03: 758:6E 85 b ezh-Privat

b =115.0.0.249 00 26:5E:54. 229 b ezh-Privat

E 'I 921 EEPH | L L P o O et =t = e O i Ether'l
Detail Made
Inline Carmnments
Show Calurmns g
Find Zkrl4-F
Find Mext Chrl4-G
Select all oy B e
Add o,
: - Remove R

4 iternz [1 zelected Enahle E
Disable ]
_anrenk i

Make Skakic

MAC Ping 5

~



PaboTtaTb nHTEPMdENCY TOMBKO CO
ctaTudyeckon Tabnmuom ARP

|BE||:| 04: 2750 Memu:ur_l,l:l._-".H i

: Il Interface List
Wireless

Bridge Interface | Ethernet  EclP Tunnel  IP Tunnel WLAMW  WERP  Bonding
FFF dev|(—| & 8 O |T [
b ezh REE 4 | Tupe I Interface <etherl El
P N = 4 Mesh-Privat t ezh : | | ,

P &% cther] Ethermet eneral | Ethernet  Status | Traffic ]
P& [ iiietherE Ethernet Mame: | etherl Cancel

. +¥ ethers Ethernet

R outing b .

F dwlani Wireless Tupe: |Ethermnet Apply
Syztem b o alera

. RTL: | 1500
Queues Ria ¥ d{; B s D3 Dizable
Lo LIda .
Files R, $-Epwds2 WwhS == VR |1 Comrnent
Log MAC Addrezz; |00:0C:42:048:EE:D4
R adius ARP: | enabled ¥ Torch
dizabled

Tools I enabled
pew Temina | =TS
b ak.e Supaout.rif




CtaTtunyeckas ARP tabnuua - JlabopaTtopHas

CoenauvTte 3anuchb Balwlero Hoytoyka B Tabnuue
ARP cTtaTtunyeckyto

YcTtaHoBuUTe arp=reply-only Ha nokanbHOM
MHTepdeunce

[lepesarpys3unte poyTtep

[TonpobyinTte nameHuts |IP agpec Baluero
HOYTOYKa

[lpoBepbTE — €CTb NN Y Bac cemyac UHTEPHeT
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CtaTtunyeckas ARP tabnuua - JlabopaTtopHas

® YcTaHoBuTe obpaTHO arp=enable Ha NoKanbHOM
MHTepdeunce

® MocTaBbTE 0OpaTHO Ha BalleM HOyToOyke P
agpec 192.168.x.2
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DHCP

Dynamic Host Configuration Protocol
(MpoTOKON AMHaMUYECKOWN KOHUrypaLunu
y3ana )

* lcnonb3yeTca Ana aBTomaTuyeckou
pasgadun(nonydveHusa) |IP agpecos u ap.
napamMeTpoB Mo NoKarbHOWN CeTuU

« PaboTaeT no moaenu “KrnneHT-cepBep’

* [losBongeTt nsbexartb Py4HON HACTPOMNKU
KOMMbIOTEPOB(YCTPOUCTB) CETU U YMEHbLUAET
KONMYeCcTBO OLLUNODOK.

&)
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Cxema cetn: Router - Internet

STATIC
r Router Class AP
Your Laptop (9)
192.168.X.2/24  192.168.X.1/24)/ 15 192.168.111.X/24 192.168.111.1
Gw 192.168.111.1 )

Dns 192.168.111.1
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Cxema cetn: Router - Internet

DYNAMIC
r Router Class AP
Your Laptop (@)
192.168.X.2124 192 168.X.1/24Y 7 AUTO 192.16é1
Gw AUTO J

Dns AUTO
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Cxema cetn: Router - Internet

DYNAMIC

r Router Class AP

Q«é})

DHCP Client 192.168.111.1

Your Laptop

oy

192.168.X.2124 195 168.X.1/24
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Router (dhcp client)

® Ha wireless interface Heobxoanumo nony4nTb
IP agpec n gp. napameTpsl (gateway, dns)

® Hawa AP (TpeHepckas To4yka gocTyna)
aBToMaTu4decku BbligaeT |IP agpeca no DHCP

® Bam Heobxogumo BknounTe DHCP client Ha
BalLLeM poyTepe 4To bbl nony4ntb |IP agpec un
Opyrne HacTpoOuKK

61



Dhcp client

® OtkntounTe ctatuyeckun IP agpec Ha
MHTEpdeunce wlan

® OTtkntounte B Tabnuue mapwpytmnsauum Gateway
(LLUKO3 MO YMOMNYaHUIO)

62
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Router — Dhcp client

IPvé [ | o) E——— n |
Accounting & JIEl e oHCP cClient B3

MPLS sddresses Interf. DHCE | katus QK atus hd
YPLS DHCP Client

. N * Inkerface: |etherl * iZancel
Rouking DHCP Relay
System (S Hostnarne: S Apply
Queues DNS Hliese 1D v Disable
Files Firewall * Use Peer DMNS

Copy

Log Hokspotk Use Peer NTF

. Rermove
Radius IPsec * Add Default Foute
Taools " Meighbors Defaulk Route Distance: |0 Release
Mew Terminal Packing Renew
MetaRQUTER. Poal
Make Supout, rif Raoutes
Manual SHMP 0 ikems disabled | stopped
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Dhcp client

® MonyuynTte Ha BalleM BHeLLHEM UHTepdeice
(wlan1) IP agpec, Gateway,DNS aBTomaTtniecku
nmcnonb3ysa dhcp client

® MpoBepbTe NOABUNUCH NN Y BaC ANHAMUYECKME
3danucu IP address, gateway.., npoBepbTe
Hanndne VIHTepHeTa.
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DHCP Server

Dynamic Host Configuration Protocol
(pOTOKon OVHaMMNYeCKOW KoHpurypauum yana )

Micnonb3yeTca ana aBtomaTtuyeckomn pasgadm IP
afpecoB 1 Ap. napaMeTpoB Mo ToKarnbHOWN CeTun

PaboTaeTt no moaenun “KnmeHT-cepBep”

[To3BonsaeT nsbexarb py4HON HACTPOMKU
KOMMbOTEPOB(YCTPONCTB) CETU N YMEHbLLAET
KONMYeCcTBO OLLMNOOK.
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Cxema cetn: Router - Internet

DYNAMI
DYNAMIC N ¢ .
r Router Class AP
Your Laptop ()
IP,GW —§Auto %
DHCP Client  192.168.X.11244" 1\ b cient 192.168.111.1
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DHCP Server

® Nnsa koHdurypuposaHua DHCP cepsepa Ha
MHTEepdence gonxkeH ctoaTtb |IP agpec

® Vcnonb3ynte mactep HacTpoek setup

(HacTpouKa) 4TOo Obl BKITIOUYUTb M HACTPOUTb
DHCP cepBep

® MacTtep HacTpoek crnpocuT y Bac BCIO
HeobxoanmMyo MHPopMaLMIO
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DHCP-Server Setup

ul —
tesh DHCP Server

D LT

DHCF |Hetwnrk3 Leases  Options  Alerts

Routing © Accounting g |=| |v|35¢| | 7| | DHCPConfig || DHCP Setup
Syzhem [* Addrezzes
I ame 4 | Interface Helay Leaze Time

Llueues DHCP Client A dhcp ather] 2d 00
Files DHCF Relay
Hadius DIMS
Tools " Firewal
Mew Teminal |IPsec
td ake Supout.nif Meighbors
bd anual Facking
E it FPool

Rrtes

68



Addresses
Routes

Fool

ARP
Firewall
Socks
LUPrF
Traffic Flow
Accounting
Sevices
Facking
Meighbors
DINS

Wwieb Proxy
DHCF Client
DHCF Server
NHIP Relau

DHCP-Server Setup

Il DHCP Server

DHCF  Metworks Leazes Optionz  Alerts

ol T

|.|Relay Leaze T

DHLCF Caonfig OHCF Setup

Sddrezz Pool  Add

Haxmute Ha DHCP Setup
TO Obl 3aMyCTUTb MacTep HaAaCTPOUK

4

0 items

) O
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Addreszes
Houtes
Foaol

ARF
Firewall
socks
LUPHF
Trathic Flow
Accounting
SErvICes
Facking

M eighbaors
DS

Wieh Proxy
DHCP Client

DHCP Server

NMHCP Relau

DHCP-Server Setup

DHCF  Metworks Leazes Options  Alerts

i DHCFP Coanfig DHCF Setup

i Bl DHCP Setup | R

DHCP Server Interface: *

Cancel

BbibepuTte interface gns
DHCP cepBepa

ol

0 tems
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Addreszes
Houtes
Foaol

ARF
Firewall
socks
LUPHF
Trathic Flow
Accounting
SErvICes
FPacking

M eighbaors
DS

Wieb Prowy
DHCP Client

DHCP Server

NMHCP Relau

DHCP-Server Setup

-

DHCF | Metworks  Leazes  Options  Alerts
o I DHCP Coanfig DHCP Setup

Bl DHCP Setup

DHCP Address Space: | (RS Rt NARNFEn )

Cancel

4

0 items
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DHCP-Server Setup

Addrezzes = L31

Routes
DHCF | Metwaorks Leases Options  Alerts

Foaol

ARE e U DHCP Config | DHCP Setup
Firewall B DHCP Setup

socks

UPHF

zateway for DHCP Mebwork:  gRsERiEE 1001

Traffic Flows
Accounting /
Services

rciins Y KAKNTE Gateway (LL03 no ymornd
e nns DHCP knueHToB

DS
Wwieh Proxy Back M ext Cancel
DHCF Client

DHCP Server 1
MHCP Belau 0 iterms
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Addreszes
Houtes
Foaol

ARF
Firewall
socks
LUPHF
Trathic Flow
Accounting

Semvices

YKaaTe guan

M eighbaors
DMS

Wieh Proxy
DHCP Client
DHCP Server
NMHCP Relaw

DHCP-Server Setup

5

DHCF  Wetworks  Leases

ot i
Bl DHCP Setup

Options  Alerts

DHCP Canfig DHCP Setup

Addreszes to Give Duk: 132168100, 2-132.163.100.254

el

30H |IP AapecoB KOTOpbLIN 6
BblOeneH Ons KNMeHToB

Cancel

4

aer

0 items=

N
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Addreszes
Houtes
Foaol

ARF
Firewall
socks
LUPHF
Trathic Flow
Accounting
SErvICes

Facking

DM

Wieh Proxy
DHCP Client
DHCP Server
NMHCP Relaw

M eighbaors
= KOTOp

DHCP-Server Setup

ot

T

DHCF  Metworks  Leases  Option:  Alerts

I DHCP Canfig DHCP Setup

Bl DHCP Setup

DMS Servers: | 10.5.8.1]

Appec DNS cepBepa

0 items

TaM
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Addreszes
Houtes

Foaol

ARF
Firewall
socks
LUPHF
Trathic Flow
Accounting
SErvICes
Facking

M eighbaors
DS

Wieh Proxy
DHCP Client
DHCP Server
NMHCP Relaw

DHCP-Server Setup

DHCF | Metworks Leases Options  Alerts
1 i DHCP Canfig DHCP Setup

Bl DHCP Setup

MSl KOTOPE KIMMEHT MOXET

NCIMOJ1b30BATb
I P aﬂ pk Cancel

1

0 items
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Addreszes
Houtes

Foaol

ARF
Firewall
socks
LUPHF
Trathic Flow
Accounting
SErvICes
Facking

M eighbaors
DS

Wieh Proxy
DHCP Client
DHCP Server
NMHCP Relaw

DHCP-Server Setup

DHCF | Metworks  Leazes Options  Alerts
o I DHCP Canfig DHCP Setup

Interfa... Helay Leaze Time Addrezs Pool| »

10:00:00 dhcp_pooll
DHCP Setup

We are done!

JEN
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BAXHO

® [nsa koHdburypmposaHns DHCP cepBepa
ncnonoaya bridge, Hactpansante DHCP
cepBep Ha bridge uHtepdgeunce (IP agpec Tak
XXe AOJKeH CToATb Ha bridge nHTepdence, a
He Ha NopTYy)

DHCP cepsep byoet HegeuncrteuteneH (invalid),
eClnmn ero ckoHdourypuposaTtb Ha bridge port

7



DHCP Server Lab

® HactpoiiTte Ha poytepe DHCP cepBep Ha
Ethernet HTepdrence Kk KoTopomy Noakno4veH
HOYTOYK (ether1)

® MameHUTE Ha HOYTOYKe ceTeBble HACTPOMKA U

Bkntounte DHCP-client (Mcnonb3osatk IP
agpec aBTtomatudecku : Obtain an IP address

Automatically)
® MNpoBepbTe NogKNOYEHNE K UHTEPHET
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DHCP Server nnpopmauus

B DHCP Server
DHCF Metworls Itions  Alerts

op | == = | T  ake Static Check Status

Address actve Addrezzs  Active MAC &ddre... Achive Hos... Expires After Shatus
19216810096 001 F:F2:35:02CE Macintozh 2d 16:40:51 bound
19216810055 00:1C:42:C3:26:57  nolBl2 2d 19:45:20 bound

» _eases npenocrtaBnseTr
nHdopmauymio o DHCP knneHTax

<
2 temnsz [1 selected) 79




Static Lease

B DHCP Server

DHCP  Metworksz Leases  Options  Alerts

= [T Check Status

Achve Addrezs  Actve MaAC Addre... Active Hos... Edpires After
192 163.100.96 00:17:F2:35:02:CE  Macintosh 2d 16:40:51

akatuz
bound

19216810055 001 C42:05:26:57  nolBf2 2d 134520 bound

® KnueHT He nonyuuT apyron IP address

J

2 items [1 zelected]
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Static Lease

® DHCP-server moxeT paboTaTb 6€3 AUHaMUYEeCKON
pa3gayn apecos

® KnneHTbl MOryT nony4aTb TONMbKO NpeaBapUTENbHO
CKOHpurypupoBaHHble |IP agpeca
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Static Lease

Bl DHCP Server |l DHCP Server <dhcpl = X|
(| DHCP | tlhoks Name: | Q.
5F = ¥ E Interface: |I:|ri|:|ge1 " + | Cancel
|Tr3ﬁcp1 Felay: | | hd Apply
Lease Time: | 01:00:00 | Diizable

Il DHCP Server

D¢ DHCP  Metworks Leases |I:I|:-ti|:|r'|3 Alerks

o | [ - | B | Make Static

Check Status

Active Address | Actve MAC Addre.. | Achive Hos. .| Expires After

L
5

O 192168100 0017 F23502CE  Macintosh-2 00:44:12 b

1]
1 item [1 zelected) IE
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DHCP Server Lab

® NobaBbTe Bally 3anuch B leases kak
CTaTU4eCKyto, YTO Obl BallemMy HOYTOYKY
npuceamBarncs scerga aaHHoin I[P agpecc

® Cpenaiite nsameHeHusa B HacTponkax DHCP
cepBepa TakK, YTo Obl OH He pa3gaBan agpeca
HOBbLIM KOMMNbOTEPAM, a paboTarn TONbKO CO
CTaTU4YECKMMN 3aHECEHHbIMU Mac-aapeccamMmu

83
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NTP

® Network Time Protocol, ons
CUHXPOHU3aLUY BpEMEHN

® NTP Client u NTP Server
nogaepxunBaetca B RouterOS

84



[lovemy NTP

® [na nony4eHns TO4YHOro BPEMEHU Ha poyTepe

® Onsa poytepoB 6e3 BHYTPeHHEN naMATn Ans
COXpaHeHusa nHdopmaunm o BpeMeH!

® Nna scex RouterBOARDs
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NTP Client

 NTP nakeT He TpebyeTcs
« Hactpounte Bpemsa ucnonb3dya NTP server: pool.ntp.org

Aukto Upgrade NTP Client | X¢|
QueLes Certificates v| Enabled Ok
Files Maode: |unicast * Cancel
Lag Console Primary MTP Server: |192.43.244,15 P
. PPi
Fad i
Aacil= Drivers Secondary MTP Server: 7
Tools Health
Mew Terminal Hiskary Pall Interval: 900 =
MetaR QUTER Identity Active Server: | 192.43.244.18
Make Supout, rif License :
. | Last Updake From: Clock ]
anua Logging =
_ : Last Update: | Time | manual Time Zone K,
Euxit MTP Client
Last Adjuskrnent: . e
Packages Dake: 202 Zancel
Passwiord Last Bad Packet From: Time: |15:13:33 Apply
Ports Last Bad Packet: | Time fone Mame: |Europe/Riga ¥
Reboot Last Bad Packet Reason:
Recaurces GMT Offset: |+03:00
w| D5T Acki
ckive 86




Oo6HoBneHue RouterOS / oTkaT
OoHoBneHue BIOS - CLI

JemMoHcTpauusa



OoHoBneHne RouterOS Lab

CkavyaunTe nakeTbl ¢ ftp://192.168.111.254
User: ftp password: ftp

3arpysuTte obLMn NakeT Ha poyTep Yepes
Winbox

[lepesarpy3unte poyTtep

HoBble NakeTbl Bceraa HaxXoOaTcs Ha canTte
www.mikrotik.com
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YnpaBneHne naketammu

@ Auko Upgrade Package List X
Lueues Cerkificates &7 Downgrade
Files Clock. Mame Yersion Build Tirme Scheduled -
Log Con=ole S routeros-mipshe 3,27 Julf 162009 11:35:45
Radi _ & advanced-... 3.27 Julf16)2009 12:33:56
adlls Drivers Sidhep 3.27 Ul 16/2009 12:34:03
Tools Health & hotspok 3.27 Julf1aj2009 12:34: 25
MNew T inal i
Sl IErmins AlElty S ppp 3.27 Julf16/2009 12:34:08
MetaR QUTER Identity Srouterboard  3.27 Julflej2009 12:34:52
sl SupE license & routing 3.27 Julf16j2009 12:34: 10
Manual Logging & security 3.27 Julf16/2009 12:34:01
- . & syskem 3.27 Julflaj2009 12:335:52
Exit MTP Client
— Swireless  3.27 Jul{16/2009 12:34:30
Password
Ports
Rebook 12 ikems
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MHopMaLKnsa o nakeTax

( Name ) C Functions )

advanced-tools Email client, ping, netwatch
dhcp DHCP Server and Client
hotspot HotSpot Gateway
ntp NTP server
PpPP PPP, PPTP, L2TP, PPPoE
RouterBOARD specific
routerboard o ——
routing RIP, OSPF, BGP
securly Secure Winbox, SSH,
IPSec
wireless Wireless 802.11a/b/g
User-Manager
Sl management system
ipv6 IPv6
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