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JowmalliHee 3agaHune.

Kak cHaTb noru ¢ Asterisk ¢ nomowibio FreePBX?

OT1 npobnem 1 Henonagok He 3acTtpaxoBaHo HKUYTO U IP-ATC Asterisk — He ncknioueHme.
HenpaBunbHasa KoHpUrypauus, HeygadyHoe oO6HOBNEHWE, HEMONAAKN B CETU, COON Y
npoBangepa - BCE 370 MOXET TEM UMM MHbIM 0OPa30M CKa3biBaTbCH Ha paboTe Bawel cucteMsl
IP-tenedoHun. nga toro, 4tobbl peLwunTb 3TM NPOobaeMbl UK XOTHA Obl HANTN NPaBU/bHLIN NYTb, B
CTOPOHY KOTOPOro cnegyeT “konatb”, Hy>XKHO COOCTBEHHO, YC/lblLWaTh NOKa3aHMa “naumeHTa”, 7o
ecTb — Hawero cepBepa IP-ATC Asterisk. F[0BOpPSA NPOCTbIM S3bIKOM — HY>XHO CHATb orn. A ¢
nomoLbio moaynsa FreePBX, o0 KOTOPOM Mbl XOTUM pacckasaTb B JaHHOM pasgernie, caenarb 3T0
Oynert elle npoule.

NTaK, ans Toro 4tobbl pewnTb NPobnemy Ham Hy>XXHa nHdopmaumda. Ho cnuwkom 6onbLuoe
KO/IMYECTBO MHPOPMAaLMN MOXET ObITb Tak Xe 6eCrnofie3Ho, Kak U eé oTcyTcTBue. B pasgene Mol
rnokaxem, Kkak cobpaTtb NONE3HYIO U KPaTKYO MHopMaLuuto.

['oe Asterisk xpaHuTt norm?

YT0O0bI 3HATb UTO “NEYUTL”, HYXXHO 3HaTb rAe nckaTb. MIHpopmMauns, KOTOPYIO Mbl ULLEM
COAEPXUTCHA BO MHOXECTBE /or-haii/ioB, KOTOpble XpaHUT cepBep.

BaxHo! O6paTnte BHUMaHUE, 4TO B 3aBUCUMOCTM OT UCMONb3yeMOro ancTpubyTtmea Linux,
pacnonoxeHue nor-gannoB y Bac moxeT ObITb APYTrUM.
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|
PacnonoxeHue OnucaHue
/var/log/asterisk/fail2ban XypHan cobbiTnin mogynsa fail2ban
/var/log/asterisk/freepbx.log XypHan cobbiTnini mogynen FreePBX
/var/log/asterisk/freepbx_security.log XKypHan cobbiTnin 6e30MacHOCTH
/var/log/asterisk/full XypHan cobbitnin Asterisk kaxxgoro ypoBHs.
OG6bI4HO UCMONb3yeTca ANs Noucka
TPACcCMPOBOK CTapbiX 3BOHKOB
/var/log/dmesg XKypHan cobbiTnii ypoBHA agpa
/var/log/httpd/access_log XKypHan cobbiTnin goctyna kK Apache
/var/log/httpd/error_log XXypHan owmnbok web cepeepa Apache
/var/log/messages CunctemMHbIn XypHan cobbituii Linux
/var/log/yum.log KypHan geliicTBuii, BbINO/THEHHbBIX YEpes yum

Ha3sBaHus cannos MoryT ObiTb AOMNOMHEHBI MHDOPMaLUMeNr 0 faTe, 3a KOTOpyto co3aaH dann,
yKasaHHyto nocne (.) nnm (-)

dunbTpayms

HekoTopble 13 3Tnx hannoB MoryT cogep>aTb TbiCA4M 3anncen, NosaTomy, ecnuv Bl 3HaeTe,
Kakoe cobObIThe mLleTe, TO OTOUNLTPYATE NOr NO AaHHOMY COObLITUIO MK XOTS Obl COKpATUTE ero,
HanpuMmep, oCTaBbTe TOIbKO MHGOPMaLMIO 3a onpeaenéHHoe Bpems.

Y106kl HAlTW HY>XHYIO MHOPMaLMIO, UCNOMb3YIATE YTUANTY grep, KOTopas MO3BONSIET UCKATb
onpeaenéxHble WabnoHbl UM 4YacT coB B 60/bLUOM KOMTMYECTBE 3annceii.

grep /var/log/asterisk/full

B npuvmepe BbllWwe Mbl MLLEM cOBNageHne 3anuceir no uncnam 10987 B nosIHOM XypHane
co6bITni Asterisk

Ecnn Bbl XoTuTe nonpocuTts NOMOLLKM Ha 06LWeAoCTYMHbIX Nnowagkax, Hanpumep, Ha hopyme, To
peKoMeHAyeM yAannTb UM NSMEHUTb BCIO NMPUBATHYHO/ CEKPETHYIO MHGOPMaLIMIO, KOTOPYO
MOXET COAepXaTb /10r, Takylo Kak HoMepa TenedoHoB, nybnnyHele IP-agpeca, Baw account ID y

npoBsaiiaepa, Naponu u T.4.
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Moaynb Support FreePBX

B Bepcun 13 n 14 FreePBX, B mogyne System Admin ecTb o4eHb nonesHas cekuuns - Support.
[ns Toro, 4to6bl NONAacTb B HEE HEOOXOAUMO MEPENTN MO cneayoLwemy Nyt ns gawoopaa
KNUKHYTb Ha BkNagky Admin » System Admin » Support , nepeg Bamu oTkpotoTca gOCTynHble
onuun AaHHON CEKLNU:

& Admin [ Reports Settings uce OcHoBHBIE Trunk Balance Q| &

System Admin

Remote Support NS

To enhance security, and ease SUPPOTt ISSUEs, you ma
divuslge any system passwords. This does nat alter any

he 'ssh_keys' RPM package. This package permits authorized Sangoma SUDPOI Staff t0 aCCess your Server Without the need to
authorized keys, and may be removed at any time.

SSH Keys Package PR The 55h_keys RPM s currently not installed. Click instal’ ta install it

Support Files

To assist support, you may be asked to provide system information.This section gives you an easy method of providing all the needed information. Piease select the entries that have been
requested. If none have been explicitly requested. the defaults are sufficient.

Select items for support

FreePBX Versions @
system Information ©

Asterisk Logs ©

Firewall settings ©
ASTDE Dump @
License Information &

Dialplan @

No

Ne

No
SIP Settings @ Yes “

PISIP Settings © Yo
1X Settings © .

Download

Ha aton ctpaHuue, Bol MoXxeTe ckauvaTtb ZIP — daiin, KoTopbln OydeT coaep>Xatb OTHET C
Heo6X0AMMOM CUCTEMHON MHDOPMAaLIMEN N NOrK ANa AanbHENLWero nccnegoBaHns nunm xe ans

OTNpPaBKN B TEXHNYECKYIO NoagaepXxKy.

Ona BknioveHns nHpopmaumm B ot4eT ncnonblyinte kHonku Yes/No. PaccMoTpum Kaxapblii

MYHKT, KOTOprI7I MO>XXHO BK/TIOUNTb B OTHET:

o FreePBX Versions - Cn1cok BCeX YCTaHOB/IEHHbIX MOAY/EN N X BEPCUM

e System Information - Hcopmaunsa 06 onepaumMoHHON cucteme

e Asterisk Logs - )XypHanbl co6biTnii Asterisk 3a nocnegHue 24 yaca

e Firewall Setting - BoiBog TeKkyLLMx HAacTpoek ip-tables

e ASTDB Dump - lNonHbii gamn ASTBD (He nyTtate ¢ MySQL)

e License Information - MlHhopmMaLnsa o nMueH3npoBaHnM 1 cTaTyce cepBepa

e Dialplan - NMonHbI gann-nnaH, co3gaHHbin FreePBX (Bkntovas kacToMHbIe dhalinbl
_custom)
e SIP Settings - HacTpoiiku SIP (MoxeT cogepxaTb CEKPETHYIO MHhOPMaLNIO)
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e PJSIP Settings - Hactpoiikun PJSIP (MoxeT cogepXaTb CEKPETHYIO MHhOpMaLMIO)
o |AX Settings - Hactpoiiku IAX (MoxeT cogepxaTb CEKPETHYIO MHhOpMaLMIO)

Kak Tonbko Bbl BbiGpanu Kakyto MHhOPpMaUno XOTUTE BKKOYNTb B OTYET, HAXXKMUTE KHOMKY

Download 1 coxpaHute ZIP chainn Ha CBOWM KOMNbIOTEP.

Ha aToli cTpaHuue, Bbl Takxke MoXeTe yCTaHOBUTb SSh, Kto4un, KOTOpble NO3BONAT COTPYAHMKaM
TEXHMYECKON Nogaep>XkKm Sangoma noaktounTbes K Bawen cucteme 6e3 He06Xx04MMOCTH

pa3rnawatb BCAKME Napon.

Bpemsa xpaHeHus norosB B Asterisk

Mo ymonuanuio, B anctpmbytnee FreePBX Distro 60nblWMHCTBO nor — dannosB Asterisk
CKOH(UryprpoBaHbl Ha XPaHEHME B TEYEHME CeEMM AHEN. 3a4acTyto, MOMb30BaTENM XANyTCA
Ha TexHMn4Yeckne npobnembl (HEAO3BOH, KOPOTKUE NyAKN, 0OPbIB U Tak Aanee) cnycta Hegenu, a
nopowm un Mmecsubl. IMEHHO Mo 3TOM NpUYnHE, B pa3aesie pacCKkaXeM Kak HaCcTpOUTb XpaHeHne
nor — chainoe Ha 6onee anuTeNnbHoOe BpeMsa U Kak 400aBUTb CKaTmne Aanga HMX, YToObl COXPaHUTb

MeCTO Ha XeCTKMUX ANCKax.

HacTtpoliika

3a annTenbHOCTb XpaHeHus oTBevaeT dhaiin /etc/logrotate.d/asterisk. [laBainTe oTKpoeMm ero

pPEenaKToOpoOM vim 1 yBENNYMM BPEMSA XPaHEHUS Mo Hy>XXHbIM chana go 45 gHei:

[root ~]# vim /etc/logrotate.d/asterisk

W onsa daiina /var/log/asterisk/freepbx_dbug meHsaem napameTp rotate ¢ 7 Ha 45:

/var/log/asterisk/freepbx_dbug{
daily
missingok
rotate 45

notifempty
compress

sharedscripts
create 0640 asterisk asterisk
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BaxxHo: C yBe/IMYeHnemM BpeMeHN XxpaHeHna painnos, yBenmM4ymBaeTca U ero oobem,
3aHMMaeMbI Ha XECTKUX AMcKax cepBepa. [pu gobaBneHunn napameTpa compress B

KOHMUIypPaLMOHHYIO CekLmIo, haiin 6yaeT CKMMATbCS C MOMOLLBIO YTUANTLI KOMMAPECcumn gzip

Kak MOXHO yBMAEeTb B HalleM npumepe, ona nor — cdanna /var/log/asterisk/freepbx_dbug
BbicTaBnieH napametp daily (exxegHEBHO), KOTOPbLIA pernaMeHTUpPyeT 3Ha4YeHne napamMmeTpa
rotate. 310 03HayaerT, 4To 3HadeHune 45 ByaeT MHTepNpeTMpoBaHO AHAMU. Ecin Bbl xoTuTe
yKasblBaTb 3Ha4YeHMe napamMeTpa rotate B Mecauax, 10 ykaxute 3gecb Bmecto daily monthly
(exxemeca4uHO).

No 3aBepLUEHNIO HACTPOEK COXpaHUTE nx Haxxatnem :x! + Enter - nameHeHunsa BCTYyNAT B CUny.

O630p moayna Asterisk Log

CywecTByeT BCTpoeHHbIn moaynb ansa FreePBX - Asterisk Logfiles Module, koTopbii nossonsaet
NPOCMOTPETL CaMble HeaBHNE COObITUS.

CMoTpuT noru ¢ nomouwbio FreePBX

Moaynb MOXHO HaliTh no cnegytowemy nytn: Reports — Asterisk Lodfiles.

W& Admin Applications Connectivity Dashboard Reports Settings ucp | Q
Asterisk Log Files
File full N
Lines

500

Filter @

Show

conditions:8

{app-announcement—1
ting [s@app-

ting [s@app-announceme
ng [s@app-announcems {

ting [s@app-announcems
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OpHako, faHHbI MOAyNb MaNo NOMEe3€eH, ecniv TpebyeTcs NPOBEPUTb HE TONbKO HEAABHMWE /10TH,
HO U HEOENBbHON, @ TO U MECAYHOM AaBHOCTU. Ecnn noaBunack Takasa Hyxaa, TpebyeTtcs
nogknountcs K Bawen ATC no SSH, HanpuMep, Ncnonb3ys TepMUHaNbHbIA KNMeHT PuTTy.
Kpome Toro, ecnu ectb hnsnyeckuii 4OCTyN K CEPBEPY, MOXHO NCNOMb30BaTh U ero. Novyemy
nMpoLle UCnob3oBaTbh TEPMUHAsbHbLIN KNneHT? OTBeT npocT — PuTTy nogaepXunBaeT onepauunmn
KOMMPOBAaTb\BCTaBUTb, UTO MHOFOKPAaTHO yMNpoLlaeT paboTy.

MpPOCMOTP NOroB Yepes KOHCO/b

NTak, nopagok gencrenii gna 0OCTyna K noram AcTepuck:

1. Bxopg Ha ATC, ncnonb3ys pyToBbIli TOMMH U Naponb. Nocne ycnewHoro Bxoga BBOANTCS
komaHga cd /var/log/asterisk
2. [nq BbiBOAa cnmncka nor-gannos Hy>XHO BBECTU KoMmaHay Is —I

O6bI4HO, BCe thannbl HasbiBatoTcs «full-DATE», rae DATE — gata normpoBaHus.

Ecnun TpebyeTtca NOCMOTPETL N OTCEATL CEMOAHALLIHNIA Nor-hannbl, Hy>XKHO BBeCTM nano full .
JdaHHada koMaHga OTKpOeT f1or-chais C MoOMOLLBIO TEKCTOBOIo pegakTopa nano. Nano cpasy xe

NPOAEMOHCTPUPYET CMMCOK KOMaHA ANs ynpaBneHUeM TEKCTOBbIM PeaakTopoMm

B root@localhost:/var/log/asterisk i

GNU nano 2.0.9 File: full
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[nsa npocMmoTpa MOXHO ncnosnb3oBath knaesuwmn Page Up n Page Down, CTRL-W ans noncka m
CTRL-X gans Bbixoga. COOTBETCTBEHHO, A1 OTKPLITUS KOHKPETHOro dhaiina, Hy>KHO HanucaTb
nano full-20160629

Ecnu Bbl cny4yaiHO BHEC/IM M3MEHEHUS U NepecoxpaHnan nor-pamn, To ACTEPUCK NpekpaTmT
N0rnpoBaHue cerogHaLwHero gHa. [na ncnpaBsneHmsa gaHHom npo6emMbl HEOOXOAMMO
3anyCcTuTb cregyoLlyto komaHay amportal restart . [laHHas komaHga 6yaet xaatb 120 cekyHAa
ANS 3aBepLUEHMS TEKYLLMX BbI3OBOB, 1 MO npollectsuu 120 cekyH Bce Bbi30BbI OyayT

NMPUHYAONTENBbHO 3aBEpPLUEHbI.

Tak >xe BO3MOXHO MCMoNb30BaTbh KOMaHAy Linux grep, HanpuMep 4ns BbIBOAAa B TEKYLLEM
nor-garine Bcex CobbITUI CBA3aHHbIX C HEAOCTYMNMHbIM TPAHKOM - grep “is now” full

e [EcCnu pe3ynbTaToB C/IUWKOM MHOIO, €CTb BO3MOXHOCTb CKOMUPOBAaTb MX B HOBbIN chaiin -
grep "is now" full > newlogfile

e [Inga ero NnpocMoTpa MOXHO UCMO/b30BaTh y>Xe 3HaKOMbIN peAakTop nano - nano
newlogdfile

® Ypnanutb AaHHbIA aiin MOXHO KoMaHaown - rm tempfile

® Tak e eCTb BO3SMOXHOCTb NPOCMaTpmBaTh /IOMM B peasibHOM BpeMeHu - asterisk —r

e [lnga BbIXxO4a UCMO/Mb3YeTCA KOMaHAaa - exit

e W ewé ognH cnocob npocmoTpa nor-gannoB B peanbHOM Bpemenun — tail. [lenaet 310 Tak:
cd /var/log/asterisk tail —f full

[ns Bbixoga HyxHO Haxatb CTRL-C.

[MpobnemMbl CO CMbILLMMOCTLIO B Asterisk

OpaHoV 13 pacnpoCTpaHeHHbIX NPo6/1eM, C KOTOPbIMKU CTankmBaeTca agMmmHuctpaTop IP — ATC
Asterisk aBngaeTtca npob6nema ¢ ayano. Bbl MOXeTe CTONKHYTbCS Kak C OAHOCTOPOHHEN
CNbILWNMOCTBIO, TaK U C MOJMIHbIM OTCYTCTBMEM ayamo — nNoToka. Kak pewnTs npobnemy ¢ ayamo B
Asterisk ¢ nomowbto FreePBX pacckaxeM B pasgene.

Npobnembl ¢ NAT

B nogasngtouwem 601bLWMHCTBE cny4yaes I'Ip06ﬂeMbI C OOHOCTOPOHHEN CMbILLMMOCTbLIO Bbl3BaHbI

HacTporkamun NAT (Network Address Translation). Huxe yka3saHbl Laru, BbINO/IHEHME KOTOPbIX

NMoMoXeT BaM M36aBUTLCS OT NPOGIEM C ayamno
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OuHamunyeckunin DNS

Ecnu Balla koMnaHna He onnadneaeT NpoBanaepy ycnyry cratmyeckoro IP — agpeca, 1o Bal
BHelWwHWA IP 6ygeT nepmnoanyeckn MeHaTbcs. NpuymMHoi MoxeT ObiTb Nepes3arpy3ka
MapLlpyTM3aTopa unu, Hanpmmep, NCTeYeHne Cpoka apeHabl agpeca no npotokony DHCP
(DHCP Lease Time). OTnn4HoM anbTepHaTUBHOM 6yaeT amHammnyeckaa DNS sanuck. [laHHas
3anuck nossonget cepeepy DNS nepuoanyeckn o6HOBAATL COOTBETCTBYIOLLMIA AOMEHHOMY
umenu IP — agpec. BHe 3aBUCUMOCTU OT CMeHbI IP Bawum npoBangepom, mapLupytmsatop oyger
BCerga AOCTYNeH No ero JOMEHHOMY MMEeHW. Takme yCcnyru NnpeaocTaBniseT Takme CepPBUCHl Kak
dyndns, no-ip, hidns n gpyrue.

Hactpoika NAT B FreePBX

Korpga Bbl npnobpenn ctatndeckuii IP — agpec nnu caenany gnHaMmyeckyto 3annucb Ha DNS
cepBepe, nepexoamm K HacTponke NAT. MNepengnte Bo BkNaaky Settings -> Asterisk SIP
settings -> Chan SIP Settings

fg Admin Applications Connectivity Dashboard Reports Settings UcP
SIP Settings

O SIP driver information

General SIP Settings Chan SIP Settings Chan PJSIP Settings

Edit Settings
= NAT Settings

NAT:@ ﬂ no never route
IP Configuration @ Public IP m Dynamic IP

Override External IP @ | - -

Ha ykasaHHOM BbiLe npuMepe, BbibpaHa onuns Static IP. 3gech, B BbigeeHHOM KpacHbIM nose
Heo6XxoaMMO yKa3aTb Ball BHewHu IP — agpec. Ha npumMepe HuXe, ykalaHa onuns HaCcTPOWrKu

anHammnyeckoro DNS — BbiGpaHa kHornka Dynamic IP:

W& Admin Applications Connectivity Dashboard Reports Settings uce
SIP Settings

@ SIP driver information

General SIP Settings Chan SIP Settings Chan PJSIP Settings

Edit Settings

= NAT Settings
NAT @ ﬂ no never route
IP Configuration @ Public IP Static IP m

Dynamic Host & | merionet.dyndns.net

Dynamic Host Refresh @ 120
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JlokanbHbIe ceTn

MNepenaa Bo Bknagky General SIP Settings Toro xe pasgena, Heo6xo0AMMO HACTPOUTb
BHyTpeHHMe ceTn. Hanpumep, 192.168.13.0/255.255.255.0. 310 MOXeT 6bITb OTAENbHAA CETh, B
KoTopown HaxoaaTcs IP — tenedoHbl, nn ceTb, B KOTOPYIO BbIHECEHO BCE aKTMBHOE CETEBOE

obopynoBaHue.

Local Networks @ /

Add Local Network Field

He 3a6biBaliTe N0 OKOHYaHWMIO HAaCTpoek HaxxaTb Submit n Apply Config

HacTtpoinka RTP noptoB

lNpoBepbTe 4UTOObI Ha BalleM MapLUpyTnusatope He 6binn 3ab6noknpoBaHbl UDP noptel 5060 (SIP)
1 gnana3oH noptos 10000-20000 (RTP). [TommmO 3TOro, Bbl MOXeETe caenaTb NPoOpoC 3TUX
nopToB NpsMo Ha Baw cepsep IP — ATC Asterisk. NepenpoBepbTe, YTO TPAHCMOPTHLIM

npotokonom asnsetrca nmeHHo UDP.

W& Admin Applications Connectivity Dashboard Reports Settings ucp
SIP Settings
@ SIP driver information

Asterisk is currently using chan_pjsip and chan_sip for SIP Traffic
You can change this on the Advanced Settings Page

General SIP Settings Chan SIP Settings Chan PJSIP Settings

+Security Settings
+NAT Settings
=RTP Settings

RTP Port Ranges @ Start: 10000

2k 20000

[NMpo6neMbl C HACTPOMKOWN KOOEKOB

Kaxgblii pas, korga Bbl COBepLUaeTe Bbi30B, 06e CTOPOHbI, UHULMMPYIOLLAA 1 NpUHMMatoLLas
BbI3OB corflacyeT TenedoHHbI koaek. Hanpumep, ogHa N3 CTOPOH MOXET MHULMNPOBAaTb

cornacoBaHue Kogeka g.711u, KoTopbIin MOXET He NOAAEPKMBATLCA APYroi CTOPOHOM. DTO
MOXET SABNATLCA NPUYMHOK OTCYTCTBMA ayano B pasroBope. Mbl pekoMeHayem Bcerga
BK/IOYaTb MOAAEPXKY KOgEKOB G.711 u — 3aKoHa 1 a — 3aKOHa. HacTpounTtb TeniehOHHbIE KOAEKM

MO>XXHO cnefytounmm crnocobamu:

1. HacTtpoiika Ha KOHKpEeTHOM Tenie(hoHHOM annapare
2. B HacTpoiika BHyTpeHHero HoMmepa (Extension) B FreePBX
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MbI pekoMeHAyeM He HacTpauBaTb KOAEKWN MHANBUAOYaANbLHO Ha TesledhOHHOM annapare. B
Ccny4Yae BO3HUKHOBEHUS KakKux — MO0 nNpobieM, Ha 3Tane «TpabnwyTuHra» Bbl MOXeTe

noTPaTUTb NULLHEE BPEMSA MPOCTO 3abbiB O AAaHHOW HACTPOWKe

3. Ha atane HacTtpowku SIP — TpaHka B FreePBX. Pa3pelueHHble nan 3anpeLleHHble KOAEKN
onpepensatoTca onuueit allow/disallow
4. [nobanbHas HacTpoiika. B pasgene Settings -> Asterisk SIP Settings -> "General SIP

Settings"

W& Admin Applications Connectivity Dashboard Reports Settings ucp

SIP Settings

General SIP Settings Chan SIP Settings Chan PJSIP Settings
=Audio Codecs

Codecs

[Mpobnema c BOCNponsBegeHNEM ayamo annos

Ecnn npn 3BOHKe Ha roniocoBoe MeHio (IVR) Bbl HE CAbILLINTE OXMOAEMYIO ayamo — 3anuchb,
NPoOBEPbTE, KOPPEKTHO N1 BbIT UMNOPTUPOBAH 3TOT hain Yepe3 moaysb System Recordings.
NomumMo 3TOro NpoBepbTe NpaBa 3Toro garna. Bnagensuem atoro danna (owner) AomKeH 6biTb

nonb3oBartesnb asterisk. B pamMkax pelweHns npobneMbl gate komaHgy amportal chown:

[root@localhost ~]# amportal chown

Please wait...

I'l'l'lamportal is depreciated. Please use fwconsole!!!!
forwarding all commands to 'fwconsole’

Taking too long? Customize the chown command, See
http://wiki.freepbx.org/display/FOP/FreePBX+Chown+Conf
Setting Permissions...

/

Finished setting permissions
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Sngrep: yCTaHOBKA W UCMO/Mb30BaHMe

Ecnn kpaTko, To sngrep no3sonseTt otobpaxaTb NoTokn SIP — Bbi3oBa (sip flow) npamo B
KOHCONY TBOEro cepBepa. Ytmnuta nokaxet SIP — o6MeH coobLieHnamMmmn B yAOOHON U Yntaemom
dopme. CkaxxeM Tak: sngrep a1o tcpdump (Mnu wireshark nog Linux), Ho Tonbko anga VolIP ;)

YcTtaHoBKa Ha CentOS

PaccMoTpuM BbICTPYIO YCTAHOBKY YTUNUTLI Ha onepaunoHHon cucteme CentOS. MNepBbiM Ae1oM
po6asuM irontec penosutopuii. [ing atoro, cosgaamm ain ¢ UMEHEM sngrep.repo B

anpektopun /etc/yum.repos.d:

touch /etc/yum.repos.d/sngrep.repo

Jo6aBnseM B thalin cnegyowme CTpoKu:

[irontec]
name=Irontec RPMs repository
baseurl=http://packages.irontec.com/centos/$releasever/$basearch/

3ateM UMnNopTMpyem nyGMYHbIR KoY OT irontec:

rpm --import http:

Bce rotoBo k yctaHoBke. [laem cregyome KoMmaHabl:

yum update

yum install sngrep

Mo OKOHYaHWUIO YCTaHOBKW, B KOMaHOHOM CTPOKE AaiiTe kKoMaHay shgrep. Tenepb AaBaiite

pasbepeMcs ¢ PYyHKLUMOHANOM N TEM KaK MOMb30BaTbCA YTUMUTOMN.

Ncnonb3oBaHme sngrep

Kak TofbKO Bbl MOMNafeTe B MEHIO YNpaBNeHNsa yTUNUTON, Nepea BaMn 6yaeT oTpaxeH CrmMcokK
VoIP nakeTtoB, KoTopble o6pabaThiBaeT Baw cepep:

1

CkauaHo c cauTta - SuperSliv.Biz - NMpucoeaunsamncs!



SuperSliv.Biz - Kypcbl, TpeHuHru, CemmHapsbl, Kaxabivn aeHb!

Haxas Ha Enter Bbl cMOXeTe 6onee getanbHO U3yunTb Kaxgoe coobuweHne. Haxas F5, Bbl
CMOXeTe yaanuTb TekyLume coobLieHns. [na nepegsuxeHns Mexay CoobLEeHNAaMM
NCNONb3YyNTE CTPEKMN Ha KaBuaType.

2P root@hgi~ - — - . . —_— E@[

15:47:23.211307

Mpun getanmMsaumm 3BoHKa, MOXHO HaxaTtb F2/F3 gns nonydenunsa SDP/RTP nHdopmauunmn. ns
BbIXxO4a W BO3BpaTa B npeabligyllee MeHio Haxmnte Esc. Ecnun kpaTtko, cnegytowmne onunm
[OCTYyrHbI B 6a30BOM UHTepdenca sngrep:

® F1- oTkpbITb YHKUNOHANBbHBIA NOMOLLHUK;

e F2 - coxpaHuTtb cO6paHHbIN gaMn B yKasaHHbIn dainn;

e F3 - otdmnbTpoBaTh AaHHbIE MO YKa3aHHOW CTPOKE;

o F4 - nokasaTtb BblIOpaHHbIN paclumpeHHbin call — flow (cxema 3BOHKa, C yKa3aHUeM BCeX
3TanoB ero nHuumaunn);

e F5 - ynanute cobpaHHbIn gamn;

e F6 - noka3saTb BbIOpaHHbIV gammn B TEKCTOBOM hopmaTte (6e3 Bu3yanmnsaumm
CTpenoykamu, Tonbko cyxme SIP — coobLuenmns);

e F7 - nokasaTb onuum punbtpaumm (hunbTpoBaTb MOXHO no nosato From/To, no
MCTOYHMKY M HAa3HAYEHMIO 3BOHKA, @ TaK Xe Mo pa3/INYHbIM aHHbIM U3
MH(OPMALMOHHOIO CErMeHTa Mosisa NOIe3HOW Harpy3Ku, TO eCTb HE U3 3aro/i0BKa).
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NMoMnMo Npoyero, ectb BO3SMOXHOCTb OTMeuaTb TUMbl coobLweHund, Takme kak REGISTER,
INVITE, OPTIONS u npouune;

F8 - noka3aTb HaCTpOWKK, Cpean KOTOPbIA NOACBETKA CUHTaAKCMUca, OOH M NpoYne;

F10 - HacTpoiika oTo6paxaeMbix NapaMeTpoB (Takme kak From/TO, nHaekc, metoa u
npo4ne);

Esc - BbINTM 13 sngrep/B npeablayLliee MeHlto;

Enter -nocmoTtpeTh call-flow BbiIGpaHHOro nakeTa;

Space (npoben) - BblAENTb HYXXHbI CEFMEHT;

i/l - dhnnbTpauma Tonbko No coobeHna Tuna INVITE;

p - NOCTaBMTb Ha Nay3y cOOp NakeToB.;

NomalwHee 3agaHne N°5

B okoHuaHue naTtoro 6510Ka 06yqu|/|9, Balla 3a4a4ya 3aK/o4daeTcd B ciegytouem:

Y Bac HacTpoeHa oTnpaBka nucem yepes Asterisk (yBegomnenus). Ho nucbma He
npuxogaT. Kakoi nor Hy>XHO MOCMOTPETL B NepBYIO oyepenp?
Bbl 3BOHMTE No SIP Ha ropoackon HoMep. Bl cibilwmTe aboHEHTa, @ OH Bac HeT. [ae
HaxoauTCA NepBad TOYKa, rae IOrMyHee BCEro CHATb CETEBOW Aamn U
npoaHanuanpoBaTtb Hannyne RTP?
YcTtaHoBUTe Ha CBOEM N1abopaTopHOM CcTeHAe sngrep. BeiNoNHUTE HECKOMbKO BbISOBOB.
B namne Hangute:

a. BbINonHeHHbI BAMKN 3BOHOK;

b. Kakoili kogek cornacoBanu y4acTHUKKN 3BOHKa o SDP?

c. TlMocmoTpute Kakmne noptbl RTP cornacoBaHbl BO BPEMA 3BOHKA?

d

Ckauvalite gamn um COXpaHuTe ero 1oKasibHo.
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