IT 6a3a 3HaHU
wiki.merionet.ru

Kypc no Asterisk

YCTAHOBKA, HACTPOWKA, FE3OMNACHOCTb, TPABALYTUHI
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bnok 4.
BbesonacHocTb cepBepa Asterisk

O630p

[ToBbilweHne 6e3onacHocTtu Asterisk

Kakue noptbl OTKPbITb Anasa Asterisk/FreePBX?

FreePBX - o6HapyxeHue cnabbix Naponen

KoHdurypaumsa Firewall B FreePBX
Hactpoiika SSL B FreePBX

Jlyyuine npaktnkm no sawmte SSH nogkntoyYeHus

[(eHepaTop YCTONYMBbLIX Napone

NGO s wN

JdomallHee 3agaHue.

[NoBblWwWeHne 6e3onacHocTu Asterisk

O tom, kak 3awmtnTb IP-ATC OT HECAHKLIMOHMPOBAHHOIO AOCTYNa M AaAMM HECKO/bKO NMPOCTbIX
COBETOB, Crieflysa KOTOPbIM, MOXXHO CYLLEeCTBEHHO NOBLICUTL 6€30MacHOCTb Baller TeneoHHOM
ctaHumwn. MNMpumepsbl, KOTopble 6yayT NPpUBEeAeHbl B JaHHOM pa3gesne, oTHocaTtca K IP-ATC Ha 6a3e

Asterisk, 0AHaKO MHOIME N3 HUX PacnpOCTPaHAOTCs Ha Bce 6e3 ncknodenmsa VolP-ATC.

[nsa Havana, paBante pasbepemcs, Yem Xe rposaT “ablpbl” B 6€30MacCHOCTN U Kakue

NOCNeACTBUA FPO3AT OM3HECY, €CMTN 3N0YMbIWNEHHUK NOAy4mnT goctyn K IP-ATC.

Yrposa B3510mMa

B otnnume oT B3/10Ma NepCoHanbHOro KoMnbtoTepa uam noyTsl, B3/1om ATC — 310 6ecnnaTtHble
A5 B3NOMLLMKA 3BOHKM, 38 KOTOpble npuaeTcsa 3annatnte Bnagenouy ATC. MIsBecTHO HemMarno
C/yyaeB, KOrfa xakepbl TpaTUIN KO0CCanbHble CyMMbl, NPOBeAs Ha B3fioMmaHHon ATC Bcero

HEeCKOJIbKO 4aCoOB.

Kak npaBwnio, uensiMm 3n10yMbIlWNEHHMKOB cTaHoBATCSA IP-ATC, KoTopble AOCTYMHbI U3
nyGanyHom cetn. cnonb3sya pasnndHble SIP-ckaHHepbl U Uccneaysa CUCTEMHbIE YA3BUMOCTH,
OHU BblOMpatoT mecTa ana ataku. dedonTHble (default) naponu, otkpbiTble SIP-nopThl,
HenpaBubHO ynpasnsembl firewall nin ero otcyTcTBUE - BCE 3TO MOXET CTaTb MPUYMHON

HeCaHKUMOHNPOBAHHOIO AOCTYyNna.
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K cyacTblo, BCE 3TW YA3BMMOCTN MOXHO YCTPaHUTb U NPUYEM COBepLUEHHO 6ecniaTHO.

[MpoCTble Warn K NoBblLLIEHNIO 6€30MNacHOCTHU

1. TlepBoe npaBuio, KOTOpoe HeobxoanMo cobntaaTh — 3TO HE ahmLIMPOBaTL aapec
cBoeli IP-ATC 1 cnegutb 3a TeM, 4TOObI 4OCTYMN K CETU UMESIN TONTIbKO aBTOPU30BaHHbIE
nonb3oBaTtenun. PasymeeTcs, 3TO NPaBUIO PacnpOCTPAHSETCA N Ha PU3NYECKNA OOCTYN K
cepBepy, Ha KOTOPOM ycTaHoBneHa IP-ATC.

2. Bropoe n caMoe o4eBMaHOE — HE UCMONb30BaTh AedonTHble (default) naponn, kotopble
O6ypet nerko nogobpaTtb unu yragatbe — “1234”, “admin”, “password”, Ha3BaHMe KOMMNaHWUn

M TaK ganee.

OpHoOM N3 caMblix pacnpoCTPaHEHHbIX OLWMOOK, ABMAETCA CO34aHNe BHYTPEHHUX HOMEPOB
(Extension), y KOTOpbIX 1 HOMEP W Napob coBnagatoT. B sip.conf 370 BbIrNSANT NpUMEpPHO Tak:

sip.conf
[101]

username=101
secret=101
host=dynamic

ﬂ,OﬂyCKaTb Takoro, kKateropnyeckun Henbss. Tem 6onee 4To Npu Co3gaHum BHYTPEHHEro HomMepa

yepes nHTepdeic FreePBX, aBTomaTnyeckn reHepupyetca 32-3HauHbli HAOEXHbIA Naposib.

Applications Connectivity Dashboard Reports Settings UCP

¥ Admin
Add CUSTOM Extension
Find Me/Follow Me Advanced Zulu Other

General Voicemail

= Add Extension
User Extension © 101
Display Name @

Quthound CID @

= Language

Language Code @

= User Manager Settings
Link to a Default User @
Username @
Password For New User &

Groups ©

CkavaHo c cauTta -

Default

Create New User

John_Doe

da05532aa7dc95ab585c2df289a7b977

All Users X
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[Mpn HacTponKe BHYTPEHHNX HOMEPOB TakXe c/ledyeT orpaHnymBaTh IP-agpeca, KoTopblie MOryT
ObITb Ha HMX 3apPerncTpuUpoBaHbl BMNIOTb A0 Nyna agpecoB nokanbHom nogcetu. IP-ATC Asterisk
nmeet BcTpoeHHble ACL (Access Control List), B HacTpoiike sip.conf. [Tpn nomoLm KomaHg
permit/deny MOXHO pa3peLumnTb NNLb OnpeaeneHHoe Konmdecteo IP-agpecoB ans
perucrpaunm.

3. [pyroii BaxXHON Mepoii No yCcnneHnto 6e30nacHoOCTn, ABMASETCA OrpaHnyeHme
yaaneHHoro goctyna K IP-ATC npu nomowwm firewall. ByabTe BHMMaTENbHBbI, TaK Kak B
AAHHOM cfiyyae, r1aBHOe rPamMOTHO HaCTPOMUTb NpaBmna, No KoTopbiM 6yaeT
oTpabartbiBath firewall. Y6egntech, 4ToO HacTporika He 610KMPYET NOPThLI, KOTOPbIE
ncnonb3syet Bawa IP-ATC n He no3BongeT aHOHUMMHO nocbinate ICMP 3anpockl ns
ny6nu4Hom ceTn. Ecniv Bbl NnaHupyeTe npefocTaBnaTh yAaseHHbI AoCTyn ANs
aBTOPM30BaHHbIX COTPYAHNKOB, Ny4lle BCEro OpraHn3oBaTb ero npu nomowm VPN
cepBepa (Hanpumep, OpenVPN).

4. Ecnu ato BO3MOXHO, TO XenatenbHo ncnosnb3osatb NAT (Network Address Translation).
Mpn nomowm NAT’a, MoxxHO npuceounTb IP-ATC npuBatHbIl IP-agpec u cyLLecTBEHHO
YCNOXHUTb AOCTYN K HEN n3 NHTepHeTa.

5. ELWe oaHNM O4YeHb BaXHbIM (haKTOPOM, ABNAETCA pa3aefieHNne BXOAALWMX U UCXOOALLUX
MapuwpyToB (Inbound Routes n Outbound Routes). Heo6xoammo, 4To6bl KaXxabIn
MapLLPYT NpuHagnexasn CoOCTBEHHOMY KOHTEKCTY 06paboTKn BbI3OBA.

6. OTkIuMTE KaHanbl U CEPBUCHI, KOTOPbIE HE NCMOMb3YIOTCA. Hanpumep, ecnu Bbl He
ncnonblyete npotokon MGCP nnn skinny. OTKAOUYUTL 3TN MOAYIM MOXHO B

/etc/modules.conf Kak MokasaHoO HMXe:

noload => chan_mgcp.so

noload => chan_skinny.so
noload => chan_oss.so

7. YT106bI YCNOXHUTL paboTy BCEBO3MOXHbIM SIP-ckaHepaM, He06X0ANMO B HACTPOMKax
sip.conf BbICTaBUTb cnegytoLlee ycnosue - alwaysauthreject=yes. 370 6yger
NpenaTCcTBOBaTb NOYYEHMIO MHpOPMaLMKM 06 NCNOMb3YIOLWMXCHA BHYTPEHHUX HOMEpPaX
Ha Bawer IP-ATC.

8. PekomeHgyeMm cosgaBaTh OTAEe/bHblE MApPLUPYThl HA 3BOHKM 3a pybex (Mo cyTtu,
MexayHapoaHoe HanpasneHue 810). CtaBbTe OrpaHMyYeHUsa Ha 3BOHKWN B TaKMX
MapLpyTax uin 3akpbiBanTte nx PIN — KogoM, KOTOPbLIY MOTYT 3HaTb TO/IbKO COTPYAHUKN

BalLen opraHu3aumun.
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Kakune noptbl oTKpbITb Ana Asterisk/FreePBX

Pacckaxem npo ceTeBble MNOPThI, KOTOPble HEOOXOANMO OTKPbITb Ha Bawem daepBone ansa

KOPPEKTHOIro No/ib30BaTe/IbCKOro g4ocrtyna un pPaboTbl OKOHEUHbIX YCTPOWCTB. B pa3gene

YKa3aHbl ,D,e(bOFITHbIe M NOPThbl, N, C TOYKUN 3PEHNA 6e30MacHOCTU, Mbl pekomMeHgyem nx CMeHUTb

Ha HeCTaHOapTHble.

[octyn agMUHUCTpaTopa CUCTEMbI

Mopt TpaHcnopT HasHauyeHue CmMeHa nopTta BesonacHocTb AdononHutenbHoO
(UDP/TCP)
22 TCP Moagkntoyenne | MoxeT 6bITb He MopTt
K SSH KOHCOMN | UBMEHEH TOMbKO | pEKOMEHAYETCH ncnonb3syeTcs
yepes Linux CLI | octaBnaTtb Nopt ana SSH
OTKPbITbIM B MOAK/OUYEHNS K
NyG/INYHYIO CETb ATC nsBHe
(He BbI3bIBaIOLLYIO
nosepue)
80 TCP Mpadmnuecknii | MoxHo He MNcnonbsyeTcs
FreePB MHTEPdENC NO | MOMEHATL Yepe3 | peKoMeHayeTCH and
X HTTP (He rpachmnyeckumi OCTaBNATb NOPT Nnofb30BaTebCKO
2001 HTTPS) MHTEepdenc no OTKPbITbIM B ro gpoctyna kK WEB
PBXact nyTn System Ny6/ANYHYIO CETb - nHTEpPEnCy
Admin > Port (He BbI3bIBatoWwyto | ATC
Management aoeepue)
443 TCP Mpadnuecknii | MoxHo He NcnonbsyeTcs
MHTEPGENC NO | MOMEHATL YEPES | PEKOMEHAYETCH anda
HTTPS rpatuyeckui OCTaBNATb MOPT Mo/Ib30BaTENIbCKO
MHTEpPdENC no OTKPbITbIM B ro pocrtyna Kk WEB
nyTn System NyO6/ANYHYIO CeTb - nHTEpPdEncy
Admin > Port (He Bbi3bIBatowyto | ATC. cnonbayeT
Management nosepue) SSL wndppoBaHmne
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W& Admin Applications Connectivity Dashboard Reports Settings ucp OcHoBHbIE Trunk Balance M | Q

System Admin

Port Management DNS

This allows you to set port numbers for various services. The available ports you can configure are as follows: Ihtriiion Detictisn

Admin - Administration for this system (This interface). Default port 80. (Can not be disabled)
UCP - User Control Panel. Default port 81

.
" Network Settings
& HTTP Provisioning - Access to provisioning files. Default port 84

.

.

RESTful API - Default port 83 Hostname

RESTful Phone Apps - Default port 82 — .
Notifications settings

Service Name Insecure Port (http) Secure Port (https)

Power Options

Admin Port 80 (Default) v Port 443 (Default) v

ucp Port 81 (Default) v Disabled v
HTTP Provisioning Port83 v Port 1443 (Default) v PnP Configuration

RESTful API Port 85 v Disabled v HTTPS Setup

RESTful Phane Apps Port 84 v Port 3443 (Default) i Time Zone

Hoctyn ana SIP/IAX ycTpoincTtB

Mopt TpaHcnopT HasHauyeHue CmeHa nopTta BesonacHocTb AdononHutenbHo
(UDP/TCP)
5060 UDP MopTt Ectb He CraHpapTHbIn
Noay4YeHns BO3MOXHOCTb pekomeHayeTcH nopT Ans
TenedgoHHown W3MEHUTb MOPT B | OCTaBNATb NOPT CUrHanusaumm
CUrHanusaumm | pamkax OTKPbITbIM B moaynsa
Moaynem rpacunyeckoro Ny6/ANYHYIO CETb chan_PJSIP
chan_PJSIP nHtepdenca (He BbI3bIBAIOLLYIO
ATC B moagyne aoeepue)
SIP Settings
5061 MopTt Ectb He 3allnLLEeHHbIN
NoAy4YeHNN BO3MOXHOCTb pekomeHayeTca nopT Ans
3alMLLEHHON W3MEHWUTb MOPT B | OCTaBNATb NOPT CUrHanusaumm
TenedgoHHown paMkax OTKPbITbIM B moayns
curHanusaummn | rpadmyeckoro Ny6/ANYHYIO CETb chan_PJSIP
Moaynem nHTepdgenca (He BbI3bIBAIOLLYIO
chan_PJSIP ATC B mogyne aosepue)
SIP Settings
5160 UDP MopTt Ectb He CraHpapTHbIN
Nnoay4YeHuns BO3MOXHOCTb pekomeHayeTca nopT Ans
TenedgoHHown W3MEHWUTb MOPT B | OCTaBNATb NOPT CUrHanusaumm
CUrHanusaumm | pamkax OTKPbITbIM B mopyns chan_SIP
Moay/em rpadunyeckoro ny6nMYHYIO CEeTb
chan_SIP MHTepdeiica (He BbI3bIBaIOLLYIO
ATC B mogyne nosepue)
SIP Settings
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|

5161 MopTt Ectb He 3alnLLEeHHbIN
nonyyeHus BO3MOXHOCTb pekomeHayeTcs nopT AN
3aLUMLLEHHON W3MEHUTb MOPT B | OCTaBAATb NOPT CUrHanusaumm
TenedoHHOM pamkax OTKPbITbIM B moayna chan_SIP
curHanusaummn | rpagmyeckoro Ny6/ANYHYIO CETb
Moaynem nHTepdenca (He BbI3bIBAIOLLYIO
chan_SIP ATC B moagyne aosepue)

SIP Settings

10000- UDP MNony4veHne Ectb MoxHo oTKpbiBaTtb | INopThbl,

20000 RTP notoka B BO3MOXHOCTb JaHHble Anana3oH | HeobxoauMmble
pamkax SIP U3MEHUTb NOPT B | M, 3a4acTylo, 3TO A1 rONOCOBOM
ceccum paMkax aBgeTcs cocTtaBngoLen

rpadmyeckoro TpeboaHue SIP - TenedoHHOro
MHTepdeiica nposangepos (RTP | 3BOHKa
ATC B mogyne TpahumK 3a4acTyto
SIP Settings NPUXoanT C

pasnuuHbIX IP -

agpecos)

4569 UDP Pa6oTa Ectb He MNcnonbsyeTcs
npotokona IAX | BO3SMOXHOCTb pekomeHayeTcs ANs TPaHKOBOr o

W3MEHUTb MOPT B | OCTaBNATb NOPT o6beanHeHna
paMkax OTKPbITbIM B CcepBepoB U
rpacunyeckoro Ny6/ANYHYIO CETb OKOHEYHbIX
UHTepenca (He BbI3bIBAIOLLYIO | YCTPOWCTB.
ATC B mopyne aoeepue)
SIP Settings
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Hoctyn k UCP (User Control Panel)

Mopt | TpaHcn HasHauyeHune CmMeHa noprta BesonacHocTb AdononHutenbHoO
opT
(UDP/T
CP)
81 TCP Mpacdmueckunii | NMopT MOXHO He pekomeHayeTcs MNopT gocTyna K
MHTEpgEenc MOMEHATb OCTaBNATb MOPT Nnonb30BaTENTbCKOMN
UCP no HTTP | yepes FreePBX | oTkpbITbiM B ny6anyHyto | naHenu UCP
(He HTTPS) B System CceTb (He BbI3bIBAOLLYO
Admin > Port posepwue). Ansa
Management yOaneHHbIX
nonb3oBaTesnien
ncnonbsyite HTTPS
4443 TCP Mpacdnueckunii | NMopT MOXHO Mo>XHO ocTaBnATb MNopT gocTyna K
nHTEpheiic NOMEHNATb OTKPbITbIM B CETb, TaK No/b30BaTENbCKOMN
UCP o yepes FreePBX | kak Tpatuk naHenn UCP ¢
HTTPS B System 3awWwmnpoBaH, a Tak xe rnomolLubio SSL
Admin > Port nponcxoant wmnpoBaHma
Management ayTeHTudmKaumnsa
nonb3oBaTesien
8088 TCP MopT anga lMopT MOXHO He pekomeHayeTca Heob6xoaum ans
WebRTC NOMEHATb OCTaBNATb NOPT peannsauum
KNMEHTOB yepes FreePBX | oTKpbITbiM B Ny6nyHyto | WebRTC 3BOHKOB
B Advanced CeTb (He BbI3bIBaOLLYIO yepes UCP (3BOHOK
Settings > posepwue). Ana yepes 6poysep)
Asterisk Builtin | yganeHHbix
mini-HTTP > nonb3oBartenein
HTTP Bind Port | ncnonosyvite HTTPS
8089 TCP MopT gnga lNMopT MOXHO MoO>XHO oCcTaBNATb Heobxogum anga
WNpoBaHUA | NMOMEHSATb OTKPbITbIM B CETb, TaK peannsayunm
WebRTC yepes FreePBX | kak Tpacuk WebRTC 3B0OHKOB C
KNMeHTOoB B Advanced 3aWwunpoBaH, a Tak xe wundpoBaHMEM
Settings > npouncxoant yepes UCP (3BOHOK
Asterisk Builtin | ayteHTMdMKauma yepes 6poy3ep)
mini-HTTP > nonb3oBarteneim
HTTPS Bind
Port
8001 TCP Node Server - | [TopT MOXHO He pekomeHayeTca lNpouecc oTBevaeT
nony4exHune NOMEHNATb OCTaBNATb NOPT 3a real - time
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|
nHpopmaumn | Yepes FreePBX | oTKpbITbIM B NYONNYHYIO | @KTUBHOCTMU:
B peanbHoMm | B Advanced ceTb (He BbI3bIBAOLLYO BCM/IblBaloLas
BPEMEHMU B Settings > UCP | noBepue) nHopMaums, vatbl
pamkax UCP NodeJS Server M npoyee
> NodeJS Bind
Port
8003 TCP Node Server | [MopT MOXHO Mo>XHO ocTaBnATb lMpouecc oTBevaer

(3awmLLEeHHble
NoAKMOYEHNS)

NMOMEHATb
yepes FreePBX
B Advanced
Settings > UCP
NodeJS Server
> NodelJS
HTTPS Bind
Port

OTKPbITbIM B CETb, TakK
Kak Tpaduk
3awndpoBaH, a Tak xe
npoucxoanTt
ayTeHTUgmKauns
nonb3oBaTeneu

3areal - time
aKTMBHOCTU:
BCM/MbIBatoOLWada
MHopMaLus, YaTbl
M npoyee

OcTanbHble NMOPTbl 3aBUCAT OT BALWWNX KOHKPETHbIX TpeéoBaHMVl: Hanndne RMS KOMMNOHEHTa

MOHUTOPUHIa, Zulu, hyHKUMOHaNa NpoBmxnHuHra (EPM) n npoune.

FreePBX - o6Hapy>XeHune cnabbix naposne

Kak n3BecTHO, CU/IbHbIV Mapo/ib — 3TO OYEHb BaXXHas COCTaB/soLas 6€30MacHOCTM Nto6oro

aKTNBa, K KOTOPOMY, TEM UMM MHBbIM 06Pa30M MOXHO MONYYUTb JOCTYyN. He gapom Bce best

practices HauMHalOTCA C peKoMeHaauUui ycTaHaB/IMBaTh CUMbHbIN, YCTONYMBLIA K B3/10MY

naposb. B paHHOM pasgene Mol 6y,c|,eM roBOPUTb O NMPOMUCHbBIX NCTUHAX, MO3TOMY €€ MOXHO

CUMTaTb CKOPEE «APY>XXECKNUM COBETOM» /19 TEX, KTO TO/IbKO HAYMHAET CBOE 3HAKOMCTBO C
FreePBX.

Cnabblii Napo/b, HEBAXHO rae — 370 60/bLLOK PUCK, KOTOPbIN HENb35 OCTaBAATb 6€3 BHMMaHUA

ncnepyet HemMea1eHHO yCTpaHUTb.

0O630p

HaumnHas ¢ Bepcum 13 Bo FreePBX nosasunca mogyns Weak Password Detection koTopbiii

aBTOMaTMYECKM OEeTEKTUPYET U COOBLLAET O TOM, YTO B CUCTEME MMeeTCs c/1abblii Maposb, a

TakXXe yKasblBaeT, rge MMeHHO OH OOHapYy>XXeH: Ha BHyTpeHHeM Homepe (Extension), TpaHke

(Trunks), koHbepeHL, - komHaTe (Conferences) 1 gpyrmx moaynax.
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YT106bI NPOBEPUTL, MUMEETCS /N Y BaC B CUCTEMEe Cabblil Naposb, OTKponTe BKNaaky Reports =+
Weak Password Detection. BoT kak fO/MKHO BbIrNA4eTb OKHO JaHHOIO MOAynA y Bcex 6e3

NCKNIOYEHNS (OKHO HOPMasibHOrO YeNoBeEKa):

W& Admin Applications Connectivity Dashboard Reports Settings ucep OcHOBHblE Trunk Balance R | Q Q

Weak Password Detection

Type Name Secret Message

No weak secrets detected on this system.

JdaHHoe coobLeHne roBopmT Ham O TOM, UTO Yy HaC B CUCTEME HeT cabbix naponen. A tenepsb,
AaBanTe-Ka HEMHOXKO MOXY/IraHUM U CO34aAnM napy CYLHOCTEN C O4YeHb cnabbiMy NapoaamMm

M MOCMOTPUM YTO U3 3TOrO BbIALET.
HanneBaB Ha Bce best practices, cosganum BHyTpeHHUIA Homep 1111 ¢ naponem 1111:

Add SIP Extensionm
General Voicemail Find Me/Follow Me Advanced Pin Sets Other

= Add Extension

This device uses CHAN_SIP technology listening on Port 5160 (UDP - this is 8 NON STANDARD port)

User Extension ©
Display Name @
Outbound CID ©

Secret ©

A ewé cozgagmm TpaHk ¢ naponem 000:

General Dialed Number Manipulation Rules sip Settings
Outgoing | Incoming

USER Context ©

USER Details @

Register string ©

Submit Duplicate Reset D¢

A Tenepb otnpaBnsiemca B moaynb Weak Password Detection n nepeg Hamm oTKpbiBaeTca

«OKHO KypW/bLUKa». BOT Tak He AO/MKHO GbITb HUKOrAa:
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Admin Applications Connectivity Dashboard Reports Settings ucp

Weak Password Detection

Type Name Secret
Extension 1111 1N
SIP Trunk test_trunk 000
SIP Trunk test_trunk1 000

Nomnmo aToro, Ham 6yayT HaNnoMuHaTb 0 cnabbix naponsax B Dashboard’e:

System Overview

[o6po noxxanoBaTb B FreePBX
FreePBX 14.0.1.24 'VolP Server’

Message
Secret has consecutive digit 1
Secret less than 6 digits

Secret less than 6 digits

Q

(Bbi MOXETE M3MEHNUTE 3T0 MMA B JoNoHNTENBHEIX HacTpolikax)

KpaTkana cBojka CucT. nHdopmauma abHoeneHa 10
AcTepucK v CeKkyH/ Hasaj
Firewall Configuration v

s A Npobnema 6esonacHocTn A

Cepeep MySQL v
Fail2Ban v 3 Ha BHYTPEHHEM HOMEDEe/TpaHKE

. ) YCTAHOBAEH CNabblil Naponb
System Registration v ~

3TOT BaX¥HbIA BONMPOC HYAXHO pellnTb

Beb cepeep v CPOUHO
System Firewall v
Restapps Daemon v
UCP Daemon v
Xmpp Daemon v

3 Ha BHYTPeHHEM HOMepe/TPaHKe YCTaHOBNeH Cnabblii Napons

2 HoBblli MOaynb AOCTYNeH

Default bind port for CHAN_PJSIP is: 5060, CHAN_SIP is: 5160

MokazaTe Bce

o0

0

Kak Tonbko Bbl HacTponTe BHYTPEHHIOIO HyMepaumto, TMHUKN K NpoBaiaepam (TpaHku),

Mofib30BaTeNIbCKUIA AOCTYM, HE MOMIEHUTECH, 3anguTe NnwHWn pa3s B mogyns Weak Password

Detection 1 ecnn Tam 6yget yBegomneHne o cnabom naposne B CUCTEME — He3aMeanTeNbHO

cMeHuTe ero! Ho noMHUTE, YTO CUMBbHbLIN Naposib — 3TO HE rapaHTUa 6e30MacHOCTU, 3TO BCEro
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nnwb OANH N3 ypOBHeVI, KOTOPbIV JO/MKEH NPUMEHATLCH B KOMMIEKCE C OCTaslbHbIMM
MeponpuaTnamMmn no sante CUCTeMbl.

KoHdurypaumsa Firewall B FreePBX

PaccMoTpum moaynb, KOTopbI cTan goctyneH Bo FreePBX Tonbko ¢ Bepcun 13 1 KOTopbIi
NO3BONSET CO3aTb MEPBUYHYIO HU3KOYPOBHEBYIO 3awmTy Haweli IP-ATC - Firewall. HyxHo
OTMETUTb, UTO MOMbITKN CO30aTb HEYTO NOAOBHOE Ha paHHMX Bepcuax FreePBX Bcé-Taku 6binu,
HO BCE€ OHU He YBEHYaMCb YCNEXOM 1 3aCTaB/A/IN NOMNb30BATENEN TaK UKW UHAYe NATN Ha
KOMMPOMMUCCHI A1 COXPaHEHNSA JOCTyNHOCTM dhyHKumnoHana IP-ATC. Moaynb Firewall 6611
paspaboTaH C riny6oKuUM MOHUMaHMEM CYLLLECTBYIOWMX NPOOGEM N €r0 OCHOBHOMN Lefbio

ABNAETCS 3alnTa “cpegHein”, unn gpyruMm crioBamu, TMNOBOW MHCTaANNAUMM Npu 06a3aTe/IbHOM
coxpaHeHumn VolP cepsucos.

[aHHblii MOaynb oTcnexmneaeT 1 6/10KUPYeT aTakuy, NPOoNycKas Npu 3TOM paspeLleHHbIi TpaguK,
a TakXXe HenpepbIBHO KOHTPONPYET KOH(UIypaL MO CUCTEMbI, aBTOMATUYECKM OTKPbIBas U
3aKpblBas NopTbl 47151 HEOOXOANMbIX TPAHKOB.

Hactpoinka mogyna Firewall

MNepengem k HacTponke. [ng Toro, 4tob6bl NONacTb B MOAY b, HY>XXHO NepenTn No cnegyoLlemy
nytu: Connectivity -> Firewall, oTkpoeTca cnegytouiee oOKHo:

W2 Admin Applications Connectivity Dashboard Reports Settings ucp 2] a B

Firewall

Warning

The firewall module is not enabled!

This Firewall module is a tightly integrated, system level firewall that continually monitors and blocks attacks on your system, while allowing valid
traffic through.

It continously manitors the configuration of your machine, automatically opening and closing ports to known trunks (eg, VoIP providers), and allows
you to limit the services this machine provides to clients.

Please visit the FreePBX Wiki for more information on the firewall.

Enable Firewall

NETWORKS

Yo veron
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YT100bI BKMOYNTL MOAY/b, HaXXMUTE KHOMKY Enable Firewall. O6paTtute BHMMaHuMe, nocne

BKNKO4YeHNA MOoayna HWKakKne npasuia eule He 3a4encTBOBaHbI, UX HY>XHO HAaCTpPOUTb.

lNepBoe 0 4EM coobLlaeT Moay b, 3TO TO, YTo IP-agpec, noa KoTopbiM Mbl 3aWwnu Ha IP-ATC He
ABNseTCcsa YineHoM “30Hbl goBepusa” (Trusted Zone) n npepgnaraet go6aBuTb ero a4

NCKIOYEeHNA BO3MOXHbIX 6I'IOKVIpOBOKZ

.'1 Admin Applications Connectivity Dashboard Reports Settings uce " a &
Firewall
= Services
Status

Settings Responsive Firewall Preconfigured Port/Service Maps ones

System Firewall

System Firewall is a fully integrated and tightly coupled firewall that constantly monitors the remote clients allowed to connect to this machine, and
automatically allows access from valid hosts.

This is done by a small process that runs on your FreePBX server that automartically updates firewall rules based on the current trunk and extension
configuration of FreePBX.

When 'Safe Mode' is enabled, if this machine is rebooted twice within 5 minutes, the firewall will be disabled for 5 minutes after the second reboot. This
is useful when originally setting up your Firewall, as it allows you an easy way to recover from an accidental misconfiguration

Responsive Firewall is not enabled

Res; ows your machine t

lock attacks to your machine, while learning and automatically granting permission to

Safe mode is available.

Safe mode can be used when setting up your Firewall for the first time. [t gives you the ability to recover from an accidental misconfiguration by
tempeorarily disabling the firewall if the machine is rebooted two times in succession.
After the original configuration is complete, there is no reason to keep this turned on.

[Ona HanGonbluero NoHMMaHua, gaBaite pa3GepEeMcs C MOHATUEM 30HbI (Zone), KOTOPLIM

onepupyet moaynb Firewall.

Bce ceTeBble coeamHeHns, noctynatowme Ha VolP-cepBep cumMtaloTcs 4acTbio 30HbI. KaXabin
CeTeBOW MHTEpPMeNC 1 gaHHble, NOCTyNatloLWMe Ha Hero NpuHagiexar K onpeaeneHHom 30He.

CrtaHpapTHble 30HbI AeNATCA Ha creaytolme:

e Reject - Bce coeanHeHund, OTHOCALWMECH K JaHHOM 30He, 3anpeLlleHbl. O6paTtute
BHMMaHWe, 4TO 3Ta 30Ha No-nNpexHemy npuHmmaet RTP Tpaduk, HO HMKakne gpyrue
MOPTbI MO YMO/IYAHMIO He MPOC/YLLMBAIOTCA. Tpadhuk 4aHHON 30HbI MOXET ObITb
o6paboTaH ¢ nomoLubto Responsive Firewall, o0 koTopom OyaeT ckazaHo ganee.

e External - No3BongaeT Tonbko https coeanHeHnsa gna gocTtyna K MHTepdency ynpasneHusa
n UCP nopTy, ecnv oHn onpegenetHbl. Tpadmk aHHOM 30HbI MOXET Takxke ObiTb
obpaboTaH ¢ nomoLlbio Responsive Firewall

e Other - Vicnonb3yeTcs Ha 4OBEPEHHbBIX BHELLUHUX CETAX, MW APYTMX XOPOLLO N3BECTHbIX
ceTax. Mo ymonuaHuto, noseonset nony4mtb goctyn k UCP, a Takke obecneynBaet
HeunbTpoBaHHbIN SIP n IAX.
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e Internal - ilcnonb3yeTcs Ha BHYTPEHHMX fIOKabHbIX CETSX, MO YMOM4YaHMIO MNO3BOMSET
Noy4nTb OOCTYMN KO BCeM cepBucam IP-ATC.

e Trusted - Bce ceTeBble coenHEHNS AaHHOW 30HbI pa3peLleHbl. [ponyckaeTcs BeCb
Tpachunk OT JOBEPEHHO 30HbLI. IMEHHO Cloga Ham npeasioxaT 4obaBuTb Haw IP-agpec
npuv NeEPBOM BK/THOUYEHUN MOAY/IS.

NTak, 4tob6bl 40GaBUTL Haw IP-agpec B CMMCOK JOBEPEHHbBIX, HY>XXKHO HaxaTb You can add the
host automatically here.

!1 Admin Applications Connectivity Dashboard Reports Settings ucep 'E Q 'n

Firewall

The client machine you are using to manage this EEI-.’ET_\E not a member of the Trusted zone. It is highly recommended to add this _

client to your Trusted Zone to avoid accidental lockouts.

- Services
| You can add the host automatically here |

Status

Settings Responsive Firewall Preconfigured Port/Service Maps .

System Firewall

System Firewall is a fully integrated and tightly coupled firewall that constantly monitors the remote clients allowed to connect to this machine, and
automatically allows access from valid hosts.

This is done by a small process that runs on your FreePBX server that automatically updates firewall rules based on the current trunk and extension
configuration of FreePBX.

When 'Safe Mode' is enabled, if this machine is rebooted twice within 5 minurtes, the firewall will be disabled for 5 minutes after the second reboot. This
is useful when originally setting up your Firewall, as it allows you an easy way to recover from an accidental misconfiguration

Responsive Firewall is not enabled.

Responsive Firewall allows your machine 1o automatical
without the need to manually confj

ly block attacks to your machine, while learning and automal
re them

ally granting permission to

You can enable Resg

sive Firewall in the 'Responsive Firewall’ tab.

safe mode is available.
Safe mode can be used when setting up your Firewall for the first time. It gives you the ability to recover from an accidental misconfiguration by
tempeorarily disabling the firewall if the machine is rebooted two times in succession.

After the original configuration is complete, there is no reason to keep this turned on.

Mkl nonagaem Bo Bknaaky Preconfigured. NMpegnaraetcs gBa BapuaHTa, 310 go6aBneHne
agpeca xocta n gob6asneHune noacetn Add Host n Add Network cooTBeTCTBEHHO:

¥  Admin i [ ivi Reports Settings ucp W al &
Firewall

client to your Trusted Zone to avoid accidental lockouts.

Services
You can add the host automatically here,

Status

Settings Responsive Firewall Preconfigured Port/Service Maps Zones

This allows you to si
required, on the N:

ply add a pre-configured set of networks to your trusted zone. Once you have added your selections, you can fine-tune them, if
ks

RFC1918/RFC4193

RFC1918 and RFC4193 are the RFCs that define the reserved, internal, network address space to be used when you're not directly connected to the
internet, or do not want your address space routable. This adds the IPv4 networks 192.168.0.0/16, 172.16.0.0/12, and 10.0.0.0/8 and IPv6 networks
fc00::/8 and fd00:/8 to the Trusted' zone, and excludes it from all firewalls.

Important Warning! If you are in a hosted environment (for example, AWS) and you enable this, you may be inadvertently allowing other hosted
clients unrestricted access to your machine! Please use common sense to make sure that you are only allowing known trusted networks

Add to Trusted

Your Client

This explicity grants permission to the machine that is managing the firewall service now. If you select ‘Add Network, itwill ad the entire network
that the server sees you coming from| or if you select Add Host itwill only add the individual IP address (31.77.52.122/32). When
starting to configure your firewall, it s wise to enable this to ensure you donit lock yourself out of your macnine.

If you are coming from an IPv§ Network, it not recommended 1o only add your 'Host, as MAC address changes, or |Pv6 Security Extensions, will
randomly and unexpectedly change your IP address. Ensure you add the complete network.

Add Host Add Network
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rlpOBepI/ITb, 4YTO apapec (I/II'IVI CeTb) ,qo6aBr|eHb| B CMMCOK AOBEepPEeHHbIX MOXHO BO BK/agke Zones
B pa3gene Networks.

W& Admin Applications Connectivity Dashboard Reports Settings uce Q ﬁ-
Firewall
Zone Information Interfaces Networks Blacklists ‘Abdul
Individual hosts and networks are specified here, that override the default rule for an interface. Services

For example, if interface ethQ is assigned to the 'External’ zone, here you can add a specific source netwark to the 'Trusted' zone. After
you have done that, any connections originating from that network (and arriving on any interface) will be treated as ‘Trusted'. All other

traffic arriving at that interface is only allowed access to services available to the 'External’ zone. _

Note that several common settings are available on the 'Advanced' page

Status

You may also enter DDNS hostnames here, which will be automatically monitored and updated as required.

192.168.2.44/32 External Other Internal mn
192.168.2.0/24 External Other Internal mn
|_ External Other Internal mn

B moayne Firewall ecTb Takxe [ONOMHUTENbHbIN 3N1EMEHT, KOTOPbIA OTCNeXnBaeT
CUrHaNN3aUMOHHbIE 3anpockl onpeaeneHHbIX CEPBUCOB N G/10KMPYET BO3SMOXHbIE aTakW -
Responsive Firewall. Takumu 3anpocammn MoryT 6bITb 3aNpOChl MPOTOKO/0B CUrHanm3auum SIP
nnn IAX, Hanpumep, 3anpockl aBTopusaumn namn BoeidoBa. Korga Responsive Bko4eH, To Nto6owi
CUIHaM3aLUWOHHbIA NakeT NCXOAALWNIA OT XOoCTa npoxoanT yepes Firewall, ecnu nocne
HEKOTOPOro KO/IMYECTBa TaKMX NaKeTOB, XOCT OTNPAaBMABLUNI UX HE MPOLUEN YCMEeLLHYIO
permcrpaumio, To BeCb TpadiMk OT 3TOro Xocra cOpachbiBaETCA Ha KOPOTKUIA MPOMEXYTOK
BpemeHun (60 cek). Ecnu nocne gaHHOM 6/10KMPOBKM XOCT NPOAOIXKAET CaTh NakeTbl C
3anpocoM permcTpauum n 6e3yCcreLlHo NbiTaeTca 3aperncTpupoBaThbCs, To 6/10KMPYeTCa yxe
ero IP-agpec Ha 24 yaca. Kpome Toro, ecnm Ha cepBepe HacTpoeH fail2ban, To cncrtema eweé v
NMMCbMO OTMPABUT O 4AHHOM COObITUM.

Y106bl BKMIOUNTD AaHHbIM DYHKLMOHAN, Ha BK1aake Responsive Hy>KHO HaXkaTb Ha KHOMKY
Enable:

& Admin i C ivi Reports  Settings  UCP o |a &
Firewall
Aettve I Tntpos M _
Sangoma Responsive Firewall Services
When this is enabled, any incoming Vol P connection attempts that would be otherwise rejected are not blocked, 2nd instead allowed 2 very limited
amount of registration attemps. Sty
If the registration attempt is successful, the remote nost is then added to a 'Knewn Good' zene, that has permissien to use that protecol, and is Zones

additionally granted access to UCP, if UCP is enabled.

If the incoming connection attempts are invalid, traffic from that machine will be dropped for a short period of time. If attempts te authenticate continue
without success, the attacking host will be blocked for 24 hours.

If fail2ban is enabled and configured on this machine, fail2ban will send you email alerts when this happens.

Note that if you have explicitly granted ‘External connections access to a protocol, this filtering and rate limiting will not be used. This is only used when
an incoming connection would normally be blocked

SIP Protocol (pjsip)
Legacy SIP (chan_sip)

IAX Protocol
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[anee Heo6X0aMMO yKasaTb, 4719 KakuUX NPOTOKO0B AO/MKEH paboTaTb AaHHbIN Cb)/HKLI,VIOHaI'Ii

& Admin Applications Connectivity Dashboard Reports Settings ucp " a &
Firewall
Sangoma Responsive Firewall Services

When this is enabled, any incoming VolP connection attempts that would be otherwise rejected are not blocked, and instead allowed a very limited

amount of registration attempts Status

If the registration attempt is successful, the remote host is then added to a 'Known Good' zone, that has permission to use that protocol, and is Zones
additionally granted access to UCP, if UCP is enabled.

If the incoming connection attempts are invalid, traffic from that machine will be dropped for a shert period of time. If attempts to authenticate continue
without success, the attacking host will be blocked for 24 hours.

If fail2ban is enabled and configured on this machine, failZban will send you email alerts when this happens

Note that if you have explicitly granted 'External’ connections access to a protocol, this filtering and rate limiting will not be used. This is only used when
an incoming connection would normally be blocked.

Responsive Firewall Disable

SIP Protocol (pjsip) m Disabled
Legacy SIP (chan_sip) Enabled Disabled
IAX Protocol Enabled Disabled

M3BecTHble IP-agpeca nnu gaxe Lesble NoaceTi, KOTopble NPOABAANM NOAO3PUTEBHYIO
aKTUBHOCTb W KOTOpPbIe He AO/MKHbI MMeTb goctyna K IP-ATC MOXHO 3a6/10KMpoBaTh BO BK1aaKe
Zones -> Blacklists.

!Q Admin Applications Connectivity Dashboard Reports Settings uce n Q 'b
Firewall
Zone Information Interfaces Networks Blacklists About
This firewall runs in a Deny-By-Default configuration. However, if you enable 'Responsive Firewall’, your Signalling ports are exposed to the internet, and Services

may be attackable.

To alleviate any potential attacks, you can add any number of hosts or networks here and any traffic from these entries will be silently ignored. They will ety

NOT be permitted to access the Responsive Firewall service. _
You can override the blacklist by assigning a netwark to a Zone. Please read the Wiki for more informarion
Note that changes to the firewall are effective immediately.

[ -]

M nocnegHuin No cYETY, HO HE NO 3HAaYNMMOCTH, hyHKLUMOHaN moayns Firewall, o koTopom
XoTenockb Obl pacckasatb - Safe Mode. [laHHbIn hyHKLMOHAN NO3BOAAET MOMYUUTb JOCTYN K
IP-ATC ecnu cny4yaiiHo Oblfia NpMMeHeHa HenpaBunbHaa KoHUrypaums, kKotopas npueena K
noTtepe JOCTyna, a 4OCTyNa K KOHCONM Y BacC HeT.
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I
W&  Admin Applications Connectivity Dashboard Reports Settings ucp -E Q &
Firewall
Settings Responsive Firewall Preconfigured Port/Service Maps _
System Firewall Services

System Firewall is a fully integrated and tightly coupled firewall that constantly monitors the remote clients allowed to connect to this machine, and
automatically allows access from valid hosts Status
This is done by a small process that runs on your FreePBX server that automatically updates firewall rules based on the current trunk and extension Zones
configuration of FreePBX.

When 'Safe Mode' is enabled, if this machine is rebooted twice within 5 minutes, the firewall will be disabled for 5 minutes after the second reboot. This

is useful when originally setting up your Firewall, as it allows you an easy way to recover from an accidental misconfiguration.

Responsive Firewall is enabled.
There is no need to explicitly add definitions for peers, as they are automarically allowed through the firewall after successfully registering.
After an endpoint is registered, the source of that endpoint is automatically granted permission to use UCP, if UCP is enabled.

Safe mode is available.

Safe made can be used when setting up your Firewall for the first time. It gives you the ability to recover from an accidental misconfiguration by
temperarily disabling the firewall if the machine is rebooted two times in succession.

After the original configuration is complete, there is no reason to keep this wirned on

System Firewall Disable Firewall
Safe Mode m Disabled
Firewall Wizard Re-Run Wizard

Filter Type m Drop

Mpwn BkaoveHunn mogyns Firewall, Safe Mode y>xe goctyneH, HO YTOObI €ero aKTMBMPOBAaTb,
Heo6xoaMMO ABaXAbl Nepe3anycTntb cncteMy. CHayana HeE0OOXOANMO BbINOHUTL NMepe3anyck
OOMH pa3s, [oXAaTbCH, MoKa CeEPBEP MOMHOCTLIO 3arpy3mnTCs, a 3aTeEM NMPOM3BECTN BTOPYIO
nepesarpysky. [locne yero, cnctema oT1I0XUT 3arpy3Ky npasun Firewall’a, a Bbl cMoxeTe
CMOKOWHO y6paTh Ty KOH(hUIypaLumio, N3-3a KOTOPOIA NoTepsn JOCTyn.

O TOM, uTO cuctema HaxoguTtcs B Safe Mode, 6ygeTt roBopuTb OFPOMHOE YBEAOM/IEHME B CAMOM
BEPXY CTPaHULbl, KOTOPOE UCHESHET YEPE3 NATb MUHYT, TOr4a Xe 3anycTartca npasuna Firewall.

Firewall
Firewall has not started yet! _
As this machine has recently been rebooted, the firewall is temporarily running in Safe Mode, Sarvices

with no rules applied.

This allows you to perform emergency repairs to the firewall, in case you're accidentally locked Status
out. The firewall will start automatically after this machine has been running for more than 5

minuces.

Zones

Any changes you make will be saved, but will not take effect until the firewall is started.

Settings Responsive Firewall Preconfigured Port/Service Maps

System Firewall

System Firewall is a fully integrated and tightly coupled firewall that constantly monitors the
remote clients allowed to connect to this machine, and automatically allows access from valid
hosts.

This is done by a small process that runs on your FreePBX server that automatically updates
firewall rules based on the current trunk and extension configuration of FreePBX.

When 'Safe Mode' is enabled, if this machine is rebooted twice within 5 minutes, the firewall
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HacTtpoiika SSL B FreePBX

Onsa ynpaBnennamm ceptudmkatamm SSL B rpacdhmyeckom nHtepperice FreePBX co3gaH
cneunanbHbli Mmogynb - Certificate Management. Ho, nepep 1em Kak nepeiTn K ero HacTporike,
AaBanTe BCMNOMHUM, ANS YEro Xe Hy>)XeH cepTudmkar u 4Tto xe Takoe SSL B Asterisk?

SSL n FreePBX

Ceptudchukat SSL nossonsiet Bawemy FreePBX nmetb yHUKanbHy0 LMpoByO NOAMUCH, C
MOMOLLIbIO KOTOPOMW, KaXabln pas npu obpalleHnn K nHtepdency oyaeT cosgaBaTtbCs
3alUMLLEHHOEe coeaMHeHne Mexay web — cepBepoM 1 KITMEHTCKUM YCTPOMCTBOM. SSL
cepTnurkaT BKOYAET B cebd MHGOPMaLMIO O ero BragesnbLe 1 OTKPbIThbIA KoY. Beigauen SSL
cepTndurkaToB 3aHMMaeTCa cneumanbHbin LEHTP cepTtudunkaumm (Certification authority),

YEeCTHOCTb KOTOPOro anpmnopun Heocrnopmnma.

NMomumo 3TOro, CeEpTUdNKAT NO3BOAAET COBEPLLATbh 3BOHKM MO 3aLUMLLEHHOMY TPAHCIOPTHOMY
npotokony TLS n wucpoBaTb roocoBble NOTOKM Yepes SRTP.

feHepauna CSR

Mpuctynaem K nonyyeHuto ceptudmkara. LIeHTp cepTudunkaumm nonpocuT Bac NpeaocTaBuTb
creHepupoBaHHbIi CSR dhaiin (Certificate Signing Request). 210 aBnseTcs o6a3artenbHOn
YacTblO MoAdaum 3asBNEHMNA Ha CEPTUDMKAT, U COAEPXUT B cebe pasnnyHble AaHHblE 06

opraHunsaunun, Takme Kak HammeHoBaHune, NoJsIHoe NMA AJOMEeHa, KO CTpaHbl U nNpo4yune.

Meperigem Bo Bknagky Admin -> Certificate Management. B oTkpbIBLLEMCS OKHE MOAY S
Haxumaem + Generate CSR. OTkpoeTcsa okHO reHepaummn CSR canna:
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W& Admin Applications Connectivity Dashboard Reports Settings UcP
New Certificate Signing Request

hamg. @ MerionNetworks
Commeon Name (Host Name) (CN) mefionetry
Organization Name (0) @ N —
Organization Unit (OU) @ I

Country (C) @ RU
State/Province (ST) @

City or Locality (L) @ Moscow

Pasbepemcs nonogpobHee € KaXablM U3 MYHKTOB:

e Name - uma gnsa creHepupoBaHHoro CSR channa. Korga chan 6ygeT creHepmpoBaH, OH
OyaeTt MMeTb Ha3BaHWe, Kak yKa3aHo B 3TOM Mnose

e Common Name (Host Name) (CN) - nonHoe nma gomeHa

e Organization Name (O) - noflHOe HaMMeHOBaHME OpraHM3aumn, Kak yKasaHo B
yypeauTtenbHbIX 4OKYMEHTaX

e Organization Unit (OU) - HanmeHoBaHMe noapasgeneHus (otaena), Ha KoTopbii
BbINUCbIBAETCSA AaHHbIN cepTudmkar

e Country (C) - koa cTpaHbl 13 AByx OykB. B Hawem cnyyae RU.

e State/Province (ST) - HaumeHOBaHMe 061aCcTV UK KpPasd, B KOTOPOM Bbl HaxoguTtech. B
HaleM cny4vae Mbl OCTaBW/AIN 3TO Noe NycCTbiM

e City or Locality (L) - ykaxute ropoa. Mbl ykazann Moscow

o okoH4aHuMIo HacTpoek HaxmuTe Generate CSR. Nocne Toro, kak CSR daiin 6yget
CreHepupoBaH, OH CTaHEeT AOCTYNEH A9 CKauMBaHUs B rMaBHOM UHTepdeirce moayna. [ng ero
3arpysku, Haxxmute Ha kHornky Download CSR. Cawm hann npegcraBnset ns cebs KoY,

3aK/TIOYEHHbIW B TEern Havasna n OKOHYaHUS:

MIICOzCCAbsCAQAWgYOXFDASBENVBAMTC211cmlvbmVOLNnI1MRgWFgYDVQQKEWSON
ZXJIpb24gTmvVed29ya3MxCzAIBgNVBASTAk1UMQswCQYDVQQGEwWISVTEMMAOGALUE

CBMDUUXEMQ8wDQYDVQQHEWZNb3Njb3cxIjAgBgkqhkiGOwOBCQEWE21udmFsaWRA
ZXhhbXBsZS5jb20wggEiMAGGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIBAQDKVIYr==

MNocne aToro, BaM HEOOXOAMMO HanMcaTb 3asAB/IeHNE B LEHTP CEePTUMRMKALMN N NPUNOXMUTD K

HeMy 3TOT haiin, Noc/e Yero Bbl CMOXeTe MNosy4dnTb cBoi SSL cepTudmkar.
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3arpyska ceptucpunkarta

[Nocne To0ro, Kak Mbl NOAY4YUNM CEPTUdMKAET OT cepTnnkaumoHHoro LeHTpa (CA), ero
HeobXxoamMMO 3arpy3nTb Ha cepBep. Haxxnmaem Ha kHonky New Certificate 1 BeiGbnpaem Upload
Certificate

5'; Admin Applications Connectivity Dashboard Reports Settings ucep A Q ﬁ-

Add New Certificate
Names MerionNetworks

Description @

For test
Passphrase @

CSR Reference @ MerionNetworks 4

Certificate

After you have submitted a CSR to a CA, they will sign it, after validation, and return a Signed Certificate. That certificate should be pasted in the box below. I you leave this box blank, the certificate will not be updated

--—-BEGIN CERTIFICATE----

SoemiaxoacOlemOuwr 1 ewriatiurlucisLudroApQuBriAcsenLeGoef7apRearl
chou215zLuxduchlaOLAZoAspLeHou9I3 espiajlabievi2CSiumoAblUwrL
wouspiuvoakiadl1g0asTLuglurieyouho 8goejosssoaswlumlUwolewi
9plewlASlehlu3I9sw692iusPlAchoez! ciaglunlemiAno0SToEFrufR

Trusted Chain

Your CA may also require a Trusted Chain to be installed. This will be provided by the CA, and will consist of one, or multiple, certificate files. Paste the contents of all the Chain files, if any, into the box below. This may be
left blank, or updated at any time. They can be added in any order.

»  Generate Certificate Reset

e Name - Mg gnga ceptndukara

e Description - onncaHune ceptugurkaTa. lcnonb3yeTtcsa TONbKO BHYTPU MOAY/S U He
B/IMFAET Ha MMNOPT cepTudmKaTa.

e Passphrase - kofoBag hpasa, To eCcTb Nnaposib. HeobxoamMma onga gocryna K ceptudumkarty
W reHepaumm ceptmmkaTtoB Ha CTOPOHE KNneHTa. Ecan Bbl HE yKaXkeTe naposb B
AaHHOM nosie, TO BaM NPUAETCHA yKasbiBaTb €ro Kaxablii pas, korga notpebyeTtcsa HOBbI
ceptugmkart. K Tomy xe, OTCyTCTBME NMaposs NPUBOANT K HE3ALLMLLLEHHOCTN NPMBATHOrO
Kno4va ceptudumkarTa.

e CSR Reference - B faHHOM nose BbiGepuTe creHepupoBaHHbii CSR daiin Ha
npegblaywem atane.

e [one Certificate - oTkpoiiTe daiin ceptudmkarta, KOTOpbIA BaM NpeagocTaBun
CePTUMKALMOHHbIV LLEHTP U MOSTHOCTBIO KOMUPYWTE €ro B 3TO NMose, HaunHas ot 7ara

e [Mone Trusted Chain - nopoii, ueHTp ceptndmkaumnm (CA), "OMMMO caMoro cepTudgukara
MOXEeT NpeaocTaBuUTb Bam Lenbii Habop ¢arnos. OHM Ha3biBaeTca Trusted Chain, To
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€CTb Lenoykn gosepua. lNocnegoBatenbHO OTKPOUTE Kaxablii N3 (hannos 1 cKkonupymrte

nx cogepxmmoe B 31O nore.

[No okoH4YaHMIO HacTpoek HaxmuTe Generate Certificate. [10 OKOHYaHMIO HACTPOEK Bbl CMOXETE
yBMAETb Ball cepTudmkaT B obLiem cnncke. B npouecce skcnnyataumMm oH 4OCTyNeH Ans

penakTMpoBaHus:

;'1 Admin Applications Connectivity Dashboard Reports Settings uce ] Q
Certificate Management

© What is Certificate Manager?

Added new certificate

+ New Certificate ~ + Generate CSR Import Locally Searc ]

Certificate Description Type Default Action

MerionNetworks For test Uploaded & w

BecnnatHbii cepTudukar Let’s Encrypt

NHTepdenc FreePBX nMmeet BCTPOEHHYIO BOSMOXHOCTb HAaCTPOMKK 6ecniatHoro SSL
cepTndurkaTa C NOMOLLbO cepTunKkaumoHHOro LeHTpa Let’s Encrypt. Yto6bl BOCNoNbL30BaThCS
6ecnnatHbIM cepTunKaToM, y Ballero cepeepa AO/MKHO ObiTb HACTPOEHO AOMEHHOE M4, N ero

OHO AO/KHO pe30/BUTLCA No ero IP — agpecy

NMoMnmo aToro, cneayrouime XoCtbl AO0/TKHbI 6bITb 406aB/MEHbI B pa3peLlleHHble B HaCTpOVIKaX

taepBona:

1. outboundl.letsencrypt.org
2. outbound?2.letsencrypt.org
3. mirroril.freepbx.org
4. mirror2.freepbx.org
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Jlydwimne npakTtnku no 3awmnte SSH noaknoveHnsa

OpenSSH no3BonseT BbINOAHATL YAANIEHHOE NOAK/IOYEHNE K CEPBEPY, MPON3BOANTL
MaHMNynsaunmn ¢ hainammn n ynpaenatb cuctemoil. CerogHsa XoTMM pacckasaTb Npo yyliune
MeTo[bl, KOTOPble NO3BOAOT YBENMUYNTL 6€30MacHOCTb CUCTEMbI Ha 6a3e OpenSSH.

KoHgurypaumoHHbie cannbl

e /etc/ssh/sshd_config - dhaiin koHdurypaumm cepepa OpenSSH;

e /etc/ssh/ssh_config - ¢aiin koHdurypaunm knmeHtckorn yactn OpenSSH,;

e "/.ssh/ - pupekTopusa, B KOTOPOI XpaHATCA Nosb3oBaTenbckne SSH HacTpoiku;

e "/.ssh/authorized_keys nnu “/.ssh/authorized_keys - cnncok kntoueii (RSA nnm DSA),
KOTOPbIE NCMOMb3YOTCA 4719 NOAK/OUYEHNSA K NOMb30BaTETbCKUM aKKayHTaM;

e /etc/nologin - ecnu gaHHbIi dain cywecTsyeT B cucteme, To sshd 3anpetut
noakto4vaTbCs BCEM MNOMb30BaTeNIIM KPOME root B CUCTEMY;

e /etc/hosts.allow un /etc/hosts.deny - cuctema 3anpeta (4WacTb 6e3onacHocTn). Pa6oTtaet
no aHanorum ¢ ACL;

e SSH nopt no ymon4yaHuio - 22

Left File Command Opticns Right

Name | size |Modify tim

[y

He Hy>XeH - Bblk/to4aw

Ecnu Bawewmy cepBepy He TpebyeTcs yaaneHHoe nogkntoyeHne no SSH, to o6a3aTenibHO
oTkntounTe ero. B takux cuctemax kak CentOS/RHEL genaetcsa 310 Tak:

21

CkauaHo c cauTta - SuperSliv.Biz - NMpucoeaunsamncs!



R S —————————
SuperSliv.Biz - Kypcbl, TpeHuHru, CemmHapsbl, Kaxabivn aeHb!

chkconfig sshd off

yum erase openssh-ser'ver‘

Ncnonb3yinte SSH BTOpOI BEpCUU

Mpotokon SSH nepBoii Bepcn nMeeT npobnembl C 6€30MNacCHOCTbIO, KOTOPbLIE 3aKpbIThl BO
BTOPOM Bepcun. NoaToMy, UCNONb3ynTe BTOPYIO BEPCUID. YBeamnTech, 4To B danne

/etc/ssh/sshd_config ykazaHa onuns Protocol 2.

OrpaHnunuymnBamnte SSH goctyn

Mo ymMon4yaHuio, BCe CUCTEMHbIE MOIb30BaTENM UMEIOT BO3MOXHOCTb NMOAK/IOYATLCA K CUCTEME
rno SSH. PekomeHgyeM orpaHnunte SSH goctyn B Lendax 6e3onacHocTy. Hanpumep, paspewmntb
SSH pnsa nonb3oBaTenei root, merion n networks:

AllowUsers root merion networks

C apyroii CTOpOHbI, Bbl MOXETe paspeLlnTb AOCTYN BCEM NO/b30BaTE1AM, KPOME YKa3aHHbIX:

DenyUsers root merion networks

Bpemsa HeakTMBHOCTU

BaxHo YKa3blBaTb BpeEMA, B TEHEHNE KOTOPOIro, HEe akKTUBHAA CeCCU4d 6y,u,eT TepMMNHNpPOBAHA

(3aBepLueHa). 9TO MOXHO caenaTb cregyroWyMmn onumMaMK:

ClientAliveInterval

ClientAliveCountMax

B gaHHOW HacTpoiike Mbl ykalann BpeMa 6esgencteus paBHbiM 300 cekyHA (5 MUHYT).

[Npo dhaiinel .rhosts

[eno B TOM, UTO AaHHbIN dhasi COOePXUT CMNMCOK XOCTOB U Nnonb3oBaTenei. Ecnn B gaHHOM
daine coaepXunTca KOMOMHaLMA XOCTa M to3epa, TO AaHHbI No/b30BaTe/lb CMOXET
MOAKMIOUYNTLCS K cucteme no SSH 6e3 3anpoca napons. PeKoMeHAyeM OTKIOYUTb 3Ty

«3aMeyaTesibHYI» undy:

IgnoreRhosts yes
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Hukakon ayteHTUdMKaunm Ha 6a3e xocTa!

Tak Ha3biBaeMada Host-Based Authentication nosBonser nonbsoBartento ¢ onpegeneHHoro

XOCTa nogknto4datbcs K cepepy. OTKoYaeM:
HostbasedAuthentication no
MNpamoe nogkatoyeHne yepes root

He Hy>HO oTKpbIBaTh root. MakcMmyMm, COBETYEM MCMOMBb30BaTh NPAMOE root nogkntoyeHme Ha
BpeMA npoBefeHna paboTt. 3ateM oTkNto4YaTh. Jlyywe gaBatb su (sudo) 4ocTyn Ans HEKOTOPbIX

Kateropusa rnosnb3oBaTenei. 3aKprTb MO>XXHO BOT TakK:

PermitRootLogin no

Coenante 6aHHep

[ns kaxaoro nogktovatoLerocsa caenante 6aHHep, B KOTOPOM MOXHO YrpoxXaTb

310yMbILUNEHHNKAaM, KOTOpPbIE MbITAlOTCA COBEPLUNTb HECAHKLNOHNPOBAHHbIM OocCTyn. 3a

HacTponky 6aHHepa oTBe4vaeT napameTtp Banner.

22 nopT TONbKO U3HYTpH!

Cpoenalite gocTyn K 22 NOpPTYy CUCTEMbI TOLKO Yepes Lenoydky daepBon npaBus. Jlydwe BCero,
OCTaBUTb AOCTYMN TONbKO M3HyTpM LAN. Hanpumep, B Iptables MoXxHO gatb goctyn ans
192.168.11.0/24:

-A RH-Firewall-1-INPUT -s -m state --state NEW -p tcp

--dport -j ACCEPT

['Oe cnywaTtb

Mo ymonuanuio SSH cnylwaeTt nogktoveHns Ha BCexX AOCTYMHbIX MHTepdericax. Mbl
pekoMeHayeM CMEHUTb MOPT MO YMOSIYaHUIO 1 yKa3saTb IP — agpec, Ha KOTOPOM HEOBXOOMMO
oXmpaTb nogkntoveHna. Hanpumep, Mbl ykaxkem nopt 962 un IP — agpec 192.168.11.24

Port

ListenAddress
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3anpeTnTb NycTble Naponu

BbiBatoT nonb3oBatenn 6e3 naponei. Mx goctyn Kk SSH Tak xxe HeE06X0AMMO 3anpeTuTb C

MOMOLLbIO Oonunn:

Port

PermitEmptyPasswords no

AHanunsupymnte noru

YcTtaHoBUTEe normpoBaHme cobbitTnii B pexunm INFO nnn DEBUG — 310 N03BOMNT UMETL

pacLlMpPeHHbIi KOHTPO/b Haf CUCTEMOIA:

INFO

[[eHepaTop YCTOMNYMBLIX Naponen

[na Bcex naponen, raoe nogcMcTeMa reHepaunm He nogpasymMmeBaeT co3gaHne yCTOMYMBOro K

B3/10MY Maposd, Mbl pa3padoTany reHepaTop YCTONYUBLIX Maponen, KOTOpbIn NO OAHOMY K/TNKY

caenaert ansd Bac yCTOMUYMBLIN K B3/IOMY Napo/ib.

Baw kpunrocroiikvii naponk

BribepuTe BCE ONUMK 1 MOMYYMTE NAPOAL 3

Anwvna napona? Kauue eumBontl ncnonbayem?
10 ~1@#5%AB*{)-_+={}[1::?
ManeHbKMe ByKBEI? Bonbwue ByKeni?
Het 8 Her ®
Oda Oa
Unéptl B napone? CrieunantHkIe CHMBONEI?
Het 2 Hetg@
la HEX’ la

CHMBOALI MOTYT NOBTORATECAT
Hetg

CTEHEPHMPOBATE QEHYAUTE

CeHepaTop AOCTyNeH No ccoiike. Jlo6aBbTe ero B 3aknagaku 6paysepa - Npu reHepauum

naposnen ans TPaHKoB, BHYTpPeHHUX HomepoB, SSH/FTP/WEB vnnn nHoro goctyna,
BOCMO/1b3YHTECH UM.

24

CkauaHo c cauTa - SuperSliv.Biz - NMpucoeauHaucs!


https://wiki.merionet.ru/onlajn-generator-ustojchivyx-parolej/
https://wiki.merionet.ru/onlajn-generator-ustojchivyx-parolej/

R S —————————
SuperSliv.Biz - Kypcbl, TpeHuHru, CemmHapsbl, Kaxabivn aeHb!

omawHee 3agaHne N°4

B okoH4aHue yeTBepTOro 6/10ka 00y4YEHNS, Balla 3aada 3aK/04aeTcs B CrieaylowemM:

a. Kakoii moagynb FreePBX nokaxeT BaM Ha CYLLHOCTb (TPaHK, HOMEP), rae yCTaHOB/EH
cnabbln Nnaponb?

b. Kakyto ponb BbinonHset cann .rhosts B pa6ote SSH?
BbinonHuTe BCce TpeboBaHMa N3 NPOKAEHHOro ypoka no 6e3onacHocTu IP - ATC Asterisk.
OctaBbTe OTKpbITbIMK TOTbKO NopTbl 10 000 - 20 000, 5060, 5061, 443 n 22. HactponTte
Firewall n paspewwure IP - agpeca LAN u npoBaiigepa.
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